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ABSTRACT

The grant research addressed several of the concerns detailed in Recommendation 3 in

the National Academy of Science (NAS) report: Strengthening Forensic Science in the United
States: A Path Forward. Specifically, we have developed methods to statistically quantify 1)
the random match probability (RMP) which quantifies uncertainty in measures aimed at
validating a forensic discipline’s basic premises (such as a uniqueness claim) and 2) the
accuracy of likelihood ratio methods used in making classification/individualization
conclusions.

The use of automated pairwise comparisons of biometric samples in a database is a basic
element of forensic individualization determinations involving biometrics such as
fingerprints, handwriting, tool marks, etc. An issue that applies to forensic individualization
is that while a database of samples can be used to support individuality, it does not
necessarily prove individuality. Therefore, the NAS report calls for
statistically/probabilistically based statements concerning the level of support that a
database of samples provides for individualization. To date, much attention has focused on
how to use an automated comparison methodology applied to a database of biometric
samples to estimate the RMP, which is defined as the probability of selecting two
individuals at random from a population that “match” on the basis of some biometric. The
RMP can be interpreted as giving the expected performance of a comparison methodology
across some relevant population. Phase I of this grant focused on the RMP as a measure of
the validity of a forensic individualization system. We developed theoretically sound upper
confidence bounds on the RMP, which are estimated using these automated pairwise
comparisons. The RMP is related to the question of whether or not we should use a given
biometric modality in general.

In Phases II and III, we shifted focus to quantifying the accuracy of given forensic
modalities in individual applications. The use of likelihood ratio methods in DNA analysis is
well established for addressing this problem. However, research into its use in other
forensic areas is not as well developed. We investigated the use of Bayes Factors and
likelihood ratios in other fields, such as handwriting and glass fragments, focusing both on
statistically valid quantifications of the value of the evidence. In Phase II, we focused on
popular approximate procedures while in Phase 11, we investigated statistically rigorous
formal techniques with the main focus on Bayesian approaches to the model selection for
the forensic identification of source problem.

Most of the methodologies developed in this grant will apply to any field of forensics, as
RMPs and likelihood ratios are defined similarly in many of them. In Phase I, we have
quantified the effect of database size and sample quality on proposed point and interval
estimators. In Phase II, we have demonstrated that the three main classes of approximate
LRs can have radically different quantifications of the value of the evidence, suggesting that
these are not reasonable procedures for the quantification of forensic evidence. In Phase
[1I, we have rigorously extended the Bayesian Likelihood Ratio to situations where the
background population has not been accurately characterized. Finally, we have illustrated
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the developed methodologies using a database of handwriting samples (which we have
utilized in previous research) and on publically available glass-fragment data. We are in the
process of extending our work to databases of automated comparisons of fingerprints.
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EXECUTIVE SUMMARY
Phase |

Goal: Study Interval Estimates of a measure of the validity of a forensic individualization
system.

Dr. Christopher Saunders motivated the research in Phase I in his 2010 AAFS presentation
which gave an overview of the goals for this research grant. During Phase I we focused on the
Random Match Probability (RMP) as a measure of the validity of a forensic individualization
procedure. Specifically, our research has been concerned with upper confidence bounds on
measures, such as the RMP, that are estimated using automated pairwise comparisons. Pairwise
comparison of samples is fundamental to forensic individualization systems. The validity of
pairwise comparisons depends on the ability to effectively discriminate between samples of
different origin and to accurately match samples of a common origin.

The RMP is defined as the probability of selecting two distinct sources at random from a
population that “match” on the basis of some biometric sample extracted from each. The RMP
can be interpreted as giving the expected performance of a comparison methodology across some
relevant population. The RMP addresses the question: “In general, what is the ability of a certain
biometric to match samples to source?”

A natural point estimate of the RMP is the sample proportion of matches in all pairwise
comparisons; this estimate is a U-Statistic of degree 2. For their 2011 Journal of Forensic
Sciences paper “Using Automated Comparisons to Quantify Handwriting Individuality,”
Saunders, et al. used U-Statistics results and adjustments to the Wald interval given in Wayman®
to yield coverage probabilities close to the nominal confidence levels to estimate RMPs.
Research using similar approaches on subsampled data from automated systems has continued
under this grant. A paper, written by Drs. Davis, Saunders and Buscaglia, using modern
resampling methods to estimate the RMP as a function of the quality of the samples being
compared by a biometric matcher is in preparation for journal submission and is included as
Phase I, Part A in the Main Section of the Final Report.

For this grant, we first completed a survey of the statistical theory for U-Statistics with zero-one
kernels; the focus of the survey was specifically related to the behavior of U-Statistics when used
as estimators of small probabilities. The most recent research on RMPs that we have found is by
Michael E. Schuckers and is summarized in his 2010 book Computational Methods in Biometric
Authentication: Statistical Methods for Performance Evaluation. Schuckers (and almost all
other researchers in this area) have not put the estimation of random match probabilities into the
context of U-Statistics. However, Schuckers has identified the dependency structure that arises
when performing all pairwise comparisons and has incorporated this dependency structure into
his confidence intervals, mainly via bootstrap methods. The non-bootstrap methods are

2 Wayman, J. L. (2000). Confidence interval and test size estimation for biometric data. National Biometric
Center Collected Works 1997-2000. ]. L. Wayman. San Jose, CA, National Biometric Test Center: 89-99.
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analogous to those used by Bickel and Wayman which we previously reviewed in our grant
proposal.

Besides Dr. Saunders, three researchers on this grant worked on the estimation of confidence
bounds for the RMP.

Dr. Linda Davis worked to find exact formulas for the mean and variance of the estimate of the
RMP. Her development utilized structures and results from the theory of U-Statistics. The
resulting exact formulas are only computationally tractable for very small sample sizes. Dr.
Davis’ work pointed out that assuming that all pairwise comparisons of samples are independent
will lead to an underestimate of the variance of the estimate of the RMP. She also showed that
basing the statistics on only a set of independent pairwise comparisons will lead to an
overestimate of the variance of the estimate of the RMP. Dr. Davis introduced a scenario for
which tighter bounds are possible for the variance of the estimate of the RMP.

Two documents prepared by Dr. Davis are attached to the Final Report in Appendices 1 and 2:

“Link Between U-Statistics With 0-1 Kernels and the Union/Intersection of Events”
This document presents the exact formulas for the mean and variance of the estimate of
the RMP in the general case and in a special case.

“RMP Confidence Interval”

These documents present issues associated with finding confidence interval bounds for
estimation of the RMP and presents an approach to calculating bounds in a special case. A list of
references concerning relevant statistical estimation is also included in these documents.

Dr. Davis intends to submit papers based on these two documents to research journals.

Drs. John Miller, Donald Gantz, and Christopher Saunders have developed a general parametric
model for studying the distribution of pairwise comparisons of an arbitrary type tailored for
small sample sizes with possibly no observed matches. The advantage of having a parametric
model is that it provides an added level of structure for estimating the RMP with limited
information. Furthermore, as long as the parametric model is chosen carefully, the resulting
estimates appear to have a high degree of accuracy. This model is designed to incorporate the
dependencies that arise in such studies with pairwise comparisons.

We introduced the parametric model to pursue our research goal of extending our U-Statistics
based methods for estimating the RMP to the situation of small sample sizes. We are building
upon the early research of Blom (1976)° to provide a parametric model that retains the optimal
asymptotic properties of the U-Statistic estimate of the RMP (in the sense of being a Best Linear
Unbiased Estimator of the RMP) but facilitates different estimation approaches, such as

8 Blom, Gunnar,” When is the Arithmetic Mean Blue?,” The American Statistician, Volume 30, Issue 1, February
1976, pages 40-42.
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Maximum Likelihood Estimates, Restricted Maximum Likelihood Estimates® (REML), and even
Bayesian estimates.

The parametric model we are implementing treats the joint distribution of comparisons as a
multivariate normal distribution. This approach is conceptually analogous to applying the
standard Wilson Interval to estimating a proportion from a binomial random variable. This
distributional assumption is only a tool used to facilitate the estimation of the RMP and is not
expected to actually match the joint distribution of the discrete pairwise comparisons.

We have derived the theoretical foundation for the parametric model. We have demonstrated the
use of this model in the construction of REML estimates and bounds for the RMP. We have run
simulations that study the performance of the different estimates.

At the 2011 NIJ Trace Evidence Symposium, Drs. Gantz, Miller and Saunders presented their
initial results on using a parametric method for estimating the RMP and constructing upper
confidence bounds through non-asymptotic methods. They have recently completed a research
paper on their work which has been submitted to the journal Technometrics. This paper studies
in detail the parametric model for pairwise comparisons used in Forensic Science. It describes
the eigenstructure of the covariance matrix and shows the consequences of the relations given by
assuming normal distributions for the random components of the model. It shows that a closed
form for an ANOVA table is possible. It shows that by using a method related to Fieller’s
Theorem, one can construct confidence intervals for a fixed component of the model which can
then be easily turned into a confidence interval for the RMP. It also shows that two competing
methods are either too conservative or just incorrect. The paper is included as Phase I, Part B of
the Final Report. In the Principal Investigator’s view this is a major achievement of the research
in this project.

R. Bradley Patterson, a PhD Candidate supported by the grant, and Drs. Miller and Saunders
authored a report that demonstrates the utility of ROC curves in forensics, where the goal is to
measure the performance of methods that evaluate evidence. ROC curves offer several benefits
to forensics. In contrast to the RMP, ROC curves capture the full range of error rates achievable
with a method. They also depict the relative separation of the distributions of similarity scores
from a given method. This then allows for comparisons of methods that produce scores on
different scales. Additionally, an important characteristic for a method of evaluating pairs of
evidence is the probability that a randomly selected pair from the same source would have a
higher similarity score than a randomly selected pair from different sources, which the area
under the curve (AUC) can estimate. To show the value of ROC curves in forensics, Patterson
applied them to measuring the performance of methods of evaluating trace evidence in the form
of glass fragments. The methods, based on test statistics and likelihood ratios, came from an
article by Aitken and Lucy (2004). Test statistics and likelihood ratios both provide measures of
association between two samples. So those values are interpreted as similarity scores, with which

* Restricted maximum likelihood (REML) is a particular form of maximum likelihood estimation which does not
base estimates on a maximum likelihood fit of all the information, but instead uses a likelihood function calculated
from a transformed set of data, so that nuisance parameters have no effect. (Dodge, Yadolah (2006). The Oxford
Dictionary of Statistical Terms. Oxford [Oxfordshire]: Oxford University Press. ISBN 0-19-920613-9)
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ROC curves were created for the same data as the original article. The ROC curves provided
measurements of the full performance of the methods across all thresholds as well as an even
basis for comparison. All of the methods performed very well. This report is included as
Appendix 3.

Phase Il and Phase 111

Goal: Investigate Properties of Approximate Methods for Evidence Interpretations such as
Score Based Likelihood Ratios

The Utilization of Data Generated through Automated Systems

Throughout the grant, the researchers have utilized forensic data generated by automated
systems. For many years, the research team has played a significant role in the development of
automated systems for forensic handwriting and fingerprint identification. In particular, the team
has developed the scoring algorithms that exploit quantification systems for both handwriting
and fingerprints. (See Saunders’ and Gantz’s Vitas for a complete list of these research
projects.) Both Drs. Gantz and Saunders were invited presenters at the Measurement Science and
Standards in Forensic Handwriting Analysis (MSSFHA) Conference, June 4 — 5, 2013. The
National Institute of Standards and Technology (NIST) hosted the MSSFHA Conference which
was planned and organized in collaboration with the American Academy of Forensic Sciences —
Questioned Document Section, American Board of Forensic Document Examiners, American
Society of Questioned Document Examiners, Federal Bureau of Investigation Laboratory,
National Institute of Justice (NIJ), and Scientific Working Group for Forensic Document
Examination (SWGDOC).

Attendees, both in person and via a live webcast, included representatives from the collaborating
institutions as well as universities, federal agencies, forensic laboratories, and the private sector.
Dr. Gantz presented the Forensic Language-Independent Analysis System for Handwriting
Identification (FLASH ID) in the Advances in Measurement Science in Handwriting Session.
He stressed the accuracy of the automated system which finds identifying power from measured
characteristics not directly observed or addressed by examiners. Dr. Saunders spoke on
Understanding Individuality of Handwriting Using Score-Based Likelihood Ratios in the
Advances in Statistics for Handwriting Analysis Session-this presentation summarized research
directly funded by this research grant that is published in two papers in Forensic Science
International’. His examples concerning Score-Based Likelihood Ratios are based on joint work
of Drs. Davis, Saunders, Hepler, and Buscaglia and were generated using data from FLASH ID.
In this presentation Dr. Saunders summarized research results (from this grant) which

5 Davis LJ, Saunders CP, Hepler A, Buscaglia J. Using subsampling to estimate the strength of handwriting
evidence via score-based likelihood ratios. Forensic Sci Int. 2012 Mar 10; 216(1-3):146-57.

Hepler AB, Saunders CP, Davis LJ, Buscaglia J. Score-based likelihood ratios for handwriting evidence. Forensic
Sci Int. 2012 Jun 10; 219(1-3):129-40.

We are including preliminary drafts of these in papers in Appendices 4 and 5.
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demonstrated that common approaches to approximating the value of forensic evidence can lead
to radically different values of evidence. These results are summarized in the previously
mentioned papers in Forensic Science International.

To conclude the Conference, moderators led a facilitated discussion on the future state of
forensic handwriting analysis, specifically focusing on the following questions: What does the
future state of handwriting analysis look like; What are the barriers to implementing the future
state; and what does a roadmap to achieve the future state look like? The final report
summarizing the concluding discussion stated, “The future state of the discipline will incorporate
the use of more quantitative analysis tools during the handwriting examination process to assess
and compare handwriting characteristics. Forensic document examiners (FDEs) will employ the
use of statistical models to explain the significance of their conclusions based on the uniqueness
of observed and measured handwriting characteristics.” Further, the report stated, “It is important
to note that automated comparison systems may be considered separate from statistical models,
as automated systems can facilitate the matching of a known writer with questioned documents
without necessarily generating statistics. This technology provides support during the
examination process and may provide new information for the human examiner to consider.
FDE:s can use statistics and automated systems to complement their current practices and to
enhance the way they review cases, but neither can replace humans.”

Drs. Gantz and Saunders presented similar messages concerning fingerprint forensics in the
Statistics in Forensic Science Topic Contributed Paper Session at the Joint Statistical Meetings in
Montreal in August 2013. Dr. Gantz presented his paper “A Similarity Score for Fingerprint
Images.” The paper co-authored with John Miller describes the scoring algorithms he developed
for a totally automated innovative technology enabling the identification of crime scene
fingerprints. The presentation was selected to receive an Honorable Mention in the Section on
Physical and Engineering Sciences (SPES) Outstanding Presentation Awards indicating that it
was among the best of the 73 talks presented in a SPES-sponsored contributed paper session. Dr.
Gantz made the same statement he had made concerning automated handwriting identification
systems, namely that automated systems are differentiated from statistics and that due to their
accuracy and use of novel information they will impact the practice of examiners. Dr. Gantz’s
scoring algorithms developed for a totally automated technology enabling the identification of
crime scene fingerprints are presented in some detail in the full Final Report.

In his presentation, “On Desiderata for Score-Based Likelihood Ratios for Forensic Evidence,”
Dr. Saunders stated opinions on the desirable features of score-based likelihood ratios (SLRs) for
interpreting and presenting forensic evidence. Dr. Gantz is providing Dr. Saunders with latent
print based data from automated systems for use in score-based likelihood ratio examples in
future research.

Identification of Specific Source

The set of identification of source problems that we have studied considers two alternative and
mutually exclusive, but non-exhaustive, propositions or models for how the forensic evidence
has arisen. The first model usually corresponds to the prosecution hypothesis and states that a
given specific source is the actual source of the trace of unknown origin. The second proposition

5
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usually corresponds to the defense hypothesis and states that the actual source of the trace is not
the one considered under the prosecution hypothesis, but that it originates from another,
unrelated, source in a specified relevant alternative population of sources.

The evidence that we have to address the validity of the two propositions takes the following
form:

1.There is a specific source of interest, from which we have a set of samples, denoted as
E .

)

2. There are a set of samples of sources from a population of alternative sources,
denoted as £ .

3. A set of samples from a common, but unknown, source denoted as Eu.

The forensic scientist and statistician are then asked to quantify how much support the evidence
provides for the model that £ arose from the specific source of interest when compared to the

model that £ arose from a source in the alternative source population.

Dating back to the 1970’s, this problem has been approached within the context of subjective
Bayesian hypothesis testing. (See Aitken and Stoney®; Lindley 1978’; and Shafer®). The
common approach to these problems is to assume that the problem is inherently low
dimensional, the stochastic nature of the evidence can be characterized by a common parametric
family of distributions, and that the evidence from the alternative source population is
sufficiently precise that it completely characterizes the stochastic nature of the alternative source
population. With these assumptions in hand, the forensic statistician can then provide a summary
of the scientific evidence that is logical and coherent for updating a prior belief structure
concerning the two competing propositions. The ‘summary’ is typically known as a Bayes
Factor in the statistical literature (IJ Good’) and a ‘Likelihood Ratio’ in the forensic science
literature. Traditionally this summary is presented as follows:

Pr(z,|£,0) Pr(£\#,1) Pr(a,1)
Pr(#,1£.1) Pr(E£\t, 1) Pr(t, 1)

Posterior Odds Bayes Factor and/or Prior Odds
Likelihood Ratio

where F is the evidence, H , is the prosecution model for the stochastic nature of the evidence,

6 Aitken, C. G. G., Stoney, David A., The Use Of Statistics In Forensic Science, CRC Press, Oct 31, 1991.

7 Lindley,D.V. (1,977), A Problem in Forensic Science, Biometrika 6,4, 207-213.

8 Glenn Shafer, Lindley's Paradox, Journal of the American Statistical Association , Vol. 77, No. 378 (Jun., 1982) ,
pp- 325-334.

? Good, 1.J., Weight of evidence and the Bayesian Likelihood Ratio published in The Use Of Statistics In Forensic
Science, CRC Press, Oct 31, 1991.
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H p is the defense model for the stochastic nature of the evidence and [ is the relevant

background information common to both models. The prior odds summarize our relative belief
concerning the validity of the prosecution and defense probability models.

The Bayes Factor then allows us to update our belief and arrive at the Posterior odds concerning
the relative validity of the two models. If the Bayes Factor (and the corresponding Posterior
odds) is sufficiently high relative to the prior odds, then we conclude in favor of the prosecution
model for the stochastic nature of the evidence; on the other hand if it is sufficiently close to
zero, we conclude in favor of the defense model for the stochastic nature of the evidence. In
effect the Bayes Factor is providing a numerical summary of the answer to both of these
questions:

“What do we believe the likelihood of observing the evidence under the prosecution model
is?”

Vs.
“What do we believe the likelihood of observing the evidence under the defense model is?”

An extremely important note is that, when constructing a Bayes Factor, it is necessary to use a
probability measure to characterize the forensic scientist’s belief about the stochastic nature of
how the specific source generates evidence. The traditional default belief measure concerning
the specific source is that the specific source is typical of the population of alternative sources.
(Aitken and Taroni'’)

In the context of formal Bayesian Model selection, the goal of a statistical analysis is to
rigorously quantify the belief concerning the validity of a given model after having observed the
evidence. This type of analysis is typically decomposed into various components — the first
being the prior belief concerning the relative validity of the two competing models. The second
is a set of priors for prosecution and defense models that characterize the belief about the
parameters of the stochastic models.

Our research program has taken two directions related to this problem of the quantification of the
value of evidence. The first is concerned with various aspects the development of an
approximate value of the evidence for complex evidence forms when the actual likelihood
structure is intractable (the main thrust of Phase II). These approximate values of the evidence
are commonly referred to as Score Based Likelihood Ratios (SLRs) in the statistical literature.

The second direction concerns the formal development of the value of evidence when the
forensic scientist has to estimate the background population defined by the defense proposition
or model (the focus of Phase III). This line of work has been more narrowly focused on formal
Bayesian methods.

10 Aitken, C. G. G., Taroni, F., Statistics and the Evaluation of Evidence for Forensic Scientists, Wiley, 2004, 2nd
Edition.
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In February and March of 2014, Dr Saunders is giving two talks, one invited presentation at
Pittcon and another at the Annual Meeting of the American Academy of Forensic Sciences on
Statistical Aspects of the Forensic Identification of Source Problems. These talks are
presentations of the results of Phase III of this research grant. This research describes how to
incorporate incomplete information about the background population into a forensic likelihood
ratio in a statistically rigorous manner. We will provide an overview of these results in the
Project Narrative.

In this summary we have only highlighted some of the presentations and research performed
under this grant. Please see the Main Report for additional information and referenced
Appendices.

We would like to acknowledge the contributions made to this Final Report through the
comments of the external peer reviewers.
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Main Body of the Final Technical Report

Introduction: This Report is separated into five parts. Each Part summarizes the research
endeavors performed by the grantees corresponding to the major goals of the Project. Each Part
is formatted as a detailed technical report. We chose to present the Report in this fashion due to
the broad scope of this research Project. We have not included any previously published
material in this Report even though a number of the results are published in various forms.

Phase I: (Goal) Study Interval Estimates of a measure of the validity of a forensic
individualization system.

Dr. Christopher Saunders motivated the research in Phase I in his 2010 AAFS presentation
which gave an overview of the goals for this research grant. During Phase I we focused on the
Random Match Probability (RMP) as a measure of the validity of a forensic individualization
procedure. Specifically, our research has been concerned with upper confidence bounds on
measures, such as the RMP, that are estimated using automated pairwise comparisons. Pairwise
comparison of samples is fundamental to forensic individualization systems. The validity of
pairwise comparisons depends on the ability to effectively discriminate between samples of
different origin and to accurately match samples of a common origin.

The RMP is defined as the probability of selecting two distinct sources at random from a
population that “match” on the basis of some biometric sample extracted from each. The RMP
can be interpreted as giving the expected performance of a comparison methodology across some
relevant population. The RMP addresses the question: “In general, what is the ability of a certain
biometric to match samples to source?”

A natural point estimate of the RMP is the sample proportion of matches in all pairwise
comparisons; this estimate is a U-Statistic of degree 2. For their 2011 Journal of Forensic
Sciences paper “Using Automated Comparisons to Quantify Handwriting Individuality,”
Saunders, et al. used U-Statistics results and adjustments to the Wald interval given in Wayman
to yield coverage probabilities close to the nominal confidence levels to estimate RMPs.
Research using similar approaches on subsampled data from automated systems has continued
under this grant. A paper, written by Drs. Davis, Saunders and Buscaglia, using modern
resampling methods to estimate the RMP as a function of the quality of the samples being
compared by a biometric matcher is in preparation for journal submission and is included below
as Phase I, Part A of this Final Report.
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ABSTRACT
A random match probability (RMP) of interest in handwriting analysis is the chance of randomly

selecting two different individuals from some relevant population and then randomly selecting a writing

sample from each individual that are declared to “match” by a specific comparison procedure. A
complementary probability, the random non-match probability (RNMP), is the chance of randomly

selecting a single individual and then randomly selecting two writing samples from the selected

individual’s body of handwriting that fail to “match.” In handwriting analysis, the RMP and the RNMP
are standard measures of a comparison procedure’s ability to discriminate among writers; both depend

upon the comparison procedure used and the sizes of the writing samples being compared, as well as the
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relevant population from which individuals are selected. In this study, we investigate how subsampling
from available writing samples can be used to: a) investigate the dependency of the RMP and the RNMP
on the sizes of the writing samples being compared; b) estimate the standard error of one estimator of the
RMP (such as might be used in constructing an upper confidence bound for the RMP); and ¢) provide

information useful for planning an empirical study of handwriting individuality.

KEYWORDS: forensic science, random match probability, handwriting individuality, writer

verification, forensic document analysis
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1. Introduction

One goal of a forensic document examiner (FDE) in evaluating a questioned document might be to
determine the specific individual that wrote that specific document. One step towards this goal is the
comparison of features of the questioned document with features of an exemplar writing sample from a
known source. However, a perfect match between two writing samples written by the same individual is
not expected.

One reason two writing samples from the same individual will not have exactly the same features is
the natural variations in an individual’s handwriting. As discussed by Huber and Headrick (1999, pp. 73—
74), comparing writing samples ultimately is comparing writing habits across distinct individuals;
characteristics of writing as measured in features or qualities are simply manifestations of habits formed
over time. We will refer to the totality of accumulated habits, as reflected in one’s entire body of natural
handwriting, as an individual’s writing profile. Note that an individual’s writing profile is more akin to a
probability distribution across documents generated by that individual than a static characteristic of an
individual, such as a fingerprint or DNA (Bulacu and Schomaker, 2007).

Due to this natural variation in handwriting, a useful tool for assisting in the comparison of two
writing samples might utilize some automated procedure to quantify this variability. For comparing two
writing samples, such an automated comparison procedure could take (the scanned images of) two writing
samples, convert these writing samples to a set of quantitative features, and then compute a similarity
score based on these features as a measure of the similarity of the writing profiles that generated the two
writing samples. With the introduction of a threshold value, a pair of writing samples can be declared to
“match” (using this automated comparison procedure) if the similarity score exceeds the predefined
threshold value. Otherwise, two samples are declared to “not match.”

Declaring two writing samples to match (using an automated comparison procedure) provides a
measure of the consistency of the writing profiles generating the two samples. However, such a match

between two writing samples cannot be interpreted as proving that one individual wrote both writing
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samples because there are two types of unavoidable errors associated with comparing writing samples in
this manner. If two writing samples generated by different individuals are declared to match, then a false
match error has been committed. And, if two writing samples generated by the same individual are
declared to not match, then a false no-match error has been committed. These errors are consequences of
within-writer variation and between-writer similarity (Risinger and Saks, 1996), which we are
characterizing via an individual’s writing profile.

The rates of these two types of errors can be used to characterize a comparison procedure’s ability to
discriminate among writers. One measure of the false match error rate of a comparison procedure is what
we shall refer to in this paper as the random match probability (RMP). The RMP in this paper is defined
as the probability of selecting two individuals at random from the relevant population and two randomly
selected writing samples, one from each individual’s body of handwriting, that match. It can be viewed
as the rate of false match errors “averaged” over all relevant writing samples. A related quantity is the
random non-match probability (RNMP); it provides one measure of the false no-match error rate of a
comparison procedure. The RNMP in this paper is defined as the probability of randomly selecting an
individual from the relevant population and then selecting two writing samples at random from the
selected individual’s body of handwriting that fail to match. It can be viewed as the rate of false no-
match errors “averaged” over all relevant writing samples.

In addition to their dependence on the comparison procedure itself (i.e., the associated similarity score
and threshold value used to declare a match or no match based on the similarity score), the RMP and the
RNMP depend upon:

= The relevant population of individuals (more specifically, writing profiles) generating the
writing samples being compared. Some individuals’ writing profiles are harder to distinguish

between than others.

= The sizes and content of the writing samples (such as the number of characters and distribution

of letters) being compared.
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Due to the potential for false match and false no-match errors, information must be available on both
the associated RMP and RNMP for a comparison procedure to be of practical use. The focus of this paper
is illustrating one approach to investigating the RMP and the RNMP associated with a comparison
procedure, and in particular, their dependencies on the sizes of the writing samples available for
comparison as measured by the number of characters in the writing samples. This dependency on sizes of
writing samples is important as it relates to the ability of the comparison procedure applied to particular
sizes of writing samples to distinguish between individual writers or individual writing profiles across
some relevant population. Although also of interest, in this paper we do not investigate the dependencies
of the RMP and the RNMP on the content of the writing samples. We assume that the content of the
writing samples being compared reflect the frequency of letters as they appear in English writing.

This paper is organized as follows. First, we review the use of the RMP in other forensic settings and
in particular, the relationship between the RMP and quantifying the degree of individuality of writing
profiles. Then, we turn to the main focus of this paper: how simulated writing samples generated from a
collection of writing samples can be used to investigate the dependency of the RMP and the RNMP on
the sizes of writing samples being compared. We propose generating simulated writing samples by
subsampling characters from a single writing sample available for each individual. A slight modification
of this methodology is then introduced that can be used to investigate the standard error of an estimator of
the RMP, which is an important component in constructing upper confidence bounds. We next describe a
specific comparison procedure under investigation by the Document Forensics Laboratory at George
Mason University and a set of writing samples collected by the FBI Laboratory and processed by Gannon
Technologies Group (GTG). Using this comparison procedure and set of writing samples, we illustrate
the methodology proposed in this paper and some of its potential applications such as providing

information useful for designing an empirical study of handwriting individuality.
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2. RMP and Individuality

The RMP, as defined above, appears in the general forensic literature as the probability of non-
discrimination. (For an overview of this topic, see Aitken and Taroni (2004, Section 4.5).) Aitken and
Taroni (2004) describe the RMP as a measure of how “good” a method is at distinguishing between
biometric samples from different sources as well as a way to quantify how strong a declared match is as
evidence that the two samples come from the same source. The smaller the RMP, the better the
comparison procedure is for individualization, i.e., for making a positive identification of the source of
some biometric sample.

As with a match itself, a small RMP in handwriting comparisons does not imply uniqueness because
a small RMP does not exclude the possibility that two individuals have the same writing profile. As
mentioned in Saks and Koehler (2008), infrequency cannot be equated to uniqueness. Balding (2005)
uses the term “the uniqueness fallacy” to describe the fallacy in cases involving DNA evidence where a
set of genetic markers that are expected to occur less than once in five billion (roughly the earth’s
population) are declared to be unique. Although a small RMP would be a consequence of unique writing
profiles, it does not imply such even when it is smaller than one over the earth’s population.

However, the RMP is related to the degree of individuality of writing profiles in a population. See
Bolle, ef al. (2004) and Saunders ef al. (2011a) for a detailed discussion of this relationship. In fact, using
the size of the RMP is one approach to the question of uniqueness, within the context of DNA profiles,
discussed in a report from the National Research Council (1996, pp. 136—138). This report suggests that
identification (beyond a reasonable doubt) may mean that the probability that there is at least one match
when the DNA profiles of individuals in the population are compared is small, say 1%, or some other
chosen small number. (However, the report from the National Research Council (1996) is careful to point
out that it is up to the courts to decide just how small this probability should be to support

individualization.)
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The report from the National Research Council (1996) also includes a formula for an upper bound on
this probability of at least one match (when comparing DNA profiles) using population genetics
modeling, which depends on the population size and the number of loci compared in the typing.
Unfortunately, to date, similar type models have not been developed to adequately characterize an
individual’s writing profile. In this paper, we propose an alternative approach to such modeling that
provides information about the size of the RMP and its relationship to the sizes of the writing samples

being compared.

3. Estimating the RMP and the RNMP
One approach to investigating the RMP and the RNMP associated with a specific comparison procedure
involves estimating them from a collection of writing samples.

Consider a collection of writing samples consisting of a single writing sample (which may be
composed of one or more documents collected at different times or in different environments) from each
of N writers. We assume that the N writers can be considered a random sample from some relevant
population of individuals.'' We also assume that each writing sample is “representative” of its associated
individual’s writing profile."* Together, these assumptions imply that the collection of writing samples is

independent and identically distributed (iid).

One estimator of the RMP is based on all N (N - 1) / 2 pairwise comparisons between writing

samples in the collection. For i# j, let s(D;,D;) denote a score that measures the similarity between

two writing samples D; and D; from the i and jth writers in the collection. Let 7 be a threshold used

to declare matching writing samples (via the comparison procedure). Then, a natural estimator of the

" Specifically, we assume the population of individuals is so large that it is reasonable to treat the sampled
individuals as independent and identically distributed (i.i.d.) according to some distribution on the relevant
population of individuals.

12 That is, each writing sample can be viewed as randomly generated from that individual’s writing profile.
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RMP for a given comparison procedure is the proportion of pairs of writing samples that match, i.e., for

which s(D;,D;)> 7. This proportion is an unbiased estimator of the RMP. See Appendix A for more

details about the properties of this estimator of the RMP, including an expression for its standard error
which can be used to construct upper confidence bounds for the RMP.
Suppose now that instead of a single writing sample, the collection contains two writing samples from

each writer (represented in the collection). Let s(D;;,D;,) denote the score measuring the similarity

between two writing samples D;; and D;, from the i writer in the collection. Then, a natural estimator

of the RNMP for a given comparison procedure is the proportion of pairs of writing samples from the

same writer that do not match, i.e., for which s(D;;,D;,)<7. See Appendix A for more details about this

estimator of the RNMP.

However, these proposed estimators of the RMP and the RNMP applied to a single collection of
writing samples are of limited use when investigating the dependency of the RMP and the RNMP on the
sizes of the writing samples being compared. The writing samples in a collection may be of different
sizes. And, even if the available writing samples are of approximately the same size, direct comparison
will only provide information about the RMP and the RNMP for that one size of writing sample. So, to
investigate the dependencies of the RMP and the RNMP on sizes of writing samples being compared, one
would need access to multiple writing samples of specific sizes from each of N writers randomly
selected from the relevant population. Fortunately, as described in the next section, such writing samples
can be “simulated” from a single collection of observed writing samples, as long as the sizes of writing

samples of interest are smaller than the sizes of the observed writing samples.

4. Simulated Writing Samples
Often, one may not have access to writing samples of the types needed to study the behavior of the RMP
and the RNMP associated with a specific comparison procedure. If an individual’s writing profile is

known, then one could generate any number of writing samples of any specified sizes by sampling from
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the writing profile via Monte Carlo simulation.”> However, as mentioned previously, an individual’s
writing profile is rarely, if ever, known.

Alternatively, if reasonable models for writing profiles are available, one could consider estimating
the parameters associated with such models from the available writing samples and then generating any
number of writing samples of any specified sizes from these fitted models. However, to date, reasonable
models for writing profiles have not been developed.

Instead, we propose generating simulated writing samples by subsampling characters from a single
writing sample available for each individual. The proposed methodology allows generation of writing
samples of different sizes, which permits investigation of the RMP for sizes of writing samples that differ
from those of the original samples. Furthermore, the proposed methodology allows generation of
multiple samples from a single writing sample. So, it can be used to investigate the RNMP as well as the
RMP.

Creating replicate samples from observed samples is the key idea behind many of the current
resampling methods being studied in statistics: use the original data to represent the population and then
generate samples from the “estimated population” (i.e., the original data) to create replicate samples.
These replicate samples can then be used to estimate properties of the original population, just as if one
had access to such samples from the actual population.

Most resampling methodologies are examples of the plug-in principle in statistics. Basically, the
plug-in principle operates by estimating a property of a population using the statistic that is the
corresponding property of the sample. Resampling substitutes the available data for the population and
then draws samples (i.e., resamples) to mimic the process of building the sampling distribution.

Resampling methods still typically rely on the same Monte Carlo techniques used when the

population distribution is known. In principle, one could consider all possible replicate samples that

> Monte Carlo simulation allows estimating properties of a distribution by generating samples from that
distribution.
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could be generated from the observed, but it would be too time-consuming and computer intensive.
Instead, Monte Carlo resampling is used to restrict the number of replicate samples examined. The
fundamental difference between Monte Carlo simulation and resampling is that, in the former, the
underlying distribution from which samples are selected is assumed known, whereas, in the latter, it is
assumed unknown and thus the simulation must be based on observed data.

Simulating samples via resampling from the original sample can be applied to many complicated
statistical analyses. However, regardless of the application, it is very important that the simulated
samples mimic the distribution of actual samples so that properties of the simulated samples provide valid
estimators of the population characteristics of interest.

In generating our simulated writing samples, subsampling, i.e., sampling characters without
replacement, is crucial because it produces writing samples that are distributed according to the associated

underlying writing profile. Sampling characters with replacement from the observed writing sample

produces writing samples distributed according to a slightly different writing profile as described in
Appendix B. In particular, estimators based on simulated writing samples generated by sampling
characters with replacement are not necessarily consistent as the number of writers goes to infinity while
the size of writing sample remains small (i.e., contain a small number of characters)."*

In the following sub-sections, we describe the specific details of the subsampling we propose for
estimating the RMP, the RNMP, and the standard error associated with the estimator of the RMP
described in Appendix A. As in Section 3, we assume the availability of an iid collection of writing

samples consisting of a single writing sample from each of N writers.

' To say that an estimator is consistent in this case means that for sufficiently large number of writers, it is
expected that the estimator is very close to the value for the entire population.
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4.1  Estimating RMP
To investigate how the RMP varies as a function of sizes of writing samples, we propose the following
algorithm for estimating the RMP associated with comparing two writing samples of specified (common)

size.

Algorithm 4.1

1. Randomly select two writers without replacement. (This is equivalent to random
sampling from all possible pairs of writers.)

2. For each selected writer, construct a simulated writing sample by selecting, without
replacement, a pre-specified number, say 7, of characters from that writer’s total writing

sample.
3. Calculate the score s(D{k ,D;) where Dl* and D; are the two simulated writing samples

from Step 2.

Repeat Steps 1, 2, and 3 a total of K times, for fixed size n of writing samples, resulting in a set

of K scores: {s(Dl*(k),D;(k)):k=1,2,...,K}.

Analysis of the set of between-writer similarity scores created by this algorithm provides information
about the distribution of the similarity score when applied to two writing samples, each of size n, from
different individuals.

For a specified threshold 7, the proportion of pairs of simulated samples that match, i.e., for which
s(Dl* ® ,D;(k)) > 7, is an unbiased estimator of the RMP when comparing two writing samples each of

size n. This estimator of the RMP is consistent as the number of writers increases for fixed sizes of
writing samples being compared.

Note that this algorithm as stated does not allow investigating the dependency of the RMP on the
content of the writing samples being compared. To do this, the algorithm would have to be modified to

perform some type of stratified sampling by letter, or to select a systematic sample from the original
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writing sample instead of a random sample across characters. Both of these modifications to the
algorithm (i.e., stratified and systematic sampling) are currently under investigation as techniques for

investigating the dependency of the RMP on the content of the writing samples being compared.

4.2  Estimating RNMP

A similar algorithm can be used to investigate how the RNMP varies as a function of the sizes of writing
samples being compared. This algorithm differs from that for estimating the RMP because it involves
pairs of simulated writing samples from a single writer, instead of simulated writing samples from a pair

of writers.

Algorithm 4.2

1. Randomly select a writer.

2. For the selected writer, construct two independent simulated writing samples by selecting,
without replacement, a pre-specified number, say 7, of characters from that writer’s total
writing sample.

3. Calculate the score S(Dl* ,D;) where Dl* and D; are the two simulated writing samples

from Step 2.

Repeat Steps 1, 2, and 3 a total of K times, for fixed size n of writing samples, resulting in a set

of K scores: {S(Dl*(k),D;(k)):k:l,2,...,K}.

Analysis of the set of within-writer similarity scores created by this algorithm provides information
about the distribution of the similarity score when applied to two writing samples, each of size n, from
the same individual.

For a specified threshold 7, the proportion of pairs of simulated samples that do not match, i.e., for
which S(Dl* Q) ,D;(k)) <7, is an unbiased estimator of the RNMP when comparing two writing samples

each of size n. This estimator of the RNMP is consistent as the number of writers increases for fixed
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sizes of writing samples being compared. As mentioned in the previous section, this algorithm as stated
does not allow investigating the dependency of the RNMP on the content of the writing samples being
compared; the criterion used in selecting the characters to make up the simulated samples would need to

be modified.

4.3  Estimating Standard Error

As detailed in Appendix C, the standard error of the estimator of the RMP described in Section 3
(with details in Appendix A) depends both on the RMP and upon the probability of randomly selecting
three writing samples from different individuals such that the writing sample from the first individual
matches both the writing samples from the second and third individuals. We will refer to this latter
probability as the tri-match probability (TMP). The form of the variance of the estimator of the RMP is
given in expressions A.2 and A.3 of Appendix A. The dependence of this variance on the TMP is derived
in expression C.3 of Appendix C.

As its definition suggests, estimating the TMP requires comparison of three simulated writing
samples instead of two. We propose the following algorithm to investigate the TMP as a function of the

sizes of writing samples being compared.
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Algorithm 4.3

1. Randomly select three writers without replacement. (This is equivalent to random
sampling from all possible triplets of writers.)

2. For each selected writer, construct a simulated writing sample by selecting, without
replacement, a pre-specified number, say 7, of characters from that writer’s total writing

sample.

3. Calculate the score S(Dl* ,D;) comparing the first simulated writing sample Df vs. the

second D;. Calculate the score s(Dl* ,D; ) comparing Dl* vs. the third simulated sample

*

D;.
Repeat Steps 1, 2, and 3 a total of K times, for a fixed size n of writing samples, resulting in a

set of K pairs of scores: {(s(Dr(k),D;(k)),s(Dl*(k),D;(k))) k= 1,2,...,K} .

Analysis of the set of pairs of scores created by this algorithm provides information about the TMP

and subsequently, the standard error of an estimator of the RMP. Specifically, for a specified threshold 7

, the proportion of triplets of simulated samples that match, i.e., for which s(Dl* (k),D;(k)) >7 and

s(Dl* (k ),D;(k )) > 7, is an unbiased estimator of the TMP when comparing three writing samples each of

size n. This estimator of the TMP is consistent as the number of writers increases for fixed sizes of

writing samples being compared.

5. Applications

In this section, we illustrate how the algorithms described in the previous section can be used in a variety
of applications associated with automated comparisons of writing samples. To do so, we use a specific
comparison procedure under investigation by the Document Forensics Laboratory at George Mason

University and a collection of research writing samples collected by the FBI Laboratory and processed by

23

This document is a research report submitted to the U.S. Department of Justice. This report has not
been published by the Department. Opinions or points of view expressed are those of the author(s)
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



Gannon Technologies Group (GTG). However, the algorithms themselves are “generic” — applicable to
any comparison procedure and collection of writing samples.

The collection of writing samples we use was constructed from documents collected by the FBI
Laboratory from volunteers at the FBI, training classes, various forensic conferences, and from friends
and family members over a two-year period. These documents form a convenience sample, not a random
sample representative of some relevant population. They are used in this study only to illustrate the
algorithms described in the previous section, not to make a statement about properties of any specific
population.

Each volunteer was asked to provide ten samples (five in cursive and five in hand printing) of a
modified London Business Letter (Osborn, 1929), which we will refer to in this paper as the modified
“London Letter”. The modifications to the London Business Letter, which were made by a FDE,
consisted of the addition of two sentences at the end of the London Business Letter in order to incorporate
some occurrences of specific letter combinations (e.g., “ch,” “qu,” “I11”). The text of the modified
“London Letter” is shown in Figure 1 along with an example of a cursive writing sample. The particular
text of the modified “London Letter” was selected because it gives a reasonable representation of the
frequencies of lowercase letters in English writing and contains at least one instance of each uppercase
letter and each of the digits 0 through 9.

Following is a brief description of how the writing samples were quantified; more details about the
processing can be found in Walch and Gantz (2004). Subsequent to manual character segmentation of
each document, a proprietary automated process was used to represent each segmented character by a
mathematical graphic isomorphism whose internal structure can be enumerated by a code, which for
simplicity we refer to as an isocode. This process ultimately reduces each document to the frequency of
isocodes used to write each letter, which can be represented as a cross-classified table of letter by isocode

(Saunders et al., 2011b).
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Most cursive documents and some printed documents from each of 100 volunteers were processed for
use in this study, resulting in a total of 503 documents after processing'”. In this study, the documents
from a single writer were combined, so each individual has a single writing sample in the resulting
collection of writing samples.

The similarity score we consider for comparing two writing samples, the Chi-Squared Classifier, is
based on Pearson’s chi-squared statistic (Saunders et al., 2011b). This similarity score is calculated as
follows:

1. Conditional on each letter, calculate Pearson's chi-squared statistic on a two-way table of counts
with two rows. The two rows represent the two writing samples being compared. The columns
represent the various isocodes used to write a given letter in at least one of the two writing
samples being compared.

2. Sum these chi-squared statistics across all letters that appear in both writing samples. Also,
because the writing samples may use a different number of isocodes to represent different letters,
sum the degrees of freedom associated with the different chi-squared statistics.

3. Calculate the probability that a chi-squared random variable with the summed degrees of freedom
exceeds the observed value of the summed statistic. This probability is the similarity score

. . . 16
associated with the comparison.

5.1  Determining an Appropriate Threshold Value
The RMP and the RNMP play a role in the selection of an appropriate threshold to use with a comparison

procedure for declaring a match between two writing samples. One method for selecting a threshold

15 Not all individuals participating in the study provided all requested copies. Also, not all of the available
documents had been processed at the time of this study.

' The chi-squared statistic itself could be used as the similarity score. However, conversion to a chi-squared
probability at least partially normalizes comparison of writing samples for different sizes and different content.
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value is to choose the threshold such that the rate of false match errors equals the rate of false no-match
errors. The resulting rate, called the equal error rate (EER), is a standard method for comparing the
“matching” accuracy among comparison procedures, particularly those designed for biometric
authentication systems.

Alternatively, one can select the threshold to give a pre-specified rate of no-match errors, say 1%.
This is more typical in forensic settings where there is an asymmetry in the severity of the two types of
errors, with the false match error usually being considered the more severe.

As an application of our proposed algorithms, consider determining the threshold value that will give
a RNMP of 1%. If the individual processed characters can be considered a random sample from an
individual’s writing profile, the similarity score associated with the Chi-Squared Classifier is related to an
approximate p-value. So, assuming independence across characters, (theoretically) the similarity score
has approximately a uniform distribution when applied to two randomly selected writing samples from
the same individual, regardless of the sizes and content of the two writing samples being compared. This
suggests that the 1% RNMP threshold for the Chi-Squared Classifier should be 0.01 assuming
independence across characters.

However, the independence assumption is questionable. Thus, the actual 1% RNMP threshold may
not be 0.01 and may vary with the sizes and content of writing samples being compared. Using
Algorithm 4.2, this choice of threshold and its dependence on sizes (but not necessarily its dependence on
content) of writing samples being compared can be investigated empirically by estimating the RNMP for
a variety of sizes of writing samples.

We applied Algorithm 4.2 with K =1,000. Specifically, we ran the algorithm five times with
simulated writing samples of (common) sizes varying between n = 100 and » = 900 by increments of 200.

This resulted in five sets of 1,000 scores, one set for each (common) size of writing sample.
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Figure 2 shows the empirical cumulative distribution function (ECDF)' of the 1,000 within-writer
similarity scores from Algorithm 4.2 for each of the five sizes of writing samples investigated. Each plot
is overlaid with a 45-degree line, which is the cumulative distribution function (CDF) for the uniform
distribution.

As seen in Figure 2, the behavior of the EDCEF is very similar for all of the five sizes of writing
samples. Specifically, the EDCF and CDF (for a uniform distribution) are not close for all values
suggesting the distribution of within-writer similarity scores is not uniform. In fact, for values larger than
0.10, the ECDF is much greater than the uniform CDF. This suggests that for all five sizes of writing
samples, the within-writer similarity scores tend to be more concentrated toward small values than would
be expected if the similarity scores followed a uniform distribution.

However, in each of the plots in Figure 2, the ECDF is close to or below the uniform CDF for score
values less than 0.10. And, the EDCF appears to be getting closer to the CDF (for score values less than
0.10) as the common size of writing sample increases. This suggests that even though the uniform
approximation is not good across the entire range of values of the similarity score, the 1% RNMP
threshold is close to 0.01, or perhaps slightly larger than 0.01. So, based on the simulated writing samples
generated using Algorithm 4.2, 0.01 appears to be a reasonable choice (although conservative, especially
for smaller sizes of writing samples) for the threshold for use with the Chi-Squared Classifier to create a
comparison procedure with a pre-specified rate of no-match errors of no more than 1%. In general, using
a conservative value for the RNMP threshold will result in overestimating the RMP associated with the
actual 1% RNMP threshold. However, this appears to be less of an issue as the common size of writing

samples being compared increases.

7 The ECDEF is a plot of a score value versus the proportion of values in the set of scores that are less than or equal
to the specified score value.
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5.2 Estimating the RMP as a Function of Size of Writing Samples
Another application of our proposed algorithm is the investigation of the RMP associated with the Chi-
Squared Classifier and a threshold of 7 =0.01."

We applied Algorithm 4.1 (with K =100)" 41 times with simulated writing samples of (common)
size varying between n =50 and n =450 *° by increments of 10. This resulted in 41 sets of 100 scores,
one set for each common size of writing samples. For each set of scores, we calculated the proportion of
the scores that exceeded 0.01; these proportions are shown in Figure 3.

Figure 3 illustrates the dependency of the RMP on the size of the writing samples being compared.
The RMP approaches zero as the common size of writing samples gets large. We used a logistic
regression model cubic in size of the writing sample, which provides a reasonable fit to the observed
proportions, to provide a smooth curve representing the relationship between the RMP and size of writing
samples. The resulting fit is summarized in Table 1 and shown as a solid line in Figure 3. Based on the
fitted logistic curve, the RMP associated with the Chi-Squared Classifier with threshold 0.01 is less than
10% when comparing writing samples each with at least 280 characters, and less than 1% for comparing

writing samples each with at least 400 characters.

' As suggested by the results in the previous sub-section, this threshold corresponds to a rate of non-match errors of
at most 1%.

1" A smaller K is used here than was used in the previous section when investigating the RNMP. The small number
of writers represented in the database of writing samples limits the study of between-writer variability. With only
100 writers, sampling of more pairs results in many pairs involving the same writer; this results in additional
simulations much beyond 100 providing little additional information. The reduction in size of K does increase the
variability in the estimated RMP.

% With K =100, it is not possible to accurately estimate very small RMP. Thus, we considered common size of
writing samples of at most 450 instead of 900 as when investigating the RNMP.
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5.3 Estimating the TMP and Standard Error

One approach to constructing upper confidence bounds on the RMP is to use a Wald-type upper
confidence bound”' as described in Appendix A. This approach requires knowledge of the standard error
of the estimated RMP, which in our case is unknown. However, as discussed in Appendix C, the standard
error of the RMP estimator is related to the TMP, which can be estimated using Algorithm 4.3.

We applied Algorithm 4.3 with K =100?, a threshold of 7 =0.01, and common size of writing
samples n varying between 50 and 450 by increments of 10. This resulted in 41 sets of 100 score pairs,
one set for each size of writing samples. For each set of score pairs, we calculated the proportion of the
pairs for which both scores exceeded 0.01; these proportions are shown in Figure 4.

Figure 4 illustrates the dependency of the TMP on the size of the writing samples being compared.
The TMP approaches zero as the common size of writing samples gets large. As with the RMP, we used
a logistic regression model cubic in size of the writing samples, which provides a reasonable fit to the
observed proportions, to provide a smooth curve representing the relationship between the TMP and the
size of writing samples. The resulting fit is summarized in Table 2 and shown as a solid line in Figure 4.

To simplify comparison, we have also included in Figure 4 the logistic fit (Table 1) to the estimated
RMP. Comparing the two curves, note that for smaller sizes of writing samples, the estimated RMP and
estimated TMP are similar. However, the estimated TMP drops off more rapidly with increased
(common) size of writing samples. For example, based on the fitted logistic curve, the TMP associated

with the Chi-Squared Classifier with threshold 0.01 is approximately 10% when comparing writing

2! A Wald-type upper confidence bound is one based on a normal approximation to the sampling distribution of an
estimator. It is typically of the form of point estimator plus some number of standard errors, where the number of
standard errors added to the point estimate depends on the desired confidence coefficient. For example, for a 95%
upper confidence bound, one would add 1.645 times the standard error to the point estimate.

> We used the same value of K and maximum common size of writing samples as for the RMP investigation in
Section 5.2.
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samples each with 190 characters while the corresponding RMP is 26.0%. The estimated TMP is 1% for
comparing writing samples with 300 characters while the corresponding RMP is 7.1%.

Finally, Figure 5 shows estimates of the standard error of the estimated RMP as a function of number
of writers for several different sizes of writing samples. These estimates combine the two logistic curves
shown in Figure 4, along with an additional logistic model®, using the equation for the variance of the
estimated RMP given in Appendix A.** For illustrative purposes, we have included one extrapolated
value for the size of writing samples, namely »n =600, which is outside the range of values used in the
associated logistic model fits. Note that the standard error is more sensitive to the sizes of writing
samples than to the number of writers represented in the sample, although clearly affected by both.

The plots of the standard error in Figure 5 suggest that for a small size of writing samples (i.e., 150),
the standard error of the estimated RMP is between 0.01 and 0.1 for up to 2000 writers. Thus, such small
sizes of writing samples are probably of limited use in trying to precisely bound a very small RMP.
Doubling the size of writing samples to 300 does not provide much of a reduction in the standard error.
Even with writing samples of size 450 characters, the standard error is only reduced to between 0.0001

and 0.001. Only with larger sizes of writing samples, such as 600 characters, does the standard error

become small enough (between 10~ and 107°) to accurately bound a very small RMP.

» The logistic model for the RMP shown in Figure 3 (and repeated in Figure 4) is fit to the proportion of pairs of

simulated samples that match when comparing the first and second simulated samples in the output from Algorithm

4.3. The estimates shown in Figure 5 also use the same type of logistic model, also cubic in size of writing sample,
fit to the proportion of pairs of simulated samples that match when comparing the first and third simulated samples
in the output from Algorithm 4.3.

* We are not suggesting that the best estimator of the standard error from such data is to combine fitted logistic
models for the RMP and the TMP. This estimator is shown here to illustrate one approach to estimating the standard
error. See Appendix C for a more detailed discussion of this issue.
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5.4  Designing a Study of Handwriting Individuality

Selecting the number of observations is a critical part of planning a study. One procedure for selecting
the number of observations is to specify a desired margin of error associated with estimating a parameter
of interest and then selecting the number of observations to produce such a margin of error.

In a study of handwriting individuality, one parameter of interest is the RMP, which is related to the
degree of individuality of writing profiles in a population. As mentioned in Section 2 and discussed in
detail in Bolle ef al. (2004) and Saunders et al. (2011a), an upper bound on the RMP is also an upper
bound on the rarity of matching writing profiles. Thus, one might consider selecting the number of
writers for an empirical study of the individuality of handwriting within a specific population to produce a
desired upper bound on the RMP (assuming that the “true” RMP is very close to zero).

The ideal setting for obtaining a small upper bound is when there are zero observed matches. In fact,
the smallest possible upper bound on the RMP (when writing samples are compared pairwise) occurs
when there are no observed matches in a collection of writing samples from a large number of writers.

One could use a Wald-type upper bound (Appendix A) with an estimated standard error such as
described in Section 5.3. However, a standard error estimator based on simulated samples, such as
proposed in Section 5.3, requires writing samples from a large number of writers to be very precise; and
typically, such a large set of writing samples is not available at the planning stages of a study.
Alternatively, one can use one of the proposed estimators of the standard error based directly on an
observed set of writing samples without subsequent subsampling. However, most of these proposed
estimators, such as those suggested by Sen (1960), Arveson (1969), Schucany and Bankson (1989), and
Wayman (2000), cannot be used when there are zero observed matches.

For interval estimation of a proportion, Agresti and Coull (1998) illustrate that an adjusted Wald
interval obtained after adding two “successes” and two “failures” to the sample yields coverage
probabilities close to the nominal confidence levels. We have conducted a small simulation study to
investigate the coverage probability of a Wald-type upper confidence bound on the RMP when a similar
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type adjustment of adding one match and one no match® is made to Wayman’s (2000) estimate of
standard error. Our preliminary investigations suggest that this adjustment yields coverage probabilities
close to the nominal confidence levels.

In the case of no observed matches and adding one match and one no match, the formula for the 95%
upper confidence bound using Wayman’s (2000) estimate of standard error simplifies to

4.65/[(N +1)(N +2)], where N is the number of writers. So, the larger the number of writers in the

study, the smaller the upper bound when there are no observed matches. For example, assuming no
observed matches, a sample of 963 writers would yield a 95% upper confidence bound on the RMP of 5
in one million and a sample of 2,154 writers would yield a 95% upper confidence bound on the RMP on
the order of 1 in one million.

Either of these upper bounds, however, assumes the ideal scenario that there are no matches observed
when the collected writing samples are compared pairwise. And, for a fixed (common) size of writing
samples and fixed RNMP threshold, the probability of observing a match (provided the “true” RMP is not
Zero) goes up as we compare writing samples from more writers. However, as shown in Figure 3, the size
of the writing samples affects the RMP and thus also affects the chance of observing no matches.
Therefore, the size of writing samples, in addition to the number of writers, must be considered in order to
obtain a small upper bound. In other words, there must be a balance between the number of characters in
the writing samples and the number of writers providing writing samples in the study.

Using the result from probability theory that the probability of a union of events is less than or equal
to the sum of the probabilities of the individual events, a simplistic lower bound on the probability of no

observed matches is 1—- N(N —1)8 /2. So for a specified “chance” 1— 4 of observing no matches and a

25 More specifically, the adjustment involves adding one sample that matches exactly one observed and one sample
that does not match any of the other observed samples. In other words, there is exactly one match out of

(N+2)(N+1)/2 comparisons.
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given number of writers N , the RMP must be at most 23 /[N(N —1)]. For example, suppose the desired

95% upper confidence bound on the RMP is 1 in one million. Then, using the formula

4.65/[(N +1)(N +2)], the smallest number of writers we could use to achieve this bound is 2,154.
However, one then needs to determine how large a writing sample is needed to have at leasta 1—

chance of achieving no matches in the 2,318,781 pairwise comparisons. In particular, for a 90% chance

of observing no matches, the RMP must be at most 28 /[N(N —1)] =2(0.1)/[(2154)(2153)]

=4.31x107%. Using the parameter estimates in Table 1, such a RMP is associated with a writing sample

of size 590.

6. Conclusion
The National Research Council (2009, p. 122) states:

The assessment of the accuracy of the conclusions from forensic analyses and the

estimation of relevant error rates are key components of the mission of forensic science.
This suggests that information concerning the RMP and the RNMP associated with a comparison
procedure contributes to its practical utility in forensic science. In forensic DNA analysis, population
genetics allow modeling the RMP and the RNMP as a function of population size and number of loci
compared. Currently, in handwriting analysis, no comparable modeling exists.

In this paper, we have illustrated one alternative to modeling for investigation of the RMP and the
RNMP associated with a comparison procedure applied to comparing writing samples. The proposed
approach involves investigating the RMP and the RNMP using simulated writing samples. Specifically,
we have presented algorithms for subsampling from available writing samples in a data set that can be
used to consistently estimate the RMP and the RNMP as a function of the sizes of the writing samples
being compared. The consistency of the subsampling estimators is dependent only on the number of

writers, not the size of the writing samples. We have also described an algorithm involving subsampling
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that can be used to estimate the standard error associated with an estimator of the RMP based on all
pairwise comparison of samples within a data set.

All of these algorithms have been stated in terms of a common size of writing samples being
compared. However, they can be trivially adapted to scenarios where the sizes of writing samples being
compared are not the same for all writing samples. Such an application might arise when studying match
probabilities associated with comparing very short notes, such as might be associated with bank robberies,
to very large writing samples collected from potential suspects. The algorithms can also be adapted to
investigate the dependency of match probabilities on criteria other than sizes of writing samples being
compared. For example, the effect of content on match probabilities can be studied by changing from
random sampling to stratified or systematic sampling when selecting characters to generate the simulated
writing samples.

Although the main objective of this paper was to introduce this subsampling methodology, we have
also shown some applications using the results of applying subsampling-based algorithms to a set of
actual writing samples. For example, we have shown how the information about the RMP and how it
varies with sizes of writing samples can be used when planning an empirical study of handwriting
individuality within a relevant population. However, the actual values of the resulting estimates and
recommendations concerning an empirical study of handwriting individuality presented in this paper must
be viewed with caution. The set of writing samples used for illustrative purposes is small, including
samples from only 100 individuals. This limits the ability to accurately estimate very small match
probabilities. Also, the set of writing samples is a convenience sample and thus is not necessarily
representative of a specific population.

Finally, although the main focus of this paper has been on match probabilities, the algorithms
presented in this paper potentially have other applications in forensics. Match probabilities are utilized in
studies of individuality and in validating the use of specific forensic techniques for individualization; they
may not be the relevant measures for use in court (Stoney, 1984). Recently, focus has been on using the
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likelihood ratio as one way to extend to other areas of forensics, such as handwriting, the DNA practice of
reporting profile frequencies. The match probabilities are related to the probability that needs to be
estimated for the denominator of the likelihood ratio. We are currently in the process of exploring the

use of subsampling techniques detailed in this paper to estimate a likelihood ratio for handwriting.
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Appendix A: Estimating the RMP and the RNMP

Consider an independent and identically distributed (iid) collection of writing samples
{D; i=12,..,N}. For i#j,let s(D;,D;) denote the similarity score (associated with the comparison
procedure) that compares the writing samples D; and D; of the i™ and j’h writers in the collection. Let

7 be the threshold used to declare matching writing samples (via the comparison procedure).
One natural estimator of the RMP, which will be denoted as &, for a given comparison procedure is

the proportion of pairs of writing samples that match:
L (NY'Nal N
0:{ j DD my (A.1)
2 ~ =
i=l j=i+l
where m;; equals one if D; and D; match, and equals zero if they do not. Using /{4} to denote the

indicator function that equals one if the event 4 is true and zero otherwise, m;; =1 {S(Dl- ,D;)> T} for

i # j . This estimator of the RMP is unbiased because in this notation, 8 = P (S(Dl-,D j) > ‘L') so that
This estimator of the RMP is a member of the class of U-statistics of degree 2 (Serfling, 1980). So,

under the assumption that the collection of writing samples {D; : i=1,2,..., N} are iid, 6 has a variance

of the form:

Var(@) =2 2+ 0(1-6) (A.2)
ar(0) = o - :
N(N ‘ N-1
where
o2 EVar[E(ml-j‘Di)] forany j#i. (A.3)
Note that o, does not depend on i or j because {D; : i=1,2,..., N} are assumed to be iid. Also, the “bar”

in E(ml-j D;) denotes conditional expectation. So, E(mij‘Dl-) can be viewed as a conditional match
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probability — namely, the probability that a randomly selected writing sample matches a specific

(evidentiary) writing sample D, . Note that the first term in (A.2) involving o, dominates Var(é) , at
least for large values of N .
Based on the asymptotic distribution of a U-statistic, an approximate 100(1 — «)% Wald-type upper

confidence bound on the RMP is:
0 + Z, \/Var(é) ~0+ 2z,0, /\/N for large N (A.4)

where Var(é) (or o) can be replaced by a consistent estimator, such as the one due to Bickel that is

presented in Wayman (2000), and z, is the 1 -« quantile of the standard normal distribution. Note that

this upper bound depends on the sizes of the writing samples through its dependency on o, and also on

the number of writers N .
Suppose now that instead of a single writing sample, the collection contains two writing samples from

each writer (represented in the collection). In other words, consider an iid collection of pairs of writing
samples {(D;;, D;»):i=12,..,N}. Let s(D;,D;,) denote the similarity score (associated with the
comparison procedure) that compares the two writing samples D;; and D;, from the i " \yriter in the

collection. Let 7 be the threshold used to declare matching writing samples (via the comparison
procedure).

One natural estimator of the RNMP, which will be denoted as y , for a given comparison procedure is

the proportion of pairs of writing samples from the same writer that do not match:

N
7=N"'Y1{s(Dy.D,)<t}. (A.5)
i=1
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Appendix B: Subsampling vs. Resampling
In this appendix, we show that simulated writing samples generated by sampling without replacement
(i.e., via subsampling) have the same distributional properties as the original writing samples, whereas

those generated by sampling with replacement (i.e., via resampling) do not.

Suppose the original writing sample with V' characters is represented as {Cl ,Cosyenn CV} where C;

denotes the features of the ith character in the writing sample. (In our case, the features consist of the

letter being written and the isocode representing its shape.) Assume that this vector is an iid sample from

a multinomial distribution with » categories and associated probability vector p =(p;, p,,..., p,.) , which
iid

we represent as: {C},C,,...,Cy } ~ Mult(1,p) . Let Yj =#{C, in jth category}, j=1,2,...,r. Then, the

random vector of counts (Y;,Y5,...,%, ) has a multinomial distribution with parameters » and p , which

we represent as: (Y,Y,,...,Y, )~ Mult(V,p) .
First, suppose the simulated writing sample {Cl* ,C;,...,CZ } is generated by sampling n <V
characters at random without replacement from the original writing sample {Cl ,Cosyenn CV} . Since

iid . .
{cf,cj,...,c;‘}g{cl,cz,...,cV}, {cl*,c;,...,c;j}~Mu1t(1,p). So, if ¥; =#{C; in jth category} ,

j=L2,....r, then (Yl*, Yz*,..., Y:) ~ Mult(n,p) . Thus, simulated writing samples generated by sampling

without replacement have the same distributional properties as the original writing sample, i.e., both are

multinomial with the same probability vector p .

Next, suppose the simulated writing sample {Cl* ,C;,...,C*

,,} is generated by sampling n <V
characters at random with replacement from the original writing sample {Cl ,Chsens CV} . Let

Y= (Y*,Yz*,...,Y:) , where Y; = #{Cf in jth category}, j=1,2,...,r. Now, sampling with replacement
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corresponds to using the observed proportions in each category from the original sample as estimates of

p and then sampling from the “fitted” model Mult(1,p). So, conditional on the observed writing

iid
sample, {CI*,C;,...,C:} {C,C,...,Cp } ~ Mult(1,p) and Y*|{C1,C2,...,CV}~ Mult(n,p) where

P=(p1,Pzses D) and p; =Y, IV, j=1,2,...r.

What is the unconditional distribution of Y* ? For any X =(x,X5,...,x,) with x j€ {0,1,...,n} and

zjzlx] =n,

P(Y =x)=Y. P(Y =x|Y =y)P(Y =y)
y

where the sum is over all {y =V 250 )p) Y € {0,1,...,V},z;=1 Y= V} . Substituting the multinomial

probabilities,

.
. n yi)’ V T
P(Y =x)= [ j (—’J [ j ry
% XppXg5es Xy ) V Vs V2seees Yy E J

r r
But, V_"E{H Y;Cj ] # prj for all Xx. For example, for x = (n,0,...,0),
j=1 j=1

p
VT"E {H ij } =V "E [Yln} > p; by Jensen’s inequality (unless p; =1). Thus, Y does not have a
j=1

multinomial distribution with parameters # and p . That is, a simulated sample generated by random

sampling with replacement does not have the same distributional properties as the original writing

sample.
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Appendix C: Estimating the TMP and Standard Error
Both the variance in (A.2) of the point estimator of the RMP defined in (A.1) and the associated
Wald-type upper confidence bound on the RMP defined in (A.4) are functions of the RMP as well as o,

defined in (A.3).

Unlike the RMP, o, involves comparison of three writing samples instead of two. To understand

why, recall the assumption that the collection of writing samples {D; : i =1,2,...,N} are iid. Under this
assumption, E(m; | D;) *% does not depend on j and E[E(my; | D;)]=E(m;)=0 forany j#i.
So, forany j#k+#1i,
o; =Var[E(m; | D,)]
= E[E(my; | D,)E(my | D))~ {E[E(m; | D)1}
= E[E(mymy | D))~ 6 (C.1)

= E(mymy) = 0*

= Cov(m,-j M)
Since

mymy =1{s(D;,D;)> 7| I{s(D;,D;)>t}=1{s(D;,D;)>7 and s(D,;, D) >},
the term E(m;my.) in (C.1) is just the probability of randomly selecting three individuals and then
sampling one writing sample from each individual such that the writing sample from the first individual
matches both the writing samples from the second and third individuals. As shown in (C.1), this
probability, which we refer to as the tri-match probability (TMP), when combined with the RMP,

determines o, .

As discussed at the end of Section 4.3, the output from Algorithm 4.3 can be used to estimate the

TMP. Specifically, consider the output from Algorithm 4.3:

%0 Using I{A} to denote the indicator function that equals one if the event A is true and zero otherwise,
m; EI{S(D,-,DJ) > 2'} for i # j .
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{(S(Dl*(k),D;(k)),s(Dl*(k),D;(k))) k= 1,2,...,K} . For a fixed threshold 7, this data set can be converted

into a set of pairs that flag whether each of the pairs of documents match. Defining

mfz = I{s(Dl*,D;) > r} and m1*3 = [{S(DI*,D;) > T} , the output from Algorithm 4.3 can be viewed as:

{(mfék ),mf §k )) k=12,..,K } , which provides information about the dependence of the TMP and o, on

the sizes of the writing samples.

For example, the proportion of triplets for which both match, i.e.,
* 1 X *k) *(k
7 ()= Ky m om0 (C2)
k=1
1s a consistent and unbiased estimator of the TMP as the number of writers increases for fixed sizes of

writing samples. This is just the estimator described at the end of Section 4.3.

The generated data from Algorithm 4.3 can be used in several ways to estimate o,.. For example,

using the relationship in equation C.1 that 0'62 = Cov(m,-j,m,-k) , the correlation coefficient computed on

{(mfé"),mfg")):k = 1,2,...,K} Jie.,
< (K
o -1 *(k % *(k % ~ % k%
v (n)=(K-1) Z(mlé ) mlz)(mw( ) _ ml3) = L—K - IJ [t// (n)— mlzmmJ (C.3)
k=1
where 171?2 is the proportion of pairs of simulated samples that match when comparing the first and

second simulated samples, i.e.,

*

K

— —_ *, k

ity =K7Y P (C4)
k=1

and 71_1?3 is the proportion of pairs of simulated samples that match when comparing the first and third

simulated samples, i.e.,
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8 R. B. Patterson, J. J. Miller, and C. P. Saunders

Table 2. Results from ROC curves for all of the data.

. Multiple T2 Normal- Density-
Scenario  Value tstatistics statistic based based
LR LR

EER AUC EER AUC EER AUC EER AUC
Averaged 3.42  98.94 3.19  99.01 3.17  98.91 3.13  99.02

2vs2 Pooled 3.23  98.94 2.90 99.01 2.80 98.91 2.90 99.02
92 vs 3 Averaged 3.28  99.03 3.14  99.08 2.95 98.98 3.04  99.09

Pooled 3.23  99.03 2.81  99.08 2.61 98.98 2.62  99.09
1vs 4 Averaged 3.53  98.84 3.25  98.90 3.27  98.80 3.28 98.92

Pooled 3.69 98.83 3.23  98.90 3.23  98.81 3.23  98.92

Table 3. Average percentages of errors for windows of individual types.

Window . Multiple T2- Normal-  Density-
t Scenario  Errors - statisti tatist] based based
ype -statistics  statistic LR LR

9 vs 2 false neg. 6.25 5.42 2.92 2.92

Vs false pos. 3.39 3.33 478 4.81

1 2vs 3 false neg. 5.62 6.25 2.50 2.50
v false pos. 2.75 2.63 4.58 4.54

1vs 4 false neg. 8.75 7.50 2.50 2.50

false pos. 3.83 3.83 5.00 5.00

9 vs 9 false neg. 6.25 5.42 2.92 2.92

Ve false pos. 20.92 20.31 20.03 19.33

2 2vs 3 false neg. 6.88 3.75 3.12 3.12
v false pos. 18.88 18.67 18.88 18.42

1vs 4 false neg. 5.00 3.75 3.75 3.75

false pos. 24.17 22.17 20.83 19.83

9 vs 2 false neg. 9.56 5.56 0.67 1.33

e false pos. 4.54 457 5.87 5.81

3 2 vs 3 false neg. 8.67 7.33 0.33 0.67
false pos. 4.39 4.29 5.48 5.53

1vs 4 false neg. 8.00 6.67 1.33 2.67

false pos. 5.15 4.97 6.25 6.23

for two versus three fragments. If the acceptable false negative rate were 5%, then we could achieve false
positive rates of approximately 2.3% with the T2-statistic, normal-based LR, and density-based LR methods.
The corresponding thresholds on similarity scores for each would be, respectively, 8.96, 117.33, and 44.71.
Alternatively, we could seek equal values of the false negative and false positive rates. Then the equal error
rates and thresholds on similarity scores would respectively be 3.23% and 3.29 for the multiple t-statistics
method, 2.81% and 12.44 for the T2-statistic method, 2.61% and 38.32 for the normal-based LR method,
and 2.62% and 17.98 for the density-based LR method.

3.2, Windows of individual types
In this section we use only windows of individual types. Table 3 gives the average percentages of false
negatives and false positives at the nominal cutoffs for each method. In general, the methods based on
likelihood ratios have lower percentages of false negatives, and those based on test statistics have lower
percentages of false positives. Again, the single thresholds lead to a difficult interpretation of performance
for the methods.

While we omit figures of the ROC curves to save space, we list the averaged and pooled EER and AUC
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