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EXECUTIVE SUMMARY

The National Criminal Justice Technology Research, Test, and Evaluation (RT&E) Center at the
Johns Hopkins University Applied Physics Laboratory (JHU/APL) was tasked by the National
Institute of Justice (N1J) to evaluate the forensic electronic data collection tool, Wide-scale,
Agentless and Rapid collection of Digital Evidence from Networks (WARDEN), developed by
Assured Information Security, Inc. The goal of the evaluation was to answer five questions:

1.  How does WARDEN identify, acquire, and preserve data of an investigative value?

2. What are WARDEN'’s analysis and reporting capabilities with regards to investigative
data?

Does the functionality of WARDEN operate as intended?

4. I1s WARDEN forensically sound? If not, how can it be enhanced to be more
forensically sound?

5. What are the pros and cons of other forensic solutions?

During an initial technical review to understand and document WARDEN capabilities, however,
it was discovered that WARDEN is not forensically sound. For example, it doesn’t encrypt
stored information or create an audit trail to help with chain of custody control. In addition,
WARDEN data analysis does not appear to be matched to the needs of law enforcement
personnel since it provides highly summarized information and does not allow for organization
of data by case. Given these initial findings, effort was directed toward explaining the
shortcomings of WARDEN and possible improvements. In addition, a legal opinion was
documented on the requirements for a forensically sound digital evidence collection tool.

The legal opinion provided is included as Appendix B and notes that WARDEN will likely
provide data and information that is admissible in a court of law but as it does not allow for
adequate chain of custody control, the resulting data and information is less valuable as
persuasive evidence—perhaps much less valuable. Although WARDEN does not produce
information of probative value, it may still be useful as an investigative tool to identify entities
for formal search.
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1. INTRODUCTION

In September of 2013, the Johns Hopkins University Applied Physics Laboratory (JHU/APL)
was selected by the U.S. Department of Justice, National Institute of Justice (N1J) to establish the
National Criminal Justice Technology Research, Test, and Evaluation (RT&E) Center within the
National Law Enforcement and Corrections Technology Center (NLECTC) System. The purpose
of the RT&E Center is to provide in-depth technical reports and support for N1J’s research and
development efforts.

For this project, N1J tasked the RT&E Center to verify and validate the capabilities of the
WARDEN software product developed by Assured Information Security, Inc., (AlS) to process
large-scale computer networks for digital evidence in a forensically sound manner that preserves
the probative value of the evidence that the computer network may contain.

1.1 Digital Forensics

In law enforcement, digital forensics techniques are used to collect information to prosecute
crimes, both cyber and noncyber crimes, which occur on a network or digital platform. Digital
forensics is “the science of identifying, preserving, recovering, analyzing and presenting facts
about digital evidence found on computers or digital storage media devices.!

Identifying digital data involves determining where the data is stored. Data can be stored on
many types of devices from computer hard drives and network devices to mobile platforms and
flash drives. There are many places digital data may reside and all likely locations need to be
identified before planning the data collection process.

Preserving digital data refers to capturing the data of interest in its original state without any
alterations. It is extremely important that the data be preserved with integrity, so that it is
admissible in and acceptable to a court of law. Often this is done by copying a digital source
with high and verifiable precision and then working with the verified copy and not the original
source.

Recovery is usually needed and potentially involves the actions of restoring deleted files (both
normal operating system deletions and purposeful user deletions), accessing password-protected
data, and capturing damaged and corrupted data.

Analysis is the gathering of all the digital data that is connected to the crime. The more that can
be gathered to cross corroborate user activities the better.

Presenting the facts of the findings in a clear and concise matter is the extremely important final
step of digital forensics. Additionally, the presentation should be understandable by non-
technical personnel such as other law enforcement personnel, lawyers, judges, and jury members.

1 Interworks, “What is Digital Forensics?” https://www.interworks.com/blog/bstephens/2016/02/05/what-digital-
forensics, accessed: March 22, 2018
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Depending on the crime being investigated, this may be all or a part of the evidence against a
suspect. “As well as identifying direct evidence of a crime, digital forensics can be used to
attribute evidence to specific suspects, confirm alibis or statements, determine intent, identify
sources (for example, copyright cases), or authenticate documents.”2

1.2 Admissibility and Value of Evidence

Admissibility of evidence is unrelated to its value as evidence. Evidence that is deemed
authentic by digital forensic subject matter experts (SMEs) would be admissible by a judge to be
used in a case, but it might not be valuable to the case if the jury believes the evidence is tainted
or irrelevant to the case. The jury or other fact finder fact may draw such conclusions due to
uncertainties introduced by opposing council. Admissibility is covered by Federal Rules of
Evidence (FRE) 104(a) and (b).

FRE 104(a) — “The court must decide any preliminary question about whether a witness is
qualified, a privilege exists, or evidence is admissible. In so deciding, the court is not bound by
evidence rules, except those of privilege.”3

FRE 104(b) — “When the relevance of evidence depends on whether a fact exists, proof must be
introduced sufficient to support a finding that the fact does exist. The court may admit the
proposed evidence on the condition that the proof be introduced later.”

The significance of these rules is that when an objection is lodged to proffered
digital data that includes a bona fide dispute of fact as to its authenticity, the
court’s decision to admit the digital data will only be conditional, subject to a
determination by the jury (or other fact finder) on the basis of admissible
evidence. For example, consider a case in which a company e-mail written by a
specific employee is proffered as an exhibit. The basis for its authenticity is the
fact that it was found on the company's server, it purports to have been sent by an
employee, it bears the employee’'s company e-mail address. If an objection is
made on the basis that anyone could have written the e-mail using the employee's
e-mail account, the judge's decision on admissibility will be final; no issue of fact
has been raised. In other words, it is not enough to speculate about what facts
may theoretically impact the authenticity of the e-mail. If on the other hand, the
objection is that anyone could have written the e-mail, and the defense will
produce 5 witnesses who will testify that they were with the employee at the time
the e-mail was sent, and the employee did not send the e-mail, the judge's
decision will be conditional, such an objection would raise an actual dispute of
fact and the judge may find the e-mail has been authenticated, and admit it into
evidence conditionally; the jury will decide the factual dispute based on the
evidence actually produced at trial. The significance of this interplay between the

2 Wikipedia, “Digital forensics,” https://en.wikipedia.org/wiki/Digital_forensics, last edited on 18 March 2018,
viewed on 22 March 2018.

3 “Privilege” as in attorney-client privilege or spousal privilege.
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rules may greatly increase the quality of supporting evidence required to
authenticate the e-mail.4

Until relatively recently, documentary evidence was of a physical nature. With the proliferation
of digital devices into our lives, however, much of what used to be paper is now in a digital
format. Overall, court rules of procedure and evidence are still dependent on rules and
procedures developed for physical, paper documents. Furthermore, there is little judicial
authority to date that addresses the issues of admitting digital evidence as data.

In spite of the lack of definitive legal guidance on the use of digital data, there has been
significant discussion in legal and technical journals and some courts. The main admissibility
issues that have been discussed are the difficulty of proving (or rebuffing) the authenticity and
accuracy of digital data.

The admissibility of digital evidence is only part of the issue. Much evidence is legally
admissible but may not have legal value. The value is the amount of weight given by the jury or
other fact finder in a case. The value of evidence is often tied to the chain of custody, and the
ability to show that the evidence has not been tampered with in any manner.

1.3 WARDEN

WARDEN, which stands for “Wide-scale, Agentless and Rapid collection of Digital Evidence
from Networks,” was proposed as a tool to allow digital forensics investigators to query large-
scale computer networks for digital evidence in a forensically sound manner, and thus preserve
the probative value of the evidence that the computer network may contain.

The multi-aspect goal of WARDEN is to identify, preserve, acquire, analyze, and report data of
investigative value from large-scale computer systems and computer networks in a forensically
sound manner; focusing on the collection of evidence regarding criminal intent and criminal
activity (not necessarily affecting the network).

In addition, WARDEN attempts to streamline and enhance forensic data collection and analysis
to provide investigators an ability to quickly and remotely extract evidentiary data from remote
devices to reconstruct indicators of compromise or criminal intent and activity by searching for
anomalies or potentially incriminating evidence in said data.

In documentation provided to the RT&E Center, the developer provided the following brief
introduction to WARDEN’s capabilities:

The WARDEN architecture is an innovative and agentless incident response and
network forensics framework. The framework supports data collection,
normalization and analysis of collected data. It has a modular, flexible plug-in
interface that is designed for rapid deployment of custom scripts all while
utilizing native system interfaces. Warden can extract information from selected
hosts without the use of an agent by gaining remote access to the computer using

4 Wolf, M.E., “Admissibility of Digital Evidence Derived Using WARDEN,” provided in full as Appendix B.
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one of WARDEN:S transports. Transports open a connection and deliver a payload
of specified scripts, called collectors, to the selected computer which collect
specific information which is then sent back on the transport’s connection to
WARDEN. When incoming data is received from a host, WARDEN performs
automatic recognition, organization and storage of data in a local or remote
MongoDB instance [database] where it is analyzed. Each collector has specific
data that it will attempt to collect from a system. The data collected can range
from a full system information analysis, to currently installed programs and
drivers, or the information that is currently stored in memory. WARDEN ships
with many collectors and transports able to gather data on an array of different
systems. The WARDEN framework was developed in such a way that new
collectors and transports can be continuously developed and added in the
framework not only by the WARDEN Team but by operators as well. >

When using WARDEN, the investigator must determine what collectors, transports, and related
tools are to be part of the investigative task or “job” that they specify for WARDEN. The
investigator then schedules and starts the job. The job will run to completion or until the
investigator deems enough time has passed for sufficient data to have been collected. The data is
then returned, stored in the database for analysis, and put into a report for the investigator.

1.4 Project Goal

The RT&E Center was tasked by NIJ to investigate the following questions in regards to
WARDEN:

1. How does WARDEN identify, acquire, and preserve data of an investigative value?

2. What are WARDEN’s analysis and reporting capabilities with regards to investigative
data?

Does the functionality of WARDEN operate as intended?

Is WARDEN forensically sound? If not, how can it be enhanced to be more
forensically sound?

5. What are the pros and cons of other forensic solutions?

To answer these questions, the RT&E Center planned to conduct an Independent Verification
and Validation (IV&V) of the WARDEN tool, however an initial technical review to understand
and document WARDEN capabilities revealed that WARDEN is not forensically sound. That is,
as stated in the WARDEN final technical report to N1J, “if an active adversary knew that the
computer was under investigation by WARDEN, the data that is collected has the potential to be
subjected to integrity attacks before it is picked up.”6 In addition, WARDEN is not as focused
on law enforcement data needs as might be desired. Therefore, effort was directed toward
explaining the shortcomings of WARDEN and possible improvements. In addition, a legal

5 Assured Information Security, Inc., “Wide-Scale, Agentless and Rapid collection of Digital Evidence from
Networks (WARDEN),” Final Technical Report, p. 4, February 2017, provided in full as Appendix A.
6 Ibid., 50.
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opinion was documented on the requirements for a forensically sound digital evidence collection
tool (the full legal opinion is Appendix B).

1.5 Organization of Report

Section 2 of this document provides background on forensic collection of digital data: why it is
needed, the technical and legal issues, and what attributes forensic data collection software must
have to satisfy all these needs and issues. Section 3 provides the details on the technical review
of WARDEN. Section 4 provides information on the forensic software tool Encase® that has
been used successfully to collect digital evidence that was admissible and valued in the court
system.

2. FORENSIC DATA COLLECTION BACKGROUND

2.1 What is the need for forensic data collection?

Digital information and data are pervasive in our current society, and that will likely only
increase. As a result, it is now an important source of information about criminal activities.
Forensic data collection refers to the collection of digital evidence, which has been defined as
“information and data of value to an investigation that is stored on, received, or transmitted by an
electronic device.”” Digital evidence is the same as other evidence in that it is used to implicate
a particular person with criminal activities. However, digital evidence is somewhat ephemeral in
nature, requiring different tools and training, and demanding more rigorous methods of
collection.

Digital evidence can be found on numerous platforms. One of the original sources of digital
evidence came from early message boards and chat rooms. These initial electronic
communications have evolved into the current internet and social media sites. These sites are
often real-time, encrypted communications, which can be hard to collect at a later date. It is also
possible to communicate in an anonymous manner, making it very difficult to easily attribute
data to a particular person.

As noted by the NIJ publication, High Priority Criminal Justice Technology Needs,® there is the
need for “improved capability to use and process digital evidence, including:

» Tools to investigate the use of peer-to-peer technologies used to facilitate criminal
activity, such as distribution of contraband, that address decentralized and unstructured
peer-to-peer network protocols.

» Tools that can recover system files, operating system information, applications, deleted
files and unallocated space from small-scale mobile devices, such as cell phones and
personal digital assistants.

7 National Institute of Justice, “Electronic Crime Scene Investigation: A Guide for First Responders, second
edition,” U.S. Department of Justice, Washington, DC,” 2008.

8 National Institute of Justice, “High-Priority Criminal Justice Technology Needs,” U.S. Department of Justice,
Washington, DC,” 2010, pp. 24-25.
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* Full data imaging solutions for networks and network-attached or -connected devices
addressing:

— Redundant Array of Independent Disks (RAID).

— Wireless network devices, including routers, gateways, network interface cards,
repeaters, switches, hubs and wirelessly connected external digital media.

— Network data storage devices that are either directly connected or connected by
computer to the network.”.

WARDEN strives to address all or portions of the third bullet, full data imaging solution for
networks and network-attached or -connected devices.

2.2 Why is forensic data collection done?

Forensic data collection and analysis is done by law enforcement to gather evidence of
investigative value and probative value of criminal activity. Evidence of investigative value has
less rigorous requirements of its authenticity and integrity and is used within an investigation to
provide leads to criminal activity or to provide evidence of the need for a search warrant.
Evidence of probative value has highly rigorous requirements as to its authenticity and integrity
to be used profitably within a court of law. Forensic data collection can be useful to collect
evidence of criminal activity which is computer-based or cyber in nature and criminal activity
that is more traditional but has been supported by digital platforms or communications in some
way. The data collected has the power to show that the suspect(s) are responsible for or
knowledgeable of the criminal activity.

2.3 What are the technical issues of forensic data collection from networks?

Digital data collection that is forensically sound and can be used for investigative and probative
purposes can be difficult and error-prone even from “dead’ or static devices such as unplugged,
stand-alone computer hard drives. But, as noted in Section 2.1, there is a need for data collection
and analysis for networks and network-attached or -connected devices, which are “live” or not
static by nature with data changing constantly as they are used. As a result most network-
oriented forensics data collection focuses on communication packets.

Packet capture and analysis is an essential capability for any digital investigation,
but post hoc network analysis requires more than just the ability to see and
interpret communication packets on the wire. For instance, the network traffic
produced during a one-time insider threat attack cannot be recovered, and a more
precise and diverse tool is required to query the running processes on live
machines, pull registry key values, and examine random access memory (RAM),
firewall logs, content accessible memory (CAM) tables in switches, and routing
tables in routers.?

9 Assured Information Security, Inc., “Wide-Scale, Agentless and Rapid collection of Digital Evidence from
Networks (WARDEN),” Final Technical Report, pg. 1, February 2017, provided in full as Appendix A.
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The collection of this volatile data from live machines without investigator disruption is very
difficult. Simply accessing this information will then show the investigator as one of the people
who has accessed the information. Therefore, the information needs to be recorded without
introducing investigator activities into internal logs, such as registries in rapid access memory
(RAM). Tools are needed that assist investigators in recording in a manner that preserves the
integrity of these data and follows the order of volatility,1° which collects the most volatile data
first and allows the investigator to control their digital footprint.

2.4 What are the legal issues of forensic data collection?

There are two main legal issues that have been identified with forensic data collection, proving
authenticity and showing proper chain of custody control (see Appendix B for a full discussion
of authenticity and chain of custody). Authenticity is addressed by FRE 901(a): “To satisfy the
requirement of authentication or identifying an item of evidence, the proponent must produce
evidence sufficient to support a finding that the item is what the proponent says it is.” Legally,
this is a relatively easy standard to meet and is what determines the admissibility of evidence into
a court proceeding. The judge simply needs to find that a jury is likely to find that the evidence
IS what it is said to be to admit it to the court.

Chain of custody control issues are not addressed by the FRE but it can be argued that it is the
more important of the two considerations. Chain of custody control affects the value that a jury
places on a piece of evidence during its deliberations. If the chain of custody control is not clear
and provides doubt that the evidence was generated in the manner that is being claimed, then the
jury may put a low value on the evidence or disregard it completely. Even though the FRE does
not address the issue of chain of custody control, there is some guidance from The Sedona
Conference Commentary on ESI Evidence & Admissibility. Specifically, it discusses the use of
metadata for proof of data generation method (who, when, where), and the use of hash valuesi!
to show that the electronic data used for investigation matches the original data.

2.5 What attributes are required in forensic data collection software?

The answers to the above questions provide guidance for what is needed in a forensic software
package.

...the software: (1) preserves the target files without alteration, (2) obtains hash
values of the target files, (3) obtains copies of the target files, (4) obtains hash
values for each copy, and (5) maintains the integrity of each file and hash value
until admitted into evidence, including adequately documenting the chain of
custody. (See Appendix B, p. 10)

10 SANS Digital Forensics and Incident Response Blog, “Best Practices in Digital Evidence Collection,”
http://digital-forensics.sans.org/blog/2009/09/12/best-practices-in-digital-evidence-collection/, accessed on July 24,
2018.

11 “Hash values can be thought of as fingerprints for files. The contents of a file are processed through a
cryptographic algorithm, and a unique numerical value — the hash value — is produced that identifies the contents of
the file. If the contents are modified in any way, the value of the hash will also change significantly.”
https://www.trendmicro.com/vinfo/us/security/definition/hash-values, accessed on October 15, 2018.
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These activities are much more easily accomplished when the investigation is static and the data
and metadata are not continuing to change. When dealing with a live system, however, these
requirements are much harder to meet, since the data and metadata could be changing, making
the need for a superb digital chain of custody all the more important.

3. WARDEN TECHNICAL REVIEW

As noted earlier, WARDEN was a response to an NIJ request for a system to process large-scale
computer networks for digital evidence in a forensically sound manner that preserves the
probative value of the evidence that the computer network may contain. More specifically, a
means for criminal justice agencies, in particular state and local agencies, to identify, preserve,
acquire and/or analyze and report data of an investigative value from large-scale computer
systems and computer networks in a forensically sound manner; focusing on the collection of
evidence regarding criminal intent and criminal activity not necessarily affecting the network.12

To accomplish this, the RT&E Center conducted a technical review of WARDEN’s capabilities.
The technical review environment consisted of two Windows 2008 R2 machines, one running
WARDEN and one serving as a client, and 12 active virtual machines. The technical review
consisted of pulling text test files, ports and generic system information from this environment.
The technical review took approximately eight hours.

3.1 Digital Evidence Collection Using WARDEN

When using WARDEN, an investigator must identify the types of data to be collected and select
or develop the corresponding collector scripts, or plugins. Collector plug-ins provided by
WARDEN support retrieving data such as: certificates, Dynamic Host Configuration Protocol
(DHCP) logs, event logs, hash processes, open ports, and others. (See Appendix A for full list of
data collector plugins provided by WARDEN). WARDEN does not provide support for these
collection decisions but does process the collected data to provide the investigator with a concise
summary view of the information that has been collected.

3.2 WARDEN Technical Review Results

Five capabilities were analyzed during the technical review. These included Transport and
Collection Process, Data Preservation, Information Filtering, Data Analysis, and Reporting. The
analysis of the first two capabilities addresses the first question [How does WARDEN identify,
acquire, and preserve data of an investigative value?] and the fourth question [Is WARDEN
forensically sound?]. If not, how can it be enhanced to be more forensically sound? The
remaining capability analyses address the second question [What are WARDEN’s analysis and
reporting capabilities with regard to investigative data?] The fifth question [What are the pros
and cons of other forensic solutions?] is addressed in the next section about Encase®. The third
question [Does the functionality of WARDEN operate as intended?] was not addressed once the
technical review determined that WARDEN was not forensically sound. In the following sub-
sections, each capability analysis is described and possible improvements are suggested.

12 N1J Solicitation SL001136, “Collecting Digital Evidence from Large-Scale Computer Systems and Networks,”
December 22, 2014.

Technical Evaluation and Legal Opinion of WARDEN Draft 10/19/2018 Page 8

This resource was prepared by the author(s) using Federal funds provided by the U.S.
Department of Justice. Opinions or points of view expressed are those of the author(s) and do not
necessarily reflect the official position or policies of the U.S. Department of Justice.



JOHNS HOPKINS

APPLIED PHYSICS LABORATORY

1.  How does WARDEN identify, acquire, and preserve data of an investigative value?

2. What are WARDEN’s analysis and reporting capabilities with regards to investigative
data?

Does the functionality of WARDEN operate as intended?

4. I1s WARDEN forensically sound? If not, how can it be enhanced to be more
forensically sound?

5. What are the pros and cons of other forensic solutions?
3.2.1 Capability Analysis 1 —Transport and Collection Process

WARDEN uses transport and collector plugins to collect data of investigative value, as specified
by the investigator. The transport plugin transfers the collector plugin to the remote machine and
runs it. The information is then returned to WARDEN via the selected transport plugin. Some of
the transport plugins that WARDEN supports are WMI, SMB, SNMP, and SSH (Linux).
WARDEN supports several ways of transporting and collecting information from a remote host
and that is one of the biggest benefits of its ability to collect investigative data.

On the negative side, if the username or password of the remote machine are unknown, then
WARDEN is unable to collect much critical information, such as process data and logs showing
the activity history of the machine. In addition, there are several other configurations of the
remote machine that could hinder WARDEN"’s collection performance such as blocked
communication ports, disabled execution of unsigned scripts in the operating system, and
disabled remote access. Another concern is that the only transport that is available for gaining
access to Linux, Mac, and other physical appliances (e.g., firewall routers) is Secure Socket Shell
(SSH), so if this transport option isn’t supported there is no other available method to
communicate with the machine.

Possible Improvements to Transport and Collection Process — There are at least two ways
WARDEN could be more forensically sound in the transport and collection process. One way
would be to implement encryption on all transport plugins so that information is protected while
moving over the network. A second way would be having more transports for non-Windows
systems which would allow for more information to be collected across a wider range of devices.
Finally, for law enforcement use, having the ability to collect information from devices without
knowing the username and password would make the tool much more useful.

3.2.2 Capability Analysis 2 — Data Preservation

WARDEN’s ability to preserve data of an investigative value is severely limited. It does not
provide investigators with the tools they need for preserving chain of custody of the potential
evidence collected. One of the known limitations with WARDEN is that “if an active adversary
[knows] that the computer [is] under investigation by WARDEN, the data that is collected has
potential to be subjected to integrity attack before it is picked up.”13

13 Assured Information Security, Inc., “Wide-Scale, Agentless and Rapid collection of Digital Evidence from
Networks (WARDEN) Final Technical Report,” p. 50, February 1017, provided in full as Appendix A.
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Even once the data is retrieved, there are issues. The storage database used by WARDEN is a
version of MongoDB that is a “NoSQL” database. As a result, jobs cannot be correlated to one
another and are comingled with jobs from different investigations. There is no capability for
WARDEN to group jobs by case. There are technical benefits to WARDEN’s choice of database.
It is fast, efficient with space, and the formatting is easily readable and importable from a
programmatic standpoint. Therefore, tools can be developed in the future to connect and perform
analytics on the data; but from a policy perspective, there is an insurmountable drawback—the
lack of an available audit trail for tracking changes to the database including the inability to track
the investigator making the changes. Without an audit trail, it is impossible to prove the integrity
of the data, making it less likely to be acceptable and useful in court.

Other drawbacks are not attributable to the use of MongoDB in general, but rather to the default
security features WARDEN implements in their instance of MongoDB. The WARDEN default
implementation of MongoDB is not secure and must be configured after installation for SSL
communications and for adding read-only users. Finally, the version shipped with WARDEN,
MongoDB 3.0, does not support at-rest encryption, which is required to ensure that the data is
not readable by outside entities. To implement at-rest encryption would require the installation
and configuration of MongoDB 3.2+ in place of the default MongoDB 3.0.

Possible Improvements to Data Preservation Capability — There are several ways that
WARDEN may be made more forensically sound in its data preservation capability. Some
recommendations would be to implement an audit trail, to have a separate database for
redundancy, to upgrade to the latest Mongo database for encryption at rest, and to enable two
factor authentications so that access to the machine is more secure.

3.2.3 Capability Analysis 3 — Information Filtering

Some of the benefits of WARDEN’s design are that an investigator receives the information that
they are expecting, they won’t be overloaded by useless information, and they can make specific
queries of a remote machine. On the negative side, much of the information retrieved is filtered
for displaying, down to percentages and numbers for the report. The underlying data cannot be
viewed in the browser-based user interface but only in a custom WARDEN power shell
command interface that would be very challenging for law enforcement investigators to master.
The summarized data is not always useful for law enforcement forensics. For example, the
netstat collector results will display the number of ports open but not which ports are open or
what their respective processes are.

Possible Improvements to Information Filtering Capability — WARDEN data displays would
be improved by showing the investigator the raw collected data in addition to the results of
summarizing, filtering, manipulating, or correlating the raw data. For example, if a netstat
collector is chosen, the information returned and displayed should include the open port and
what process is running on it. Additionally, WARDEN might also recommend further data
collection jobs to the investigator based on the returned information. To continue with the
example, using the information about the process running on a port, WARDEN could
recommend that the hashprocess collector be selected by the investigator to retrieve the hash of
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the running process followed by analysis of the process and display the determination of whether
it is a known malicious hash.

3.2.4 Capability Analysis 4 — Data Analysis

WARDEN does not supply native analysis capabilities for collected data but it does supply
plugins to analysis toolsets that can perform analyses as configured by an investigator. The two
analysis toolsets that WARDEN supports are Elastic Stack and Splunk.14

The benefit of using analysis toolsets is that they are specifically built to do relevant data
analysis. These particular tools are also able to spot commonalities across multiple jobs and
investigations such as a file hash or IP address. The downside is that these analysis toolsets were
designed for cyber security data such as event logs which doesn’t meet law enforcement needs
for non-cyber-security criminal investigations. Another disadvantage of relying on these analysis
toolsets is their relatively steep learning curve. Finally, the transfer of information would need to
be secured between WARDEN and the analysis applications, requiring the data to be stored in
two locations instead of one location, adding to storage space requirements and possibly
introducing data integrity issues.

Possible Improvements to Data Analysis Capability — The data analysis capability of WARDEN
could be improved by providing an automated method to configure the stand-alone data analysis
applications to provide analytic capabilities specific to forensics with appropriate dashboards for
visualizing the results and correlations. This process would allow for a more controlled
installation and integration between WARDEN and the stand-alone analysis tools as it would be
done via the automated installation process and not by an end user who may or may not be
familiar with the stand-alone analysis tool. These applications could also be configured to use
the existing Mongo database, thereby reducing required storage space requirements and
increasing security by eliminating the need to send potentially sensitive information over a
network again [e.g., personally identifiable information (PI1)].

3.2.5 Capability Analysis 5 — Reporting

WARDEN provides some reporting capabilities about the data that has been collected by specific
jobs, but the displayed data is aggregated and filtered before being shown to the analyst. The
reports page provides an investigator with quantitative data about the job, and the Impact Report
shows the commands that were run on the remote machine, the machine state, and various
information about the job such as deployment start and end time.

Another example of WARDEN’s limited reporting is the Certificate Collector. The report pages
show how many certificates are on the remote computer and how many are unique, but it does
not supply the names of the certificates or who signed them. This reporting loses value to the
investigator due to its level of abstraction, such as resolving information down to a summary
guantitative measure instead of reporting specific information collected which is often needed in
forensic investigations.

14 Note that Elastic Stack and Splunk Community Edition are free. The enterprise edition of Splunk is not.
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Possible Improvements to Reporting Capability — WARDEN could improve the reporting
functionality by including the specific underlying data so that an investigator or an analysis tool
could run analysis on more granular data to produce more actionable results.

3.3 Summary

This technology review of WARDEN’s capabilities shows that it is not forensically sound.
WARDEN lacks key security features due to outdated MongoDB software versions and lack of
scripted configuration procedures. Shortcomings in preserving the forensic integrity of collected
data include the lack of encryption for data at rest, use of default SSL support, and the lack of
database redundancy. Crucially, WARDEN does not support an audit trail to ensure that all data
modifications are properly attributed to the people and procedures responsible. WARDEN would
require significant updates to become a viable tool for computer forensics.

4. ENCASE - A SUCCESS STORY

Encase is currently one of the most popular software packages used, and accepted in the court
room, for digital forensic applications as discussed in this paper.

From legal opinion in Appendix B:

EnCase is a suite of forensic software products produced by OpenText.
Originally created in 1998, it has become the standard for obtaining digital
evidence for use in court.’> Evidence acquired through the use of EnCase
forensic software has been accepted by numerous courts over the years. One
attribute cited by courts in describing the veracity of such evidence is the fact that
EnCase ensures the accuracy of forensic copies through the use of matching hash
values, that is, the unique hash value of the original target disk drive or file
(whatever the case may be) matches the hash value for the copy being offered into
evidence.

To ensure the integrity of the matching hash values, OpenText employs a specific
file format for EnCase products known as EnCase Evidence File Format
(“EEFF”). The EEFF is broken into three sections, the header, data blocks, and
footer. The header contains case information such as the date and time of
acquisition, the examiner's name, notes on the acquisition, etc. The data blocks
contain the actual acquired data, but at the time of acquisition, the copy is split

15 Although not the only widely-used forensic software (FTK Forensic Toolkit is also cited frequently in caselaw), it
has been tested and evidence derived from the use of EnCase has been accepted by many courts over a relatively
long time. See, Williford v. State, 127 S.W.3d 309, 312-13 (Tex. App. 2004); Sanders v. State, 191 S.W.3d 272,
278 (Tex. App. 2006)(two early decisions relying on EnCase); see also, Criminal Cases State v. Pratt, 200 Vt. 64,
77,128 A.3d 883, 891 (2015); United States v. Romm, 455 F.3d 990, 995 (9th Cir. 2006); United States v. Ganias,
824 F.3d 199, 204 (2d Cir. 2016); United States v. Gaynor, 2008 WL 113653, at *1 (D. Conn. Jan. 4, 2008); United
States v. McCoy, 2015 WL 7770181, at *3 (D. Minn. Oct. 1, 2015); and Civil Cases In re Hitachi Television Optical
Block Cases, 2011 WL 3563781, at *2 (S.D. Cal. Aug. 12, 2011); Malibu Media, LLC v. Doe, 82 F. Supp. 3d 650,
656 (E.D. Pa. 2015); Xpel Techs. Corp. v. Am. Filter Film Distributors, 2008 WL 744837, at *1 (W.D. Tex. Mar.
17, 2008).
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into 32KB sections, with a “Cyclic Redundancy Check” between each section.
The CRC includes a hash value calculated for the section. If the data is ever
accessed, the CRC hash can be recalculated and compared to the original to
determine if any change has been made. The footer contains an MD5 hash of the
entire image. Essentially, the identifying information regarding the target file, the
copied file, and the process of acquisition, are locked in a “vault” that itself is
uniquely identified by a hash value.

One of the software products in the EnCase suite is EnCase Endpoint Investigator,
OpenText describes as follows:16

EnCase Endpoint Investigator is designed for corporations and
government agencies to perform remote, discreet, and secure
internal investigations without disrupting an employee’s
productivity or impacting day-to-day operations of the business.

Endpoint Investigator appears to be similar to WARDEN in purpose and function.1’
Although we have been unable to find a published decision discussing Endpoint
Investigator specifically, this particular program shares an important attribute with
EnCase Forensics (which has been discussed and accepted by many courts; see n.
5). One of the points stressed in OpenText's marketing materials is that, “Evidence
collected from remote machines is stored in the EnCase Evidence File Format,
which has been accepted and proven in courts worldwide as forensically sound.”18

The significance of this method of storage is that it provides an extremely robust
chain of custody. As explained in Section 2.2, a jury may consider any challenge
to the chain of custody in deciding the weight to give to a piece of evidence. By
embedding the file hash values, system metadata, and job information in a file, and
recording the hash value of that file, Endpoint Investigator establishes a formidable
digital chain of custody for the files obtained.

16 EnCase Endpoint Investigator Product Overview located at: EnCase Endpoint Investigator for Internal Forensic
Investigations, https://www.guidancesoftware.com/docs/default-source/document-library/product-brief/encase-
endpoint-investigator-product-overview.pdf?sfvrsn=f4a08dad_84 (last visited 6/8/2018).

7 With the exception that Endpoint Investigator can actually obtain copies of files as well as metadata, and verify
the copies by hash value. Although the description in marketing materials describes Endpoint Investigator as being
used for internal control projects, it appears to be suitable for criminal investigations and prosecutions as well. In
one case study reported by OpenText, an internal investigation uncovered a scheme among high-level financial
employees who had destroyed documents in order to improve the corporation's position with the Securities and
Exchange Commission. Based on the evidence uncovered by Endpoint Investigator, the employees were
prosecuted. Endpoint Investigator Case Studies located at:

EnCase Endpoint Investigator in Action, https://www.guidancesoftware.com/document/product-brief/guidance-
software-encase-endpoint-investigator-in-action (last visited on June 8, 2018)

18 See n. 6, supra; see also cases collected in n. 5, supra.
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5. CONCLUSION

The RT&E Center at JHU/APL was asked by NIJ to evaluate the forensic electronic data
collection tool WARDEN developed by AIS. The goal was to answer five questions:

1.  How does WARDEN identify, acquire, and preserve data of an investigative value?

2. What are WARDEN’s analysis and reporting capabilities with regards to investigative
data?

Does the functionality of WARDEN operate as intended?

Is WARDEN forensically sound? If not, how can it be enhanced to be more
forensically sound?

5. What are the pros and cons of other forensic solutions?

During an initial technical review to understand and document WARDEN capabilities, however,
it was discovered that WARDEN is not forensically sound. For example, it doesn’t encrypt
stored information or create an investigation trail to help with chain of custody control. In
addition, WARDEN data analysis doesn’t appear to be matched to the needs of law enforcement
personnel since it provides highly summarized information and doesn’t allow for organization of
data by investigation. Given these initial findings, effort was directed toward explaining the
shortcomings of WARDEN and possible improvements. In addition, a legal opinion was
documented on the requirements for a forensically sound digital evidence collection tool.

The legal opinion provided is included as Appendix B. It notes that WARDEN will likely
provide data and information that is admissible in a court of law but due to WARDEN’s
inadequate chain of custody control, the resulting data and information is less valuable as
persuasive evidence—perhaps much less valuable. Although, WARDEN does not produce
information of probative value, it may still be useful as an investigative tool to identify entities
for formal search.
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Network forensic tools need 1o be scalable for today’s intricate allacks and must be able 1o collect
and analyz.c heterogencous data from multiple network resources. With the cooperation of network
administrators there are scores of network communication artifacts that may be collected. Network
administrative privileges, however, come with the added responsibility of preserving forensic data
in its natural state without any disruption. Using the Windows™ operaling system (Q8) as an
example, if an administrator remotely accesses a suspect or victim's account, navigates to a folder
on their machine and opens a file, there are time-stamped values stored in the registry thal are
updated to reflecet this action [9]. This ultimately spoils any uscful facts that are gleaned, because
the data will show the administrator was the last person to access the file. These volatile regisirvy
values exist in RAM and must be recorded before an mvestigation may continue. This example
can be generalized 1o say thal knowing the order in which network information is extracted 1s
specialized knowledge fundamental 10 computer network forensics. Currently, there are no tools
that are available to gnide investigators through the appropriate steps needed to gradually increase
and control their digital footprint in an enterprise network envirotiment. The challenge to provide
such a 1ool to law enforcement is complicated by improper network configurations, poor firewall
seftings, inconsistent security policies, diverse OSs, and the absence of data logs. Law enforcement
agents need generic network forensics tools that follow the order of volatility principles
consistently despite the divers set of ohstacles that may impede their investigation | 10].

The challenge associated with network forensics has been described here as a problem involving
transient data that is difficult to extract withowt disturbing other sensitive information. These
complications are compounded lurther by the audit reduction problem. where massive volumes of
noisy network data obscure relevant information [11]. Not only are the data volumes massive, bul
also the relevant data from an attack may extend to multiple hosts. This makes the network analvsis
stage of an investigation appear intractable, but current research has shown promising results using,
correlation and graph-based approaches [12]. Recentl advancements in retracing nelwork events
typically involves one of two approaches: the interpretation of data from multiple machines at one
chosen layer of the O8I model |12] or [rom one machine at multiple layers of the OS1Tmodel |13].
The next step in this line of rescarch 1s 1o build models that support the replay of multiple and
concurrent nehwork events over multiple machines in which evidence from multiple OSI layers
has been collected.

1.3 Scope

The scope of this effort was to develop a robust and innovative product to enhance the capabilities
of those challenged with incident response and enterprise forensics.

1.4 Principal Results and Conclusions

This effort resulied in the successful development of technologies that satisfv operational
requirements. These technologies include WARDEN, ANTIGEN, WARDEN Training
Environment (WTE), and the WARDEN Weh User Interface. which are summarized betow and
are deseribed in detail in Scction 3 of this report.
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Figure 2: WARDEN CLI
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The help command displays all the commands available within WARDEN with a brief description.
Each command has help tezt that iz displayed by adding -h or —help flags to the command.
Additionally, the help command also recognizes Plugins and Job Options and will display help for

both accordingly. For example, there is a collectors/survey topic that can be queried with the
following command:

Figure 3: Example Help Topic
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Figure 6: Check Command Used to View Job State

Lfter executing the check command, the eperator can now see there are unresolved dependencies

as well as job ophonsfiob name that needs to be set. To view the unresolved dependencies, the
operator runs the check deps command.

Figure 7: Unresolved Dep end encies Disp layed

The operator loads Transports based on the unresolved dependencies found by using the check
deps command Transporte are then loaded by using the transports/<Transport Name-

command. After the dependent Transporte are loaded the check deps command iz executed and
returns “ All dependencies are resolwed”
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Figure §: Dep endencies Resolved by Loading of Transports

The remote host/s being investigated need to be set. The operator uses the set job.rhost <IP
address or Hostname> comimand to update thiz job option

Fizure 9: joh rhost Set

The operator now needs to rename the job. The job rename <Unique Job Name= command 1s
used.

Fizure 10; Job Renamed

To ensure the job 15 ready to execute the operator runs the check command

Figure 11: Joh Ready io Execuie

The operator now launches the job by using the schedule now comm and,
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Figure 12: Job Executed

3.2 WARDEN Training Environment

3.21 Problem

The WARDEN CLI is a complex and highly specialized operational environment that requires a
degree of familiarity and proficiency to use effectively and to its full abilities. Many of the more
powerful features of the WARDEN CLT are not immediately discoverable without some level of
training,

3.2.2 Approach

The WAEDEDN team considered several approaches to a training scenano for operators A
classroom -onented lesson-tased course was designed to iteratively introduce operators to the
features of the WARDEIN CLL WTE was desighed wath an emphasis on allowing operators to
interactively use Features of the CLI as they would in an operational environment. Common tasks
and workflows are emphasized and repeated as new features are taught to improve familianty and
efficiency of the operator. A leaderboard iz used to track operators” progress through the course.

The WTE 15 an interactive, web-based training application designed to provide operators with the
skills necessary to use the WARDEN CLI It containg eight lessone. The course beging with a
lesson introducing the help system and progressively moves through how to schedule jobe,
treubleshoot common issues when creating jobs, importing Plugins, and how to use the Macro
system.

‘WTE torwards all commands entered by the operator to a live WARDEN CLI session. WTE
performs as little emulation as possible 20 that operators are always using the latest version of the
WARDEN CLI WTE will emulate some commands, such as schedule, to ensure that ne Jobs
created in the training environment are executed on the network. Additionally, the core WARDEN
data collectons are separated from the data generated from WTE. This is to ensure that Jobs

created in the WTE do not appear in the WARDEN CLI and Jobs created in the WADEN CLI do
nat appear in the WTE,

3.2.3 Lessons
Eight lessons are included in the WTE:
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The output format 1s a single JSON object containing a list of processcs that were scanned. Each
process then contains metadata and any delecled malicious indicalors of compromise.

ANTIGEN operates on the process-level. By design. ANTIGEN will alert on duplicate malicious
indicators if thev exist across several processes. It tor example. a mabware sample injeets a hidden
module into all the processes on the system. the injected hidden medule will be reported in each
of the process objccts.

ANTIGEN does not de-duplicate indicators because process memory. i most circumstances. 1s
copy-on-write. That is. when a change occurs to a loaded module's code. the change is not
propagated Lo all the processes on the system that have that moedule loaded. Rather. the change is
localized to the once process. Therctore. if'a malware sample intects multiple processes by hooking
a function, cach infceted process will contain the function hook.

3.4.2.1 Hidden Module Detection

It1s very common tor malware to hide any modules that 11 has leaded in order to lide tunctionality
or persistence within a proeess. Hidden modules can be achieved through cither reflective module
injection or modifving the Windows® process loaded module lists. The detected hidden module
will be processed by the other ANTIGEN analyzers regardless of the mcthod used to hide the
module,

3.4.2.2 PE Header Detection

Each process in a Windows™ system has a virtual address descriptor (VAID) tree, which defines all
allocated and reserved memory within the process. The VALY tree contains critical information
such as loaded modules. reserved memory regions. and memory allocation permssions.
ANTIGEN primarilv uses cach process's VAL tree to enumerate allocated memory. ANTIGEN
will use PE header detection to find dvnamicallyv loaded modules within a process by scanning
cach VAD entry for a valid PE hcader. A VAD entrv that begins with a valid PE header and docs
not belong to a known loaded module will be flagged as a hidden module.

Figure 21: ANTIGEN Ilidden Modules - PE Header Detection

3.4.2.3 Inconsistent Loaded Module Lists

Each Windows® process contains a Process Environment Black (PEB) which stores three lists of
loaded modules. Hidden modules that were loaded using the legitimate Windows® API will
tvpically be removed from one of these lists. ANTIGEN can detect this by manually parsing the
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