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OVERVIEW 

The best way to deal with identity theft and the subsequent fraud is to take precautions 

to prevent it from occurring (e.g., Milne, 2003; Milne, Rohm, and Bahl, 2004; Piquero, Cohen, 

and Piquero, 2011). Nevertheless, like other crimes, there should be remedies to repair the 

harm caused by identity-based crimes. In the case of identity-based crimes, however, these 

processes have not been fully established. Moreover, there has been relatively little 

investigation into the strategies to repair the harm caused by identity-based crimes (Reyns and 

Randa, 2017; Payne and Kennett–Hensel, 2017). 

PROJECT DESIGN 

This multiphase project was designed to understand the effect and quality of services 

provided to victims of serious identity crime in the United States, to improve our understanding 

about victim experiences, and to identify the best ways of supporting victims who experience 

the ramifications of identity-based crime.  

PHASE 1 

Phase 1 integrated existing data from the Identity Theft Supplement (ITS) administered 

as part of the Bureau of Justice Statistics’ National Crime Victimization Survey (NCVS), with 

exclusive survey data collected in collaboration with the Identity Theft Resource Center (ITRC), 

to assess the impact of victim services on a variety of outcomes. The objective of this phase was 

to assess the impact of identity crime services. 

Methodology 

Data. The data for phase 1 were derived from two sources: 1) a survey of persons who 

requested assistance from the ITRC regarding a serious identity crime incident and 2) the 

Identity Theft Supplement (ITS) administered as part of the NCVS. The ITRC survey was 

designed to mirror several important items from the ITS to assess the outcome of serious 

identity crime incidents across the two samples 1 year after the initial contact with ITRC.  
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Sample. After removing all nonserious identity crime incidents (i.e., respondents who 

indicated only the misuse of an existing account) from the ITS, the sample was reduced to 6,320 

respondents, with 287 subjects from the ITRC group and 6,033 subjects from the ITS group. 

 Next, because we are unable to randomly assign victimization, a propensity score 

matching (PSM) procedure was employed to make the two groups as comparable as possible 

by using the data available in both data sources. The covariates used in the matching procedure 

included key demographic variables that are likely to differ across the two samples: age, gender, 

race (white), married, income, and post–high school graduation.  

Then we segmented the ITS sample into two groups. A no-treatment group consisted of 

those ITS respondents who did not report the identity crime incident and received no services. 

A treatment-as-usual group comprised those ITS respondents who reported the incident to any 

one of a variety of entities and thus received a diverse array of services. Each of these groups 

was compared with the subjects who contacted the ITRC. 

Outcomes. The three groups were compared across five outcomes: 1) general problems, 

2) financial problems, 3) physical health problems, 4) mental health problems, and 5) social 

problems. All items are summarized from a series of single items. 

Analysis. The matching procedure yielded 5,162 untreated (ITS) and 106 treated (ITRC) 

cases. There were no significant differences (at p<.05) postmatching. A series of one-way 

ANOVAs was conducted to contrast the five outcomes across the three groups. 

Findings 

In five of these cases, the ITRC group reports more problems/experiences than either of 

the two ITS groups. Specifically, the ITRC respondents report more general problems, more 

financial problems, more employment/educational problems, more family/friend problems, 

and more physical health problems (see Table 1). In contrast, however, the ITRC subjects report 

fewer mental health problems. 
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Table 1. Three-Group Comparison of Problems/Experiences Attributable  

to Identity Theft Victimization Based on Reporting 
Type of Problem ITS No Contact ITS Contact ITRC 

General Problems .019 (.139) .012 (.111) .958 (.201)a 
Financial Problems .048 (.213) .055 (.228) .431 (.499)a 
Employment/Educational Problems .018 (.133) .017 (.129) .206 (.407)a 
Family/Friend Problems .064 (.245) .035 (.183) .386 (.490)a 
Mental Health Problems .890 (.312) .825 (.379) .763 (.427)a 
Physical Health Problems .265 (.442) .225 (.417) .527 (.502)a 
ap<.05 

Limitations. These findings should not be taken as an indication that the specialized 

customizable services provided by the ITRC to help victims of serious identity-based crimes are 

ineffective, as there were several limitations. First, subjects who contacted the ITRC and 

subsequently responded to our survey (M=3.21, SD=2.06) suffered significantly more (t [91.24] 

= –6.83, p = 0.00) losses than those in the ITS sample (M=1.72, SD=1.40). Thus, while we 

restricted the sample to victims of serious identity-based crimes, there appears to be a wide 

degree of variation in seriousness—even within those identity-based crimes identified as 

serious and for which we could not control. Further, it is likely that this degree of crime 

seriousness is exactly what prompted these individuals to contact the ITRC in lieu of or 

subsequent to other entities, resulting in a selection effect in which the negative findings are an 

artifact of the seriousness of the crime.  

Moreover, it is reasonable to assume that more-serious cases take more time than less-

serious cases to fully resolve. For example, nearly 40 percent of the ITRC respondents indicated 

that their case had not been cleared/resolved 1 year after the incident. Thus, it is possible that 

1 year is simply an insufficient follow-up period to fully assess the impact of the ITRC services. 

Another consideration is that there is, unfortunately, little to no available evidence 

regarding the victim’s implementation of the ITRC prescribed action plan. Thus, it is possible 

that the findings reflect not a fundamentally flawed theory or practice by the ITRC but instead 

derive from missteps in execution (i.e., the clients did not follow through with the plan). In fact, 

qualitative data suggest that this is may be accurate.  
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Implications 

This study contributes to a small but growing body of literature that suggests like victims 

of violent crime, identity-based crime victims suffer a considerable amount of emotional and 

physical stress (Golladay and Holtfretter, 2017). Moreover, the findings of this research provide 

policymakers, practitioners, domestic law enforcement agencies and the general public with 

several important implications for better addressing the investigation, prosecution, and 

remediation of identity-based crimes. 

First, in the review of the literature we found a general lack of clarity in delineating the 

differences as well as documenting the connectivity between identity theft and the subsequent 

fraud perpetrated with that stolen information. As noted earlier, the thieving of PII is an 

antecedent to the crime of fraud, but these terms are often used interchangeably. Such lax 

language causes definitional problems that in turn likely leads to a misrepresentation regarding 

the nature of the criminal acts, victim experiences, and the need for law enforcement–based 

investigations, and victim remediation practices. 

For example, compared to fraud, the thieving of PII by itself has no intrinsic monetary 

value. This basic difference influences how the victim may perceive the crime which in turn sets 

off a ripple effect throughout the criminal justice process.  In most cases, the stolen PII is simply 

a piece of paper or a file stored in an electronic format. As such, the victim may perceive the 

harm suffered from identity theft as insignificant, and the crime therefore as minor.  As a result 

of the lack of perceived value and the degree of ambiguity surrounding the crime, identity theft 

is often met with apathy by both the victim and law enforcement officials. However, the reality 

of the matter is that the value of one’s identity far exceeds the cost of the paper it's printed on 

or the file space in which it is stored.  The important point here is that at the moment when it is 

discovered that the PII is used fraudulently to obtain something of worth, it suddenly takes on 

a tangible value.  Moreover, once the value is established, it stands to reason that the crime will 

be perceived as more egregious in nature, and those impacted are more likely to seek help in 

resolving it (Baumer and Lauritsen, 2010; Skogan, 1976). This is consistent with studies on 
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victims that have consistently found that when a crime is perceived to be more serious in 

nature, the victim is more likely to report it to the police (Reyns and Randa, 2017; Reyns and 

Englebrecht, 2013; Gottfredson and Hindelang, 1979).  

The important policy implication derived from a clearer understanding of the 

differences between these crimes is that a paradigm shift is required in which policymakers, 

practitioners, domestic law enforcement agencies and citizens themselves begin to value PII as 

much as those who steal the information do and thus put more emphasis on the original theft 

of the PII as opposed to only the subsequent fraud. Such an emphasis could enable victim 

service providers like the ITRC to more proactively support victims of identity theft before their 

information is used for identity fraud and, ideally, limit the impacts of the theft on financial 

losses or the misuse of medical or government benefits (Ricks and Irvin–Erickson, 2019). 

A second important finding from this research is that individuals who suffer from 

serious identity fraud face more formidable problems than individuals who are victims to less 

serious crimes and consequently require more intensive services. This finding has important 

policy implications in how service providers can provide the quality of care to identity crime 

victims. One potential avenue that providers may wish to investigate is the use of case triaging. 

Although the concept of triage applies to all resource allocation issues, it is most commonly 

discussed in the field of medicine (Koenig and Schultz, 2010).  In essence, triage systems are 

used in medical-care systems to determine who gets care first when there are more people who 

need care than there are available resources to care for them. Such a system ensures the 

patients who need lifesaving treatment or other immediate attention are seen before those who 

may be presenting for a less serious condition.  

A similar system could be established with identity-based crimes.  As we noted earlier, 

identity-based crimes are rising almost yearly. This rise, coupled with the fact that there 

appears to be quite a large gap in the degree of seriousness both across the broader spectrum 

of identity-based crimes and even within the narrower scope of those crimes identified as 

serious, suggests that triaging cases into high-, medium-, and low-need-based case management 
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structures may be a more efficient use of resources and ultimately provide higher quality of 

care to a wider array of victims.  

Finally, while this study was more focused on the remediation needs of victims, the 

findings also have some important implications for law enforcement investigations of identity-

based crimes as it relates to victim satisfaction. Specifically, the cross-jurisdictional nature 

coupled with the highly technological aspects of identity-based crimes makes it difficult for 

local law enforcement to effectively address the complex nature of these crimes. For these 

reasons, investigating cyber-crime has traditionally fallen under the purview of the FBI, with 

little involvement from local police (Police Executive Research Forum, 2017). As a result, we 

believe there is a fundamental need to restructure the reporting of, investigation, and response 

to identity-based crimes in order to produce a more focused, yet collaborative approach that 

can yield more capability and capacity than local law enforcement to effectively deal with these 

crimes. For example, one potential way to do this is by expanding the use of the Utah Model of 

Operation Wellspring, an FBI initiative through which state and local law enforcement officers 

are embedded in and trained by the FBI (Police Executive Research Forum, 2017). The bottom 

line is that the criminal justice system must reevaluate the processes by which they are dealing 

with identity-based crimes in order to match the way identity thieves operate in the digital 

world. 

PHASE 2 

Phase 2 utilized qualitative data collected from experts in the field, to expand our 

understanding about identity crime victimization and the interaction between individuals and 

organizations. Specifically, in this phase we conducted focus groups with professionals working 

in identity crime victim services, including private investigators, fraud examiners, victim 

service professionals, and executives of firms providing victim and protection services. There 

were two primary questions that structured the focus groups: 

1. How do experts in the field of identity theft define the victims of identity theft?  
2. How can the services for victims of identity theft be improved or expanded? 

This resource was prepared by the author(s) using Federal funds provided by the U.S. 
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Methodology 

Participant Recruitment. In coordination with the ITRC, we made an initial list of 10 

professional meetings that had a direct or indirect focus on identity-based crimes. Of the 10 

organizations that were contacted, 2 agreed to participate: the Association of Certified Fraud 

Examiners and the National Center for Victims of Crime. In addition, we conducted focus groups 

with professionals who regularly engaged with the ITRC but who are not ITRC staff.  

Sample. The recruitment process produced a total of 50 participants, across seven focus 

groups, with 45 people being involved in focus groups and 5 electing one-on-one interviews. 

Data Collection. A focus group interview guide was used to prompt the 1-hour 

discussion. All focus groups were audio-recorded, with the research team also taking notes and 

producing an initial set of field notes. The audio recordings were transcribed. 

Analysis. The research team used a deductive coding scheme. All transcripts were coded by the 

principal investigator and a research assistant, using NVivo to manage the coding process and 

to enable interrater reliability verification and examination. 

Findings 

Defining the Victim. Focus group participants were asked by the facilitator at the start 

of each session, “Who is the victim when there is identity theft?” This question elicited a 

consensus view that there is not a single victim within incidents of identity crimes. Participants 

identified several victims, including the businesses that have been breached, the businesses 

that have been defrauded, the company staff who have been defrauded, shareholders, family 

members associated with the breached record file, fellow customers of firms, and the 

individuals whose personally identifiable information (PII) had been taken. The results of this 

phase suggest an expansion of the dual model of identity crime victimization to a new tri-partite 

model that includes not only the 1) individual whose information was stolen and 2) the 

organization that will ultimately be defrauded, but also 3) the organization or entity that is the 

subject of an intentional data breach leading to the exposure or the theft of protected 

information. 

This resource was prepared by the author(s) using Federal funds provided by the U.S. 
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Another key focal point of the discussion on victims highlighted those who are most 

vulnerable and the least able to respond once their information has been taken. This manifested 

as concern about foster children, 13- to 18-year-olds, seniors, victims of domestic violence, and 

undocumented immigrants. 

Improving Services for Victims. Participants were specifically asked about which types 

of services could be improved or expanded to better support victims as they sought to address 

the ramifications of their victimization. These conversations were eclectic and varied across the 

focus groups. Participants did, however, consistently emphasize the general lack of services for 

victims, including educational programming that may aid in the prevention of identity crimes. 

The Next Big Thing. Participants were asked to identify where they see the future of 

identity-based crimes going and what services these future victims may need. The dominant 

area of concern, expressed across all focus groups was the rise of synthetic ID1s, as seen in this 

quote:  
Even though synthetic IDs are starting to manifest, we haven’t seen them reach peak yet. Right? 
This is going to be a big, big problem in 8 to 10 years. 

Implications 

Services for individuals who and organizations that have been victims of identity theft 

and associated identity fraud will continue to be needed, with a likely increase in the expertise 

required to fully support victims as the sophistication of the criminal actors increases. As a 

result, we believe that victim services for identity-based crimes should be tailored to the type 

of identity crime incident, provided by an entity with the expertise and sophistication required 

to address the issue, and able to be sustained over time. Moreover, as with many consumer-

based crimes, there is a significant need for regular, continued education and efforts to raise 

awareness for evolving threats and prevention methods. 

                                                      
1 A synthetic identity is one in which a criminal combines real and fake information to create a brand-new identity. For 
example, real name and birthdate lifted from an online account may be combined with an address made up on the spot, a 
Social Security number (SSN) stolen via a data breach and an email address that has not been used in years. This 
information is then used to open fraudulent accounts and make fraudulent purchases. 
https://www.idtheftcenter.org/synthetic-identity-theft-the-frankenstein-of-identity-crime/ 
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Finally, there is a very real sense that everyone has already been victimized, and that the 

challenge of providing services within an environment of population wide victimization simply 

lacks precedent or clear conceptualization. Our tri-partite model of victimization adds to our 

understanding of identity theft by providing a more precise and complete explanation of how 

victimization occurs, which we hope, through application and further development, can help 

improve victim services both for organizations and individuals. 

PHASE 3 

Phase 3 of the project was designed to understand the service delivery of the ITRC victim 

call center through interviews with victims who had used ITRC services. It concentrated on 

three key research questions: 

1. How do victims of serious identity-based crime describe their victimization experience? 
2. Do victims of serious identity-based crime who receive victim support services from a 

nonprofit view those services as helpful or useful?  
3. What areas of need remain for victims of serious identity-based crimes who have used 

some victim services? 

Methodology 

Participant Recruitment. Subjects were recruited from a list of 70 potential 

interviewees provided by the ITRC to the research team. The sample included clients who were 

willing to be contacted for follow-up research. For each potential interviewee, we used three 

waves of telephone-based recruitment, leaving a detailed message each time. Of these 70 

potential interviewees, 8 contained out-of-date information, 22 did not respond, 15 declined to 

participate, and 8 agreed to participate but failed to appear for the scheduled interview. 

Sample. Of the 17 completed interviews, 7 were female and 10 were male. Out of respect 

for their prior victimization, we did not ask any additional demographic questions. They had 

experienced a broad range of identity-based crimes, had different types of resolution statuses, 

and had each used multiple types of victim services. 

Data Collection. Each interview was completed on the telephone and was audio-

recorded. The 45–60 minutes interviews followed a semi structured interview guide, and all 

This resource was prepared by the author(s) using Federal funds provided by the U.S. 
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interviews were completed by one interviewer with extensive experience in qualitative 

research. Following each interview, a member of the research team transcribed a de-identified 

audio file. 

Analysis. The completed transcripts were uploaded to NVivo to enable the coding 

process. Both open and closed codes were used. Closed codes were based on existing literature 

on victim services and focused on the sequential experiences of victims. These codes included 

discovery of the incident, initial response to the incident, seeking services for remediation, 

satisfaction with services, resolution status, and long-term impacts. During the coding process, 

open codes were created to provide thematic grouping and analysis within each of these 

broader, closed codes. To ensure intercoder reliability, two members of the research team 

coded all transcripts. The team members reviewed all quotes where 80 percent agreement 

among the coders was not achieved, came to consensus on the appropriate code, and recoded. 

Findings 

Discovery of the Incident. Victims discovered the identity-based crime in a variety of 

ways. Data breach victims were notified by the point of potential breach (i.e., banks, credit 

cards, stores, etc.). In non–data breach cases, victims were alerted when their application for 

government benefits (Social Security, income tax forms) was denied, they were stopped by law 

enforcement in a case of mistaken identity, or they found fraudulent activity via self-monitoring. 

Initial Response to the Incident. Most victims initially felt fearful, angry, violated, and 

anxious. The emotional tumult held throughout the experience as well, as one interviewee felt 

the entire process was “kind of {an} emotional rollercoaster.” 

Seeking Services for Remediation. Many respondents immediately tried to search for 

remediation methods over the Internet. For victims of financial fraud, the initial response was 

to contact their financial institution. Few respondents turned to law enforcement. Otherwise, 

participants sought out services that aligned with the type of identity crime they experienced. 

Satisfaction With Services. Respondents shared varying levels of satisfaction with 

services, depending on the type of identity-based crime they experienced and whether it was 

This resource was prepared by the author(s) using Federal funds provided by the U.S. 
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resolved. Victims reported the most helpful services were the ITRC, law enforcement, and legal 

services. However, many victims indicated that nothing was particularly helpful. 

Resolution of the Incident. In most cases of financial fraud, victims indicated the 

incident was fully resolved by the financial institutions. Nevertheless, several victims felt their 

cases were not fully resolved, because of hurdles with law enforcement. In addition, many 

victims still echoed the fear that their information is still “out there.” 

Long-Term Impacts. Generally, most victims reported checking their financial accounts 

more often to watch for any indication of fraud. Additionally, many victims reported lowered 

trust in financial and government institutions. For example, one interviewee acknowledged, 
I guess it’s made me into a little bit of a skeptic as far as, you know, entering any information, not 
just with taxes but just my information online. 

Implications 

One unique element to this project was the inclusion of victims who experienced identity 

theft and a variety of subsequent fraud crimes (e.g., governmental, criminal, financial). To our 

knowledge, no existing study has interviewed victims of each type of fraud in a single study. 

From these comparisons, we learned of both similarities and differences between 

financial and other types of identity-based fraud victims. All victims we interviewed had similar 

experiences with having to manage the negative emotional impact of their victimization, sought 

initial information about remediation advice through Internet searches, engaged law 

enforcement after being instructed to do so by an intermediate organization, and reported 

making small adjustments to their personal behaviors to prevent subsequent fraud. However, 

victims of identity-based crimes that were not primarily financial had a much more negative 

experience with seeking support or assistance from the defrauded organization, reported lower 

levels of issue resolution, and were more likely to know their perpetrator. 

Finally, it seems likely these observed differences between financial and nonfinancial 

identity fraud victims should inform the type of support and level of assistance that these 

different victim groups need. As such, these results provide additional support that a tiered 

system of support is vital for identity-based crime victims, and that a tiered system can ensure 
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both efficient use of resources and effective support for victims as they work to remediate the 

adverse impacts of their identity-based victimization. 

ADDENDUM 

The ITRC produces a monthly data breach newsletter for 3,607 subscribers. Though data 

breaches were not the direct subject of this study, their relationship to identity theft incidents 

became clear during our first round of focus groups. Thus, we felt the opportunity to poll 

industry professionals on how they view and address data exposure events, and the subsequent 

identity theft incidents would add a new and timely dimension to the study.  

Findings 

We received surveys from 75 unique respondents. Of these 75 respondents, 45 did not 

consent to take part in the survey.  Thus, the final sample included 30 respondents.  Due to the 

small sample, we simply review the descriptive statistics from the sample. 

Respondents worked across a host of industries—including financial (38.5 percent), 

business (15.4 percent), education (15.4 percent), and government (7.7 percent)—and 

represented predominantly (37.9 percent) large organizations (500+ employees). Regarding 

their satisfaction with the amount of resources their organization invests in cyber security, well 

over half of the sample (61.6 percent) reported being satisfied or very satisfied. Regarding 

specific cyberattack experiences, most respondents indicated that their organization had never 

experienced an attack (68 percent) or exposure event (80 percent). 

Every respondent (100 percent) indicated it was both the organization and the 

individual’s responsibility to protect PII, but well more than half (61.9 percent) felt their 

organization did a good job protecting PII. In an interesting contrast, 68.2 percent of the 

respondents reported their industry in general did not do enough to protect PII. 

Implications 

There appears to be some ambiguity concerning the nature of an organization’s 

responsibility in protecting individual-level PII.  This issue bears further investigation.    
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