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‘Policing’ Internet Use 

A ccording to a survey by Information Week Magazine, 
40 percent of employees spend at least 1 hour a day 

surfing the Internet without a business purpose. 

Every day, millions of Americans log onto their comput-
ers to check e-mail, catch up on the news, and research 
the vast amount of information to be found in cyberspace. 
Many criminal justice agencies now depend on the resources 
and information available via the Internet and allow their 
personnel unrestricted access. However, this access can 
be abused if guidelines are not in place for its proper use. 

The amount of communication effected through the 
Internet is growing at an amazing rate. According to 
Michael Overly, a lawyer with a Los Angeles firm and 
author of E-Policy: A Guide to How Corporations Can Deal 
with the Internet, more than 1 million messages pass 
through the Internet every hour. With the increasing use 
of the Internet by law enforcement and corrections agen-
cies, administrators now face a new problem: how to 
police their own employees’ use of cyberspace while 
on the job. 

“It is especially important for public entities to man-
age their Internet resources properly,” Overly says. Pub-
lic entities are subject to open records requests. These 
requests can cover such information as an employee’s 
incoming and outgoing e-mail messages, records of visited 
and “bookmarked” Internet sites, and downloaded files 
saved to an employee’s computer or the agency’s network. 

So, how much control should a department have over 
Internet access by employees and how much privacy are 
employees entitled while they conduct business on the 
Internet? 

Overly recommends that the best solution is to adopt 
a clear, concise Internet use policy so that the department 
can reduce the potential liability to employees and those 
outside the agency as well as protect confidential infor-
mation and reduce the waste of the agency’s computer 
resources. “If employees are downloading large files and 
storing them on their drive,” Overly says, “it can affect 
the functionality of the entire system.” 

When developing a policy, a few critical areas must be 
addressed. Overly recommends that: 

■ The agency educates personnel regarding privacy 
issues, reiterating that anything made available 
through the Internet can be read and viewed by 
other parties. 

■ Employees receive instruction on how they can main-
tain confidentiality in their Internet communications. 

■ The agency develops a concise statement of what an 
employee can and cannot do while on the Internet, 
including who has ownership of downloaded and 
stored files. “It’s important that an employee knows 
that all computer Internet files or documents on the 
hard drive belong to the agency,” Overly says. 

■ The agency has a statement that a violation of the 
policy by an employee can lead to discipline or termi-
nation. All employees of the agency should sign and 
date a copy of the policy. 

Overly says a good policy might begin with the follow-
ing statement: “Our computer and Internet e-mail system 
is to be used to assist you in your job. However, you may 
use the system for incidental personal use, provided that 
your use does not impact your job function, other employ-
ees around you, or materially impact the operation of the 
computer system.” 

Chief Walt Vanatta of Colorado’s Craig Police Depart-
ment implemented a department-wide Internet use policy 
at the beginning of 1999. “We had some instances where 
we had problems with downloaded files that contained 
viruses or were too large for our system,” Vanatta says. 
“I also wanted to address personal Web sites that were 
created by employees. Some of them made it look like 
the department endorsed the site.” 

Before penning his current policy, Vanatta gathered 
samples of similar policies from departments across the 
United States. He also incorporated an already existing 
city policy on the same issue. “Don’t recreate the wheel,” 
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he says. “Modify various policies so that it will meet 
your purposes.” 

Overly adds, “It takes very little to put these policies 
into place. In the long run, the amount of time and money 
saved in potential lawsuits is well worth the effort.” 

For a copy of the Craig, Colorado, Police Depart-
ment Internet use policy, e-mail Chief Walt Vanatta 
at wvanatta@ci.craig.co.us or access the document 
through the International Association of Chiefs of 
Police Web site, www.theiacp.org/. 

The National Law Enforcement and 
Corrections Technology Center System 

Your Technology Partner 
www.justnet .org  

800–248–2742 

program of the National Institute of Justice under 
Cooperative Agreement #96–MU–MU–K011, awarded by the 
U.S. Department of Justice. 

Analyses of test results do not represent product approval 
or endorsement by the National Institute of Justice, U.S. 
Department of Justice; the National Institute of Standards 
and Technology, U.S. Department of Commerce; or Aspen 
Systems Corporation. Points of view or opinions contained 
within this document are those of the authors and do not 
necessarily represent the official position or policies of the 
U.S. Department of Justice. 

The National Institute of Justice is a component of the 
Office of Justice Programs, which also includes the Bureau 
of Justice Assistance, Bureau of Justice Statistics, Office of 
Juvenile Justice and Delinquency Prevention, and Office for 
Victims of Crime. 

2 

www.justnet.org
www.theiacp.org
mailto:wvanatta@ci.craig.co.us
www.justnet.org
www.theiacp.org
mailto:wvanatta@ci.craig.co.us



Accessibility Report



		Filename: 

		211828.pdf






		Report created by: 

		


		Organization: 

		





[Enter personal and organization information through the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 2


		Failed manually: 0


		Skipped: 0


		Passed: 30


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Passed		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top
