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IBIS: Fingering the Felon

n officer stops a car for a traffic violation and asks the

driver for identification. The man says he must have
left his wallet at home, but his name is John Smith and he
lives at 222 Any Street. The officer nods, then pulls a com-
pact device from his belt and asks the driver if he minds
undergoing a fingerprint scan. The driver, who has heard
about these scanners, grudgingly extends his finger, mutter-
ing that his name is really Bob Jones and he lives at 333
Some Street.

According to Lt. Steve Duke, word about these scan-
ners is on the street, at least in Ontario, California, where
officers began using the system in 2003. During its first 6
months of operation, officers used the department’s
Information-Based Identification System (IBIS) [also
known as Integrated Biometric Identification System]
3,737 times to identify 816 individuals and detain 164. In
Hennepin County, Minnesota, during the same period,
sheriff’s deputies used the system 679 times, identifying
110 individuals and detaining 37.

Developed and produced by Identix Incorporated
through a grant program of the National Institute of Jus-
tice (NL)), the system scans a subject’s finger and gener-
ates a forensic-quality fingerprint on the scene, then
searches databases to return identification results within
2 to 3 minutes. Without this device, it can take an officer
several hours to verify a subject’s identity. Both Duke
and Robert Hamborg, Hennepin County’s program man-
ager, say that in the past, field officers sometimes had to
release subjects because of this delay.

“The longer it takes to identify a suspect, the more
paranoid that person may become,” says Duke, who
heads the Ontario Police Department’s Administration
Bureau, which includes the Technology and Special Pro-
jects Unit. He might stand there thinking, ‘They’re trying
to find out who I really am,” and decide to attack the offi-
cer or make a run for it. Anytime you can reduce the time
involved in the identification process, it’s a good thing.”

“Suspects give false identities to officers on the
street,” Hamborg says. “Establishing true identity can
create a substantial amount of additional work. Also, the

wrong person could be released from custody because of
confusion about identity. We are looking to IBIS to allevi-
ate these problems. The technology should increase law
enforcement officer safety and speed up identification.”

Using a fingerprint identification system to speed up
identification could prove beneficial not only to law
enforcement, but also to average citizens, Duke explains.
“We recently stopped a man who said he left his license
at home. When the officers just ran his name, the search
turned up an arrest record under his name and address.
The officer asked him if he minded using IBIS, and the
suspect said no, of course not. It turned out that his
prints did not match those associated with the arrest
record, so IBIS proved he was not that person. It turned
out the man’s brother had been arrested and had given
his name. We were able to swear a warrant out against
the brother for providing false identification information
to the police.”

According to Duke, Ontario gives all potential sus-
pects—Ilike the man mentioned above—the option of
refusing to have their fingers scanned, but no one did in
the first 6 months of use. If the subject agrees, he or she
places a finger on the officer’s small handheld scanner.
The officer can also tilt the device to use a small camera
to photograph the subject. Duke explains that Ontario
officers use the photos when they need to identify more
than one person. For example, he says, they might break
up a gang fight and line everyone up on the curb. An offi-
cer starts moving down the line, scanning the first gang
member’s fingerprint and taking a picture. While he
moves on to the second person, the system begins pro-
cessing the first fingerprint. “When you get to the end,
you can use the pictures to go back and say ‘We have
positive identification on you, and you, and you.’ ” Offi-
cers erase the photos and fingerprints after they com-
plete the identification process rather than store them
in a database.

The Ontario Police Department has plans for a volun-
tary fingerprint database (separate from the police data-
base) that could be used to identify people with



Alzheimer’s disease and other kinds of dementia who are
lost. If officers found a protected individual wandering
the streets, they could use the system for identification
and call a family member or appropriate care facility.

This represents just one potential use, Duke says.
“Like everything else, technology changes constantly.
Just when I think it’s done, then someone thinks of more
things that the IBIS could do.”

“Additional funding is being used to improve the prod-
uct and to keep current with evolving technology,” says
Joseph Cecconi, NIJ program manager for the project,
originally called Squad Car Unit Identification (SQUID).
Other possible improvements and applications suggested
by Duke, Hamborg, and Cecconi include—

m Adding a database of latent fingerprints from local
crime scenes.

m Adding a facial recognition component.

m Using a fingerprint system as a mobile booking
station.

m Identifying people entering and leaving detention
facilities.

m Improving internal airport security.

Adapting to changes in wireless technology and other
improvements kept IBIS in development for several
years. Both Ontario and Hennepin County began testing
in 1999 and went fully operational in early 2003. Even
after its system became operational, Hennepin County
upgraded its fingerprint database and received more
scanners. Hamborg says the process had glitches, includ-
ing a hard drive failure. However, everything worked out
and Hennepin County distributed scanners to an addi-
tional 20 partner agencies in the Minneapolis-St. Paul
area. Hennepin County shares its fingerprint scanners
with patrol officers at 25 local law enforcement agencies,
the Minnesota Bureau of Criminal Apprehension, and
the Bloomington police at the Mall of America. Ontario
also shares its units with a number of neighboring
jurisdictions.

“We already were sharing information, and now, by
sharing the fingerprint scanners, we all have the poten-
tial to identify people right on the spot,” Duke says.
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That potential exists at least in part due to the ease
of use incorporated into the system design. The scan-
ner’s pistol grip allows for one-handed operation, and
its wireless connection means officers need not return
to their squad cars to access databases. Its design
makes it usable by officers mounted on horseback,
bicycle, or motorcycle, and its weight of less than 2.5
pounds includes the battery pack, which allows for 3
hours of continuous operation and 14 hours of stand-
by operation. Duke says learning to use IBIS takes only
2 to 3 hours, and his officers like that it does not com-
promise their ability to defend themselves.

Because of that ease of use as well as other factors,
Cecconi says NIJ hopes that this program “will result
in more widespread use by law enforcement agencies
throughout the country.” Its present cost and durabili-
ty might make it prohibitive for some law enforcement
agencies, but that could change with future versions.

For more information on the IBIS program,
contact Joe Cecconi, 202-305-7959 or cecconij@
ojp.usdoj.gov; Lt. Steve Duke, 909-395-2711 or
sduke@ontariopolice.org; or Robert Hamborg,
763-525-6203 or Robert. Hamborg@co.hennepin.
mn.us.

This article was reprinted from the Spring 2004
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U.S. Department of Justice.

Analyses of test results do not represent product approval
or endorsement by the National Institute of Justice, U.S.
Department of Justice; the National Institute of Standards
and Technology, U.S. Department of Commerce; or Aspen
Systems Corporation. Points of view or opinions contained
within this document are those of the authors and do not
necessarily represent the official position or policies of the
U.S. Department of Justice.

The National Institute of Justice is a component of the
Office of Justice Programs, which also includes the Bureau
of Justice Assistance, Bureau of Justice Statistics, Office of
Juvenile Justice and Delinquency Prevention, and Office for
Victims of Crime.



mailto:Robert.Hamborg@co.hennepin
mailto:sduke@ontariopolice.org
https://ojp.usdoj.gov




Accessibility Report





		Filename: 

		211930.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

