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Introduction

he National Institute of Justice (NIJ) Electronic

Crime Technology Center of Excellence

(ECTCoE) has been assigned the responsibil-
ity of conducting electronic crime and digital evidence
tool, technology and training testing and evaluations
in support of the NIJ Research, Development, Testing
and Evaluation (RDT&E) process.

The NIJ RDT&E process helps ensure that NIJ’s
research portfolios are aligned to best address the
technology needs of the criminal justice community.
The rigorous process has five phases:

B Phase I: Determine technology needs princi-
pally in partnership with the Law Enforcement
and Corrections Technology Advisory Council
(LECTAC) and the appropriate Technology Work-
ing Group (TWG). NIJ identifies criminal justice
practitioners’ functional requirements for new tools
and technologies. (For more information on LECTAC
and the TWGs, visit http://www.justnet.org.)

H Phase lI: Develop technology program plans
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process. After grants are awarded, the grantee and
the NIJ program manager then work collaboratively
to develop the solutions.

Phase IV: Demonstrate, test, evaluate and adopt
potential solutions into practice. A potential solu-
tion is tested to determine how well it addresses
the intended functional requirement. NIJ then works
with first-adopting agencies to facilitate the intro-
duction of the solution into practice. After adoption,
the solution’s impact on practice is evaluated. Dur-
ing the testing and evaluation process, performance
standards and guides are developed (as appropri-
ate) to ensure safety and effectiveness; not all new
solutions will require the publication of new stan-
dards or guides.

B Phase V: Build capacity and conduct outreach to

ensure that the new tool or technology benefits
practitioners. NIJ publishes guides and standards
and provides technology assistance to second
adopters.!

to address those needs. NIJ creates a multiyear
research program to address the needs identified

in Phase I. One of the first steps is to determine
whether products that meet those needs currently
exist or whether they must be developed. If a solu-
tion is already available, Phases Il and Il are not
necessary, and NIJ moves directly to demonstra-
tion, testing and evaluation in Phase IV. If solutions
do not currently exist, they are solicited through
annual, competitively awarded science and technol-
ogy solicitations and TWG members help review the
applications.

Phase llI: Develop solutions. Appropriate solici-
tations are developed and grantees are selected
through an open, competitive, peer-reviewed

The High Priority Criminal Justice Technology Needs
are organized into five functional areas:

B Protecting the Public.

B Ensuring Officer Safety.

B Confirming the Guilty and Protecting the Innocent.
B Improving the Efficiency of Justice.

B Enabling Informed Decision-Making.

The NIJ ECTCoE tool, technology and training evalu-
ation and testing reports support the NIJ RDT&E pro-
cess, which addresses high priority needs for criminal
justice technology.

' National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009 NCJ 225375.
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Memory Copy Progress [ 37% )

3%

8. Once the memory was collected, a progress bar
indicating the status of the disk copying progress
was displayed.

9. Once the drive collection process was completed,
a window appeared instructing the user to dis-
connected the Skout drive. The Skout drive was
disconnected.

Test Results

The Skout drive was connected to the Windows 7
VMware session for analysis of the collected data. The
Skout drive was mounted using TrueCrypt as in the
previous tests.

Several folders and files were noticed in the collection
folder.

The “MasterAudit” file contains details of the sys-
tem and the steps performed by Skout Collect. The
“MemoryDump.bin” file is the contents of the memory
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of the system at time of collection. The “Userinfo” file
contains the manually entered details of the case dur-
ing collection.

The “Extras” folder contains information such as active
network connections and an audit of the Windows
system, including installed software, at the time of
collection.

The “DeviceQ” folder contains the image of the hard
drive.

The image files were then mounted as a local drive
using FTK Imager. Shown below is a screenshot of the
virtual machine’s drive that was imaged vs. the proper-
ties of the mounted imaged drive. Notice in particular
that both drive sizes are identical. Also, browsing the
mounted image showed all data that was expected to
be present.

Skout Collect Version 2.0.1
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The memory dump file’s properties were viewed.

The virtual machine was configured to use 512 MB
of RAM. Since 1 MB is actually representative of
1,048,576 bytes, it can be seen here that the memory
image is the expected 536,870,912 bytes.

U—Memory[)ump.hin ﬁ_ﬂ

General | Security | Details | Previous Versions |

MemoryDump bin

Type of fle:  EIM File (bin)
Openswith: || Windows Shell Commor

Location: IM2012_8_11_203424

Size: 512 ME (536,870,912 bytes)
Size ondisk: 512 MB (336,870,912 bytes)

Using a hex editor to browse the memory file revealed
the names of many running processes.

B Fie Edt Disk Options Tools Window Help ~Telx
ssH8sm@-c vy @ |[e/Bs10FD @60 ||«
&+ - =/ Dl |Arala |8 B W || %@

|s~«»s2¢n

[09241BEE [0200 1010 0200 FCEC 0100 0000 0000 0000 0000 0000 0000 0100 0O0D]...
09241C08 |DOFC 0100 6027 0200 2410 0200 10FD 0100 0000 0000 0000 0000 0000
09241C22|0000 0100 0000 EOFC 0100 6427 0200 D810 0200 FAFC 0100 0000 0000
09241C3C | 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 000D
09241CS6 | 0000 0000 D000 DOOD 0000 DODD 0000 9090 9090 9090 9090 9090 9090
09241C70 9090 9090 9090 9090 9090 9090 9090 9090 GFEC 6533 322E 646C 6COD
09241CBA|9090 9090 9090 4F4C 4541 5554 3332 2E64 6CEC D0SA 9090 4143 5449
09241CA4 5645 4453 2E64 6C6C 0DSA 9090 9090 9090 9090 9090 9030 9090 9090
09241CBE |9090 4E45 5441 5049 3332 2E64 6C6C D0SA 9090 4ES4 4453 4150 492E
09241CD8|646C 6C00 9090 9090 444E 5341 5049 2E64 6C6C DOFF 0300 0080 0000 [d11
09241CF2|0000 SCED 0100 0000 0000 70FD 0100 BOFD 0100 94FD 0100 ASFD 0100
09241D0C | 0000 0000 CCFD 0100 DEFD 0100 E2FD 0100 F2FD 0100 0000 0000 OGFE
09241026 |0100 16FE 0100 26FE 0100 0000 0000 0900 0080 DFOD 0080 1A00 0080
092410401000 0080 0ADO 0080 0800 008D 0200 0080 0700 0080 0600 0080 000D

"B Memonoum

The Skout drive was then plugged into a forensic
workstation. The drive image was processed using
FTK. All files that had an accessed, modified or cre-
ated time after Skout was started were bookmarked.
From the analysis, six files were created.

®  File Mame Full Path

[ [ TP PS Driver 188D .. Whfware\Part_1\HONAME-NTFS YWWIND 0W/Shsystem32hspachdiiversiw32«88V30.TP PS Driver 18BD0BBCS.
O (7] SYSCPYGULEXE-...  WhfWware\Part_14HONAME-NTFS WIND 0W/SAPrefetchtS Y SCPYGUI EXE-1074EE G0, pf

O[] 724 EXE-03FE316. Vdiaie\Part_1\NONAME-NTFS SwWINDOWSE Prefetoh' 724 EXE-DIFE315E pf

O [7) TRUECRYPT.EXE... Whiware\Part_1\HONAME-NTFSYWINDOWS\Prefetch\TRUECRYPT EXE-0418D 584 pf

O [7] MEMORY EXE-00... Vilia‘aie\Part_1\NONAME-NTFS SWwINDOW S Prefetoh\MEMOR'Y EXE-D03384TF pf

O (7] Perflib_Perfdata 6. Whfiware\Part_15HONAME-NTFS YWINDOWSAT emp\Perfib_Perfdata_604.dat

< i ]

Five of the files created relate to Windows perfor-
mance caching, primarily the Prefetch system. The
sixth file was found to be related to VMware print
drivers.

Furthermore, 164 were modified (Including the six
that were created). Upon analysis it was concluded
that these were all system files, such as the Windows
memory paging files, registry changes and system
restore files. Also, 80 additional files were accessed
during this process, including the Windows registry,
page files and driver files. No user data was found to
be modified, changed or added during this process.
This is a relatively small impact on the system consid-
ering the power of Skout.

The original baseline drive images were also analyzed
and similar file system activity was discovered, indicat-
ing that Skout Collect’s impact was minimal.

Test - Toshiba E205 Laptop Live
Collection

This test was performed on the Toshiba laptop that
was previously tested using the boot CD. The follow-
ing steps were performed:

1. The Toshiba laptop was booted into Windows 7.
The Notepad application was opened and the fol-
lowing sentence was typed: “this is a test.”

2. The Skout drive was connected to a USB port.

3. “SpyCPYGUI” was double clicked. The screens
were clicked though as in the previous test.

4. The Skout drive was disconnected.

Results

The Skout drive was then connected to another com-
puter. The file size of the drive image matched what
was expected. The memorydump.bin file was much
larger than the expected 3,904 MB (4,093,640,704
bytes) reported by the laptop’s operating system. This
is a result of Skout using HBGary as the memory col-
lection engine. In short, the user addressable space of
memory includes all hardware on the computer’s bus.
A more detailed explanation of this can be found at:

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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General | Securty I Details I Previous Versions
Memory Dump bin
Type of file:  BIN File {bin)
Openswith: |45 Windows Shell Commar
Location: I82012_8_11_232433
| Size: 5.37GB (5,771,362,304 bytes)
Size on disk: 537 GB (5,771,362 304 bytes)

Hex Workshop was used to open the memory image
and “This is a test” was search for and found. Note:
The notepad entry was never saved to a disk.

Hex Workshop -

[0 File Edit Disk Options Tools Window Help
|zs@ssme- vy e |[ma(ssLof[@e|[s |-« |
sz bl [aadh [@E %% %E |

e RN

22 SEOD 0820 2020 2020 |nigeta

37A1A218 (2020 2020 2020 2020 2020 2020 2020 2020 2020 203C AF66 6673
37A1A230(6574 3E0D 0A20 2020 2020 2020 2020 2020 2020 2020 2020 2020 et>..

Review of the files that had been accessed, created or
modified revealed similar results to the previous test
and no user data was created, altered or accessed.

Test - Live Test of Windows 7
Desktop With Multiple Drives

This test was performed on the same custom-built
desktop (Windows 7 32-bit) as previously imaged with
the Skout Collect CD. For this test, the following steps
were performed:

1. The test computer was booted normally into
Windows 7.

2. A 128 MB USB drive was plugged into the front
facing USB port of the computer.

3. The Skout collection drive was connected to a
rear USB port of the computer
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4. “SysCPYGUl.exe” was double clicked and the
collection process was completed as in the first
live test.

Results

The Skout drive was then connected to another com-
puter. The TrueCrypt partition was accessed as before.
All drive images were mounted.

MName

. Devicel

. Devicel

. Device2

W extras

| MasterAudit

. MemaoryDump.bin

| userinfo
. lUsed space: 110,911,438 348 bytes 103 GB
. Free space: 45 022 611 456 bytes 456 GE
Capacity: 155,534 060,304 bytes 148 GE
Drive M:

. |Jsed space: 206,350,204 928 bytes 192 GB

. Free space: 44 644 179,968 bytes 415GB

Capacity: 250,994,384 896 bytes 233GE

Drive O:

Skout Collect Version 2.0.1 I
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. Used space: 10,436,608 bytes 9.95 MB
. Free space: 117,734,576 bytes 112 MB
Capadty: 128,221,184 bytes 122 ME

Drive P:

W T MemoryDurmp. i Proparce |

General | Securty | Details | Previous Versions |

i Memony Dump bin

Type of file:  BIN File {bin)
| Opens with: ) Windows Shell Commor

Location: 132012_8_11_231125

Size: 3.12 GB (3,355,443,200 bytes)
||| Sizeondisk: 3.12GB (3,355,443 200 bytes)

The file size of the drive images and the RAM image
matched what was expected, including the attached
external USB thumb drive.

Review of the files that had been accessed, created or
modified revealed similar results to the previous test
and no user data was created, altered or accessed.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence




Conclusion

kout Collect and Skout Enterprise performed

as advertised in most instances. During the

Skout Collect CD test, only the Toshiba laptop
was not able to be imaged, due to a graphics driver
issue. There was also a graphical issue with the Mac-
book Air that could be worked around. The vendor has
been informed of these graphical issues and expects
to have a fix released in August of 2012. All other tests
performed as expected.

Skout Collect is a extremely simple to use program.
Usually all that is needed to perform an acquisition is
for a user to plug the Skout drive into the computer,
boot from a CD if using the boot method, agree to the
EULA, and enter some basic descriptive case informa-
tion. Once those steps are completed, the software
performs admirably imaging RAM (if using the live sys-
tem) and any attached drives, minus the Skout collect
drive. Given Skout’s ease of use, a minimally trained
user would find Skout Collect simple to operate.

Conclusion = 1 7i

Using TrueCrypt to secure the data, the Skout drives
could be shipped and transported anywhere in the
world with confidence that evidence is secure.

The speed of collection was surprisingly fast given that
Skout uses the USB 2.0 standard. The 500 GB Toshiba
laptop only took about 10 hours to fully image.

In addition, the VMware sessions were processed per-
fectly. Normally these VMware sessions are just used
to capture screenshots of normal operation and some
anomalies are expected. However, in these tests, no
errors caused by the use of virtual machines were de-
tected. This was a nonadvertised use of Skout Collect
and a pleasant surprise.

In every instance that data was collected, the data
collected matched what was expected. Skout Collect
performed exceptionally well overall.
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