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Introduction
 

The National Institute of Justice (NIJ) Electronic 

Crime Technology Center of Excellence 

(ECTCoE) has been assigned the responsibil­

ity of conducting electronic crime and digital evidence 

tool, technology and training testing and evaluations 

in support of the NIJ Research, Development, Testing 

and Evaluation (RDT&E) process. 

The NIJ RDT&E process helps ensure that NIJ’s 

research portfolios are aligned to best address the 

technology needs of the criminal justice community. 

The rigorous process has fve phases: 

n �Phase I: Determine technology needs princi­

pally in partnership with the Law Enforcement 

and Corrections Technology Advisory Council 

(LECTAC) and the appropriate Technology Work­

ing Group (TWG). NIJ identifes criminal justice 

practitioners’ functional requirements for new tools 

and technologies. (For more information on LECTAC 

and the TWGs, visit http://www.justnet.org.) 

n �Phase II: Develop technology program plans 

to address those needs. NIJ creates a multiyear 

research program to address the needs identifed 

in Phase I. One of the frst steps is to determine 

whether products that meet those needs currently 

exist or whether they must be developed. If a solu­

tion is already available, Phases II and III are not 

necessary, and NIJ moves directly to demonstra­

tion, testing and evaluation in Phase IV. If solutions 

do not currently exist, they are solicited through 

annual, competitively awarded science and technol­

ogy solicitations and TWG members help review the 

applications. 

n �Phase III: Develop solutions. Appropriate solici­

tations are developed and grantees are selected 

through an open, competitive, peer-reviewed 

process. After grants are awarded, the grantee and 

the NIJ program manager then work collaboratively 

to develop the solutions. 

n �Phase IV: Demonstrate, test, evaluate and adopt 

potential solutions into practice. A potential solu­

tion is tested to determine how well it addresses 

the intended functional requirement. NIJ then works 

with frst-adopting agencies to facilitate the intro­

duction of the solution into practice. After adoption, 

the solution’s impact on practice is evaluated. Dur­

ing the testing and evaluation process, performance 

standards and guides are developed (as appropri­

ate) to ensure safety and effectiveness; not all new 

solutions will require the publication of new stan­

dards or guides. 

n �Phase V: Build capacity and conduct outreach to 

ensure that the new tool or technology benefts 

practitioners. NIJ publishes guides and standards 

and provides technology assistance to second 

adopters.1 

The High Priority Criminal Justice Technology Needs 

are organized into fve functional areas: 

n Protecting the Public. 

n Ensuring Offcer Safety. 

n Confrming the Guilty and Protecting the Innocent. 

n Improving the Effciency of Justice. 

n Enabling Informed Decision-Making. 

The NIJ ECTCoE tool, technology and training evalu­

ation and testing reports support the NIJ RDT&E pro­

cess, which addresses high priority needs for criminal 

justice technology. 

1 National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009 NCJ 225375. 

http://www.justnet.org
http://www.justnet.org
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of the system at time of collection. The “Userinfo” fle 

contains the manually entered details of the case dur­

ing collection. 

The “Extras” folder contains information such as active 

8. Once the memory was collected, a progress bar network connections and an audit of the Windows 

indicating the status of the disk copying progress system, including installed software, at the time of 

was displayed. collection. 

9. Once the drive collection process was completed, The “Device0” folder contains the image of the hard 

a window appeared instructing the user to dis­ drive. 

connected the Skout drive. The Skout drive was 

disconnected. 

Test Results 

The Skout drive was connected to the Windows 7 

VMware session for analysis of the collected data. The 

Skout drive was mounted using TrueCrypt as in the 

previous tests.  

Several folders and fles were noticed in the collection 

folder. 

The “MasterAudit” fle contains details of the sys­

tem and the steps performed by Skout Collect. The 

“MemoryDump.bin” fle is the contents of the memory 

The image fles were then mounted as a local drive 

using FTK Imager. Shown below is a screenshot of the 

virtual machine’s drive that was imaged vs. the proper­

ties of the mounted imaged drive. Notice in particular 

that both drive sizes are identical. Also, browsing the 

mounted image showed all data that was expected to 

be present.  
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The memory dump fle’s properties were viewed. 

The virtual machine was confgured to use 512 MB 

of RAM. Since 1 MB is actually representative of 

1,048,576 bytes, it can be seen here that the memory 

image is the expected 536,870,912 bytes. 

Using a hex editor to browse the memory fle revealed 

the names of many running processes.  

The Skout drive was then plugged into a forensic 

workstation. The drive image was processed using 

FTK. All fles that had an accessed, modifed or cre­

ated time after Skout was started were bookmarked. 

From the analysis, six fles were created. 

Five of the fles created relate to Windows perfor­

mance caching, primarily the Prefetch system. The 

sixth fle was found to be related to VMware print 

drivers. 

Furthermore, 164 were modifed (Including the six 

that were created). Upon analysis it was concluded 

that these were all system fles, such as the Windows 

memory paging fles, registry changes and system 

restore fles. Also, 80 additional fles were accessed 

during this process, including the Windows registry, 

page fles and driver fles. No user data was found to 

be modifed, changed or added during this process. 

This is a relatively small impact on the system consid­

ering the power of Skout. 

The original baseline drive images were also analyzed 

and similar fle system activity was discovered, indicat­

ing that Skout Collect’s impact was minimal. 

Test – Toshiba E205 Laptop Live 
Collection 

This test was performed on the Toshiba laptop that 

was previously tested using the boot CD. The follow­

ing steps were performed: 

1.	 The Toshiba laptop was booted into Windows 7. 

The Notepad application was opened and the fol­

lowing sentence was typed: “this is a test.” 

2.	 The Skout drive was connected to a USB port. 

3.	 “SpyCPYGUI” was double clicked. The screens 

were clicked though as in the previous test. 

4.	 The Skout drive was disconnected. 

Results 

The Skout drive was then connected to another com­

puter. The fle size of the drive image matched what 

was expected. The memorydump.bin fle was much 

larger than the expected 3,904 MB (4,093,640,704 

bytes) reported by the laptop’s operating system. This 

is a result of Skout using HBGary as the memory col­

lection engine. In short, the user addressable space of 

memory includes all hardware on the computer’s bus. 

A more detailed explanation of this can be found at: 
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http://www.hbgary.com/winddexe-almost-there-but­ 4. “SysCPYGUI.exe” was double clicked and the 

not-quite­ collection process was completed as in the frst 

live test. 

Hex Workshop was used to open the memory image 

and “This is a test” was search for and found. Note: 

The notepad entry was never saved to a disk. 

Results 

The Skout drive was then connected to another com­

puter. The TrueCrypt partition was accessed as before. 

All drive images were mounted. 

Review of the fles that had been accessed, created or 

modifed revealed similar results to the previous test 

and no user data was created, altered or accessed. 

Test – Live Test of Windows 7 
Desktop With Multiple Drives 

This test was performed on the same custom-built 

desktop (Windows 7 32-bit) as previously imaged with 

the Skout Collect CD. For this test, the following steps 

were performed: 

1.	 The test computer was booted normally into 

Windows 7. 

2.	 A 128 MB USB drive was plugged into the front 

facing USB port of the computer. 

3.	 The Skout collection drive was connected to a 

rear USB port of the computer 
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The fle size of the drive images and the RAM image 

matched what was expected, including the attached 

external USB thumb drive. 

Review of the fles that had been accessed, created or 

modifed revealed similar results to the previous test 

and no user data was created, altered or accessed. 
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Conclusion


Skout Collect and Skout Enterprise performed 

as advertised in most instances. During the 

Skout Collect CD test, only the Toshiba laptop 

was not able to be imaged, due to a graphics driver 

issue. There was also a graphical issue with the Mac-

book Air that could be worked around. The vendor has 

been informed of these graphical issues and expects 

to have a fx released in August of 2012. All other tests 

performed as expected. 

Skout Collect is a extremely simple to use program. 

Usually all that is needed to perform an acquisition is 

for a user to plug the Skout drive into the computer, 

boot from a CD if using the boot method, agree to the 

EULA, and enter some basic descriptive case informa­

tion. Once those steps are completed, the software 

performs admirably imaging RAM (if using the live sys­

tem) and any attached drives, minus the Skout collect 

drive. Given Skout’s ease of use, a minimally trained 

user would fnd Skout Collect simple to operate. 

Using TrueCrypt to secure the data, the Skout drives 

could be shipped and transported anywhere in the 

world with confdence that evidence is secure. 

The speed of collection was surprisingly fast given that 

Skout uses the USB 2.0 standard. The 500 GB Toshiba 

laptop only took about 10 hours to fully image. 

In addition, the VMware sessions were processed per­

fectly. Normally these VMware sessions are just used 

to capture screenshots of normal operation and some 

anomalies are expected. However, in these tests, no 

errors caused by the use of virtual machines were de­

tected. This was a nonadvertised use of Skout Collect 

and a pleasant surprise. 

In every instance that data was collected, the data 

collected matched what was expected. Skout Collect 

performed exceptionally well overall. 




