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Introduction

he National Institute of Justice (NIJ) Electronic

Crime Technology Center of Excellence

(ECTCOE) has been assigned the responsibil-
ity of conducting electronic crime and digital evidence
tool, technology and training testing and evaluations
in support of the NIJ Research, Development, Testing
and Evaluation (RDT&E) process.

The National Institute of Justice RDT&E process helps
ensure that NIJ’s research portfolios are aligned to

best address the technology needs of the criminal jus-
tice community. The rigorous process has five phases:

B Phase I: Determine technology needs princi-
pally in partnership with the Law Enforcement
and Corrections Technology Advisory Council
(LECTAC) and the appropriate Technology Work-
ing Group (TWG). NIJ identifies criminal justice
practitioners’ functional requirements for new tools
and technologies. (For more information on LECTAC
and the TWGs, visit http://www.justnet.org.)

B Phase II: Develop technology program plans
to address those needs. NIJ creates a multiyear
research program to address the needs identified
in Phase I. One of the first steps is to determine
whether products that meet those needs currently
exist or whether they must be developed. If a solu-
tion is already available, Phases Il and Il are not
necessary, and NIJ moves directly to demonstra-
tion, testing and evaluation in Phase IV. If solutions
do not currently exist, they are solicited through
annual, competitively awarded science and technol-
ogy solicitations and TWG members help review the
applications.

B Phase llI: Develop solutions. Appropriate solici-
tations are developed and grantees are selected
through an open, competitive, peer-reviewed
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process. After grants are awarded, the grantee and
the NIJ program manager then work collaboratively
to develop the solutions.

B Phase IV: Demonstrate, test, evaluate and adopt
potential solutions into practice. A potential solu-
tion is tested to determine how well it addresses
the intended functional requirement. NIJ then works
with first-adopting agencies to facilitate the intro-
duction of the solution into practice. After adoption,
the solution’s impact on practice is evaluated. Dur-
ing the testing and evaluation process, performance
standards and guides are developed (as appropri-
ate) to ensure safety and effectiveness; not all new
solutions will require the publication of new stan-
dards or guides.

B Phase V: Build capacity and conduct outreach to
ensure that the new tool or technology benefits
practitioners. NIJ publishes guides and standards
and provides technology assistance to second
adopters.!

The High Priority Criminal Justice Technology Needs
are organized into five functional areas:

B Protecting the Public.

B Ensuring Officer Safety.

B Confirming the Guilty and Protecting the Innocent.
B Improving the Efficiency of Justice.

B Enabling Informed Decision-Making.

The NIJ ECTCoE tool, technology and training evalu-
ation and testing reports support the NIJ RDT&E pro-
cess, which addresses high priority needs for criminal
justice technology.

' National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009 NCJ 225375.
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Overview

ith the world becoming more mobile every

day, law enforcement encounters more cell-

phones and mobile devices in their inves-
tigations. Many tools exist on the market to process
these mobile devices, but every tool does not support
every device.

Cellebrite’s Universal Forensics Extraction Device
(UFED) is a hardware-based platform that supports
extraction of data from more than 4,000 phones and
devices. The hardware is available in both standard
and ruggedized versions. The ruggedized version is
designed for field use by military, law enforcement and
government agencies, and the standard version for
office and lab use. Along with the standard hardware,
Cellebrite offers an upgrade package called Physical
Pro, which is designed to perform physical memory
dumps and file system extractions from supported
devices.

Product Information
The following information is from Cellebrite’s website:

The Cellebrite UFED forensics system is the ultimate
standalone mobile forensic device, ready for use out
in the field or in the lab.

The UFED system extracts vital information from 95
percent of all cellular phones on the market today,
including smartphones and PDA devices (Palm OS,
Microsoft, Blackberry, Symbian, iPhone and Google
Android). Simple to use even in the field, with no
PC required, the UFED can easily store hundreds of
phonebooks and content items onto an SD card or
USB flash drive.

Cellebrite UFED supports all known cellular de-
vice interfaces, including serial, USB, infrared and
Bluetooth. Extractions can then be brought back to
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the forensic lab for review and verification using the
reporting/analysis tool. Cellebrite works exclusively
with most major carriers worldwide, including Veri-
zon Wireless, AT&T, Sprint/Nextel, T-Mobile, Rogers
Wireless-Canada, Orange France and Telstra Aus-
tralia, as well as 140 others. This ensures that future
devices are supported prior to retail launch.

Product Description
The following information is from the UFED manual:

The Cellebrite UFED forensics system empowers
law enforcement, antiterror and security organiza-
tions to capture critical forensic evidence from
mobile phones, smartphones and PDAs.

UFED extracts vital data such as phonebook, cam-
era pictures, videos, audio, text messages (SMS),
call logs, ESN IMEI, ICCID and IMSI information
from over 1,600 handset models, including Sym-
bian, Microsoft Mobile, Blackberry and Palm OS
devices.

Cellebrite UFED enables SIM ID cloning, allowing
you to extract phone data while preventing the cel-
lular device from connecting to the network.

The UFED can extract data from a phone, or directly
from the SIM card. When extracting from a phone,
the UFED connects to the phone via cable, Blue-
tooth or infrared, and the data is read logically from
the phone. It also performs a physical extraction
from SIM cards, allowing extraction of additional
data such as deleted SMS, ICCID, IMSI, location
information and more.

Data is copied to any standard USB flash drive or
SD card and is then organized into clear and con-
cise reports.

Cellebrite UFED Version 1.1.7.6 I
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Data can also be copied directly to a computer via
the UFED Physical Analyzer interface, as is indicated
in the Test Bed Configuration section on page 5.

Cellebrite’s industry expertise provides reliability
and ease-of-use, and ensures the broadest support
for handset varieties, including updates for newly
released models even before they are available in
the market.

Portable and easy to operate, the UFED can be
used in the forensic lab as well as in the field. The
UFED is a handheld device, without the need for

a PC in the field. The ruggedized version comes
with a hard-sided case and battery power for even
greater mobility and flexibility, and is fully loaded
with all needed accessories.

The UFED Report Manager software on your PC
creates detailed reports of the extracted data that
can be used as evidence. Reports include full
extraction details, as well as MD5 hash information
that proves that the data is original and untouched.

Special Features
The following features are from Cellebrite’s website:

B The UFED allows you to extract a wide variety of
data types, including:

1 Contacts.

0 SMS text messages.

[

Deleted text messages (SIM/USIM).

(]

Call history (Received, Dialed, Missed).

0 Audio.

4 Video.

0 Pictures and images.

1 Ringtones.

1 Phone details (IMEI / ESN, phone number).

B The Cellebrite UFED system comes complete with
a user-friendly PC reporting and analysis software
application. Easy-to-analyze report logs can be
generated in HTML, XLS, CSV and XML formats,
providing organized printouts for use as a reference
and in the courtroom.

Target Customers

The target customers for the UFED are state and local
law enforcement organizations that have an interest in
the forensic examination of cellphones. The UFED is
a forensic acquisition tool that provides reports in an
easy-to-read format.

Law Enforcement Applications

Cellebrite’s UFED is designed to assist state and local
law enforcement with the acquisition of, and reporting
on, both logical and physical examinations of mobile
devices such as cellphones, PDAs and GPS device.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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Test Bed Configuration

he UFED is a hardware device that can be
used standalone (without a computer) to per-
form data extraction. However, in order to view
any HTML reports, a target device (thumb drive, SD
card, etc.) must be connected to a computer. Software
applications developed by Cellebrite allow captur-
ing the acquisition directly to a computer; this is the
method used in this testing.

The test machine is a Dell OptiPlex 760 with a clean
Windows 7 x64 installation, 4GB of RAM, and a

2.66 GHz Intel Core 2 Duo processor. Installed on

this machine were Cellebrite’s UFED Report Man-
ager (v 1.8.3.171110) and UFED Physical Analyzer (v
2.2.0.8966). Report Manager is used to perform logical
acquisitions and Physical Analyzer is used for physical
acquisitions.

Configuration of UFED

The software installers were downloaded for UFED
Report Manager and UFED Physical Analyzer from
Cellebrite’s website. Once downloaded, the setup files
were executed and the installer prompts were stepped
through.

In order to connect the UFED to a workstation, the
UFED Physical Analyzer software needs to register the
device to the PC. The software supports two methods
of activation: a hardware license key or an activation
code provided by the UFED. The configuration of the
UFED was performed using the following steps:

1. Opened Physical Analyzer. Since this was the first
time the software was run, an activation window
loaded automatically.

2. Performed activation according to the user manual
using the activation code provided by the UFED
device.

Cellebrite UFED Version 1.1.7.6 I
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Evaluation and Testing of Cellebrite UFED

he UFED interface is three separate parts; a

hardware device and two software programs.

The UFED hardware device initiates a connec-
tion to a mobile device to extract information. For each
of the tests below, the following general steps were
followed for data extraction:

1. When starting the device, a screen is presented to
select the type of extraction.

— i
Main Meru
Extract Phone Data
Extract SIMAISIM Data

Clome SiM 1D

2. Once an extraction type is selected, a mobile
device vendor and model selection screen is dis-
played.

Select Source

YWendor
OTEK

Sagerm

Sarmsung CDMA

SarrEung TOMA

U
rnsung X0/ ZX20
Sarmsung ZX30
Sarnsung 2440
Sarnsung D00

3. A memory source selection screen is displayed.

Select Source Mermory

4, The UFED will ask for the connection method to
be used for the extraction.

i

5. Next, the target for the extraction results will be
selected. Extraction to the USB device or SD card
will create a report in HTML and PDF formats on
the target media. Extraction to the PC will export
the results to either software, UFED Report Man-
ager or Physical Analyzer.

==

USE Disk Drive
=D card

6. The next screen allows for the selection of content
type to be extracted.

Select Content Types

=] Call Logs
1 Phonebook

Cellebrite UFED Version 1.1.7.6 IS
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f 8 = Evaluation and Testing of Cellebrite UFED

7. The UFED will provide instructions depending
on the connection type selected. Instructions for
connecting the UFED to a PC are shown in the
screenshot.

R
Transfer Instructions

Source: Connect Cable 73
Target: Target iz PC

8. At this point, if exporting to USB or SD devices,
the UFED will request that the target drive is con-
nected. If using a PC connection, the UFED will
request that the read icon in the PC application is
clicked. A progress window is displayed.

To start the bockup/restore
process

9. Upon completion, the UFED displayed a
confirmation screen.

e

Transfer cormpleted

sucoessiully
HLIM:
ESH: 35585301541450

If an SD card or USB drive was used to store the
results of the acquisition, the reports can be viewed
by connecting the external media to a PC. If the
target of the acquisition was a PC, the acquisition can
be further analyzed by using one of the two pieces

of software. Analysis of logical extractions can be
performed using UFED’s Report Manager. File system
or physical memory extractions can be analyzed with
UFED’s Physical Analyzer.

Report Manager’s user interface consists of three
panes. The left pane allows the user to select which in-
formation will be displayed in the right pane. The final
pane of the interface is the top icon bar that provides

quick access to common features of the tool.

s UFED  Help

=)

E e
New Open Save | Copy | Options Read UFED.
-l @] Name

Contacts (0)
&
SMS 0)

)
&
Calendar (0)
ol
=t
@
Audo (0)

]

Weos )

o
Contacts (0)

Following the extraction of a device with a target des-
tination of PC, the interface displays the Report tab to
the user. The report can also be exported from Report
Manager in several different formats. Useful informa-
tion can be added to the report through the Report
Details menu, which is accessed with the top icon bar
or through the application’s menu items.

3, UFED Report Manager- ()

D¢E o

New Open Save | Report Details | Options Read UFED
e ad Phone Examination Report Properties
)
Contacts (69) Selected Manufacturer: LG CDMA
Selected Model 'VX9100 enV2/VX3100M
é Detected Manufacturer: LG Electronics Inc.
5M5 (333) Detected Model (GMM): VX9100 203
Revision- S/ VER: VX310V0T7
if MEID: 268435457611796458 (HEX: A0000010B3FFEA)
CE\E‘AQE,N, CDMA MIN: 5172945950
MDN: 5172945350
_&j User Code: 5950
Images (71) Extraction start date/time: 01/02/12 10:41:25
Extraction end date/time: 01/02/12 10:54:36
@ Phone Date/Time: 01/02/12 15:13:45 (GMT)
Audio (49) Connection Type USB Cable
UFED Version: Software: 1.1.8.6 UFED , Full Image: 1.0.2.4 , Tiny Image: 1.0.2.1
ﬁ UFED SN 5604777
Vid :(37)
d Phone Examination Report Index

gl i ]

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



Report Details

Fields | Organization Logo |

Tille
Examination Report Details

List of fields
Case/ File Number
Examiner's Name
Department

Location

Oonos

MNotes

| (et

Apgly

Close

The application allows the user to search through
contacts, SMS and calendar events. Name or phone
number with a simple search dialog can search
contacts.

Find

Findwhat: bubba
[7] Match case
[T Match whole word

ENEESEEEEE

SMS messages can be searched using phone number,
text matching or a particular timeframe.

| Nomber | Nare | Message |DatefTime | SMSC
_— M hello e 72
Hey this is Paris
=== Resbeccs o quys wanns 262010 7211
: come out and play
= ihat 262010 7212,
-

Find E. [
Match phene number i
Match text

helo]
[F] Match case
] Match whle name 1
=
Time between
7] Select
| 1/31/2012 12:00:00 AM =)
and
[1731/2012 12:00:00 AM =

Evaluation and Testing of Cellebrite UFED = 9 i

Images discovered on the device can be displayed

and exported by selecting ‘Images’

File Images UFED Help

& ¥

Optiens Read UFED

B¢

New Open Save | Copy View

from the left pane.

8 -

Report

O N

Contacts (69)

m

- . . aQ
SMS (333)

\E 0515001128
Calendar (0} -
e - - F -
JG - 0515001128 0515001130 05150011302 0515001132 3
Images (71} |

The second piece of software supporting the UFED

is the Physical Analyzer. Physical Analyzer takes the
input from the UFED device of a physical or file system
dump. The interface is the same for both types of

extractions, but the amount of info
During extraction, the interface dis|

window with statistics on the files that are being trans-

ferred from the UFED to the PC.

rmation will vary.
plays a progress

_E_ UFED Downloader - — t

=y

Downloading file: Physical LG CDMA VX-9100 enV/ 2012_02_01 (001)/Flash

Total downloaded files: 0

Hapsed time: 00:01:42

bin Size: 134217728 bytes

Download path: C:AUsers"\Admin'\Desktop‘\physicalextraction L I
[ # s | [ 25 Open target folder |
[ Advanced

(i) Current file, Downloaded 1634688 bytes (1%)
(i) Cument file, Downloaded 1839024 bytes (1%)
(i) Curent file, Downloaded 2043360 bytes (1%)
(i) Cument file, Downloaded 2247696 bytes (1%)
(i) Curent fie, Downloaded 2452032 bytes (1%)
(i) Curent fie, Downloaded 2656368 bytes (1%)
(i) Cument file, Dowrloaded 2860704 bytes (2%)

m
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When the extraction is complete, a summary of the
extraction is displayed.

Information can be highlighted, bookmarked or copied
to the clipboard.

Much like the Report Manager, Physical Analyzer has
the capability to display data files such as images,
videos, audio and text. These are also related to the
file system where possible.

B Physical Analyzer - fecnl ]
Fle Viev Toos Python Plgins Report Help
G5 ESL| S Al Projects a
Project Tree 2 Welcome X | Extraction Summary X }Images (76) X bl
2
L) [Table View] Thumbnail View |
= 8 L6 COMAVXSI00enV
-y De? Image Name Path Sze  Metadatn
18— @ 502 rewimod 10883ar502i09 s -
(5.5 Memory Ranges =
55 Fle Sytems
& saalysa Dt
18 Bookmarks (0) 7] ‘ 506ipg orewimod/10889/ar/506 ipg 5664
& Datates
.
- Vs 37
3 dR Ao 7 @ £ orewimod 10889ar/509 99 1064
@[ Tea (5
) Togs
1B Repots
@ - Si2ig rewimod 10889ar512 09 10163
= - 03060015432 jpg Torewimod/10888/03060015482.jpg. 369001
[ ‘ 0306001658 g Tbrewimod/1088810306001658 jpg 384152

Physical Analyzer allows the user to traverse the file
system and view with a familiar tree structure.

L — =

e - Welcome X |~ Extraction Summary X} NAND (Flash.bin) X | - X
Fie View Tools Python Plug-ins Report Help Hex View
T D e a H2EBRE - o o3l [0
CCEm S AR Exrction Semmry X = 0B 00 00 EA AL 00 00 EA A0 00 00 EA SF 00 00 EA B
00 00 3D 00 00 Sc 00 00 SB 00 00 L4
Zn Extraction Summary [ cerre g | EREERET™™ - -~ - o~ <4 50 20 20 20 20
E Device Info - E3 00 20 80 ES
-8 imoges Baliaiipmcs, E5 50 02 SF ES
545 Menoy Ranges = LG CDMA_VX-9100 enV 1 o100 env E3:00:20480, E5
e N .. el E3 o0lE0len =S
-2 NVkems €FS (QC Partion: EFS: QIIJ Extraction start dat/ i 212012 1113111 A
TR ok s Bookmarked data is highlighted in red by default. The
48 e . . .
b i T T bookmarks tab displays a list and provides the capa-
s et ol bility to organize the bookmarks. Bookmarks can be
- rearranged or deleted. Data cannot be browsed within
& | B | s | b | the bookmarks tab. The search tool can be used to
76 (0) 37 (0) 73 (0) 5 (0)
; . find particular information.

Find o
Find | RegBx (GREF) | SMS 7bit (PDU) | Pattem | Code |
Options
s
[ Unique resuits only il
Alow symbols Search resuits window.
[ Show low match restits e e .
Winimum length il 2] skt —

Find allinstances
Show results comments (slower)

Type

[C] Unicode 7] 7B& [[] 7Bt reversed

& Advanced -
Maximum number of Upper/Lower case swiches A
Mazdmum number of Letter/Digt,/Symbcl switches P E
Minimum number of words T =
Space required every N chars 0
Maximum oceurrences of the following characters &
SMH="%55@ )"

Cortains the following word/words divided by spaces

The results of the search are presented in a list and
highlighted.

gWElmme X | Exraction Summary X | Images @) X " NAND (Flash.bin) | -x
Hex View
Ha2@L0 - & @ [E[EE

05 01 c5 00 53 17 11 10 05 02 07 00 57 [FNEE
73 07 00 6D 42 75 62 62 61 27 73 06
76 62 75 62 62 61 73 ©3 00 SE 17 30 09 01 05 | .vbubbas..®.0...
8B 62 75 6B 68 68 C5 00 32 17 51 30 09 01 0B | ..buhhh..2.Q0...
76 62 75 6E 63 68 65 73 21 79 6F 75 07 00 S9 | .vbunches! iy
75 6E 6E 69 65 73 C4 03 DD 17 57 09 01 C5 01 | Bunnies..
17 57 60 09 01 €3 02 5B 17 60 03 02 €5 00 2C | ..W ....[ .
65 70 05 01 08 00 73 62 75 73 6E 75 65 73 73 | .ep....sbusnuiss [
00 53 17 67 55 60 09 02 C4 00 35 17 68 09 01 | ..S.gU"....5.h..
17 58 17 70 09 01 0B 00 7F 62 75 74 2E 2E 2E
€1 72 €9 73 €6 00 27 17 71 14 09 01 CS 00 29
71 14 35 30 09 01 C7 00 27 17 71 14 60 09 01
00 BC 17 72 09 01 OE 00 AB 63 75 74 65 2C 66

Fle View Tools Python Plugins Report Help Search [158 results] ax
EEICE X arXd Al Projects [E @ (9 [ Find:
T & Welcome | Extraction Summary X | NAND (Flashibin) X alarm.dat X - X ot s P Valus e =
%8 @ [Hex View| File Info |
§8 Vo e laspese BEET =l [ foseosse oo oo [ &
& Rle Systems 01 00 94 91 A5 7D 02 00 06 00 00 00 01 00 5E BS | .. Xk 2 (x4BDE268 &5 Bubba
& EFS (EFS (QC Partition: EFS2, 9A 7D 02 00 68 00 00 00 01 00 OF 4C Al 7D 00 00 | .}. B 3 (x4BD8272 () bubba
(E‘ n‘«‘vnm 69 00 00 00 4 (xACBE9E BS bubba
= 5 (xACB4EAB [ Bubba
(15\’“ 1 (D4CE4EB2 05 bubba
B brew 7 (x4CBIASE o5 bubba
= cet 3 (x4CB1A98 5 Bubba
{5 devnul k] (4CB1AAZ D5 bubba LN
=i G — = \ :
Ben £2 Values [[E] Bookmarks | %_Highlights @ Search [159 results] |
E::;:““““ Il [Length: 0x8400000 |Offsct: 0x4BDB2SE [Selection: 05
5 fiptemp
=il Once all of the information has been processed and
£ mme1
= 5 reviewed, a report can be generated in several formats.
s EEEFEE . . N
S " o = e e Reports can be customized using the application’s set-
5 mm Bl . oo .
AT T N e i e tings to edit field names or add new fields to the report.

These reports can also be customized with formatted
text header and a logo.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



Test 1: LG VX-9900

This test was performed to determine how well the
UFED acquires data from an LG VX-9900.

Prior to starting the test, the phone’s battery was fully
charged and the phone was powered on.

Logical Extraction

The following steps were performed to extract logical
data:

1. Powered on the UFED device and selected Extract
Data from the menu.

2. Selected LG CDMA from the Source Vendor menu
and pressed OK.

3. Selected VX-9900 enV from the Source Model
menu and pressed OK.

4. Checked Phone (Phonebook) and Phone (Content)
from the Source Memory menu and pressed the
right arrow to continue. Memory Card (Content)
was not checked because there was no memory
card present.

5. Selected PC as the Target.

6. Checked all options, including Call Logs, Phone-
book, SMS, Pictures, Videos and Audio/Music
from the Content Types menu and hit the right
arrow to continue.

7. Connected the phone to the UFED with cable
93/113 as instructed by the UFED and pressed the
right arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Results of Logical Extraction

The UFED found three phonebook contacts, 90 incom-
ing calls, 90 outgoing calls, 90 missed calls, zero SMS
messages, 43 images, eight videos and zero audio

Evaluation and Testing of Cellebrite UFED = 1 1 i

files. The results match the data found when manually
examining the phone.

File System

The following steps were performed to dump the file
system:

1. Selected File System Dump from the UFED main
menu and pressed OK.

2. Selected LG CDMA from the Source Vendor menu
and pressed OK.

3. Selected VX-9900 enV from the Source Model
menu and pressed OK.

4. Selected Normal EFS as the mode and pressed
OK.

5. Selected PC as the Target.

6. Connected the phone to the UFED with cable
93/113 as instructed by the UFED and pressed the
right arrow to Start.

7. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results of File System Dump

The file system dump was successful and can be
examined within Physical Analyzer.

Physical Dump

The following steps were performed to obtain a
physical dump:

1. Selected Physical Dump from the UFED main
menu and pressed OK.

2. Selected LG CDMA from the Source Vendor menu
and pressed OK.

3. Selected VX-9900 enV from the Source Model
menu and pressed OK.

Cellebrite UFED Version 1.1.7.6 I
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4. Selected PC as the Target.

5. Connected the phone to the UFED with cable
93/113 as instructed by the UFED and pressed the
right arrow to Start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the
physical dump.

Results of Physical Dump

The physical dump was completed successfully and
an image of the phone’s flash memory was created.

Extract Passwords

The following steps were performed to extract pass-
words:

1. Selected Extract Passwords from the UFED main
menu and pressed OK.

2. Selected LG CDMA from the Source Vendor menu
and pressed OK.

3. Selected VX-9900 enV from the Source Model
menu and pressed OK.

4. Selected Display Only as the target.

5. Connected the phone to the UFED with cable
93/113 as instructed by the UFED and pressed the
right arrow to Start.

Results of Password Extraction

The user code, ESN/MEID, phone number and MIN
were extracted successfully.

Test 2: Motorola V3M

This test was performed to determine how well the
UFED acquires data from a Motorola V3M.

Prior to starting the test, the phone’s battery was fully
charged and the phone was powered on.

Logical Data

The following steps were performed to extract logical
data:

1. Powered on UFED device and selected Extract
Phone Data from the main menu.

2. Selected Motorola CDMA from the Source Vendor
menu and pressed OK.

3. Selected V3m RAZR from the Source Model menu
and pressed OK.

4. Checked Phone (Phonebook) and Phone (Content)
from the Source Memory menu and pressed the
right arrow to continue. Note: Memory Card
(Content) was not checked since a memory card
was not present.

5. Selected PC as the Target.

6. Checked off all options including Call Logs,
Phonebook, SMS, Pictures and Video from the
Content Types menu and hit the right arrow to
continue.

7. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Results of Logical Extraction

The UFED found one contact, one sent SMS, four
outgoing calls, 31 images and one video. The results
match the data found when manually examining the
phone.

File System

The following steps were performed to dump the file
system:

1. Selected File System Dump from the UFED main
menu and pressed OK.
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2. Selected Motorola CDMA from the Source Vendor
menu and pressed OK.

3. Selected V3m RAZR from the Source Model menu
and pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results of File System Dump

The file system dump completed successfully,
although Physical Analyzer could not decode the
extracted data.

Extract Passwords

The following steps were performed to extract
passwords:

1. Selected Extract Passwords from the UFED main
menu and pressed OK.

2. Selected Motorola CDMA from the Source Vendor
menu and pressed OK.

3. Selected V3m RAZR from the Source Model menu
and pressed OK.

4. Selected Display Only as the target.

5. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

Results of Password Extraction

The user code and the security code were extracted

successfully.
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Test 3: Nokia 2610

This test was performed to determine how well the
UFED acquires data from a Nokia 2610.

Prior to starting the test, the phone’s battery was fully
charged and the phone was powered on.

Logical Data

The following steps were performed to extract logical
data:

1. Powered on UFED device and selected Extract
Phone Data from the UFED main menu and
pressed OK.

2. Selected Nokia GSM from the Source Vendor
menu and pressed OK.

3. Selected 2610/2626 from the Source Model menu
and pressed OK.

4. Checked Phone from the Source Memory menu
and hit Next. SIM was not checked because the
phone did not contain a SIM card.

5. Selected PC as the Target.

6. Checked all options including Call Logs, Phone-
book, SMS, Calendar, Ringtones and Audio/Music
from the Content Types menu and hit the right
arrow to continue.

7. Connected the phone to the UFED with cable 53
as instructed by the UFED and pressed the right
arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Results of Logical Extraction

The UFED found one phonebook contact, 12 received
SMS messages, one calendar event, one outgoing
call, eight audio files and 11 ringtones. The results
match the data found when manually examining the
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phone. The phonebook could not be verified because
it could not be accessed without a SIM card in the
phone. A cloned SIM card could alleviate some of
these issues.

File System

The following steps were performed to dump the file
system:

1. Selected File System Dump from the UFED main
menu and pressed OK.

2. Selected Nokia GSM from the Source Vendor
menu and pressed OK.

3. Selected 2610 from the Source Model menu and
pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 53
as instructed by the UFED and pressed the right
arrow to Start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results of File System Dump

The file system dump was successful and can be
examined within Physical Analyzer.

Test 4: Motorola V3xx

This test was performed to determine how well the
UFED acquires data from a Motorola V3xx.

Prior to starting the test, the phone’s battery was fully
charged and the phone was powered on.
Logical Data

The following steps were performed to extract logical
data:

1. Powered on UFED device and selected Extract
Phone Data from the UFED main menu and
pressed OK.

2. Selected Motorola GSM from the Source Vendor
menu and pressed OK.

3. Selected V3xx from the Source Model menu and
pressed OK.

4. Checked Phone (Phonebook), Phone (Content)
and Memory Card (Content). Note: There was a
4 GB SanDisk micro SD card included with the
phone.

5. Selected PC as the Target.

6. Checked all options, including Call Logs, Phone-
book, SMS, Calendar, Pictures, Videos, Ringtones
and Audio/Music from the Content Types menu
and hit the right arrow to continue.

7. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

8. Instructions for changing the phone’s connectivity
settings appeared on the UFED, but the phone’s
menu could not be accessed because there was
no SIM card.

9. The phone book read failed. After retrying it
several times without success, the F3 button was
pressed to skip that step.

10. The calendar read failed. After retrying it several
times without success, the F3 button was pressed
to skip that step.

11. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Results of Logical Extraction

The UFED found zero SMS messages, 230 images,
zero videos, zero ringtones, and two audio files. The
results could not be verified because the phone menus
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could not be accessed without a SIM card. The UFED
failed to read the phonebook and calendar. This is
likely because the phone did not have a SIM card.

File System

The following steps were performed to dump the file
system:

1. Selected File System Dump from the UFED main
menu and pressed OK.

2. Selected Motorola GSM from the Source Vendor
menu and pressed OK.

3 Selected V3xx from the Source Model menu and
pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results of File System Dump
The file system dump was successful and can be
examined within Physical Analyzer.

Physical Dump

The following steps were performed to obtain a physi-
cal dump:

1. Selected File System Dump from the UFED main
menu and pressed OK.

2. Selected Motorola GSM from the Source Vendor
menu and pressed OK.

3. Selected V3xx from the Source Model menu and
pressed OK.

4. Selected PC as the Target.
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5. Connected the phone to the UFED with cable 80
as instructed by the UFED and pressed the right
arrow to Start.

6. Instructions for changing the phone’s connectivity
settings appeared on the UFED, but the phone’s
menu could not be accessed because there was
no SIM card.

7. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

8. Received error that said that a connection could
not be made to the phone. Attempted to retry sev-
eral times without success and eventually pressed
the left arrow to abort the process.

Results of Physical Dump

A connection could not be established to perform a
physical dump. It is likely the connection could not be
made because the phone was lacking a SIM card. It is
likely that these shortcomings could be alleviated with
the use of a cloned ‘dummy’ SIM card.

Test 5: LG C729 Double Play

This test was performed to determine how well the
UFED acquires data from an LG C729. The device is
running the Android Operating System, version 2.3.4.

Prior to starting the test, the phone’s battery was fully
charged and the phone was powered on.

The following steps were performed to extract logical
data:

1. Powered on UFED device and selected Extract
Phone Data from the UFED main menu and
pressed OK.

2. Selected LG GSM from the Source Vendor menu
and pressed OK.

3. Selected C729 Double Play (Android) from the
Source Model menu and pressed OK.
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4. Checked off Phone and Memory Card from the
Source Memory menu and hit Next.

5. Selected PC as the Target.

6. Checked off all options including Call Logs,
Phonebook, SMS, Calendar, MMS, Pictures, Vid-
eos, Ringtones and Audio/Music from the Content
Types menu and hit the right arrow to continue.

7. Connected the phone to the UFED with cable 100
as instructed by the UFED and pressed the right
arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Result of Logical Extraction

The UFED found 87 phonebook contacts, 44 calen-
dar events and 78 entries in the call log, including 26
outgoing, 36 incoming and 16 missed calls. In addi-
tion, one ringtone, 193 pictures and 20 audio files were
extracted. The results match the data found when
manually examining the phone, with the exception of
SMS extraction causing an error. No SMS messages
were able to be written to the PC after reading them
from the device.

File System

The following steps were performed to extract the file
system:

1. Selected File System Extraction from the UFED
main menu and pressed OK.

2. Selected LG GSM from the Source Vendor menu
and pressed OK.

3. Selected C729 Double Play (Android) from the
Source Model menu and pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 100
as instructed by the UFED and pressed the right
arrow to Start.

6.

Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Result of File System Extraction

The file system extraction was successful and can be

examined within Physical Analyzer.

Physical Memory

The following steps were performed to extract the

physical memory:

1.

N

Selected Physical Extraction from the UFED main
menu and pressed OK.

. Selected LG GSM from the Source Vendor menu

and pressed OK.

. Selected C729 Double Play (Android) from the

Source Model menu and pressed OK.

. Selected PC as the Target.

. Connected the phone to the UFED with cable 100

as instructed by the UFED and pressed the right
arrow to Start.

. Opened the Physical Analyzer application, clicked

the Read Data from UFED button, selected the
download path, and pressed start to begin the
extraction.

Result of the Physical Extraction

The physical extraction was successful and can be

examined within Physical Analyzer.

Test 6: Apple iPhone 4S

This test was performed to determine how well the

UFED acquires data from an iPhone 4S.

Prior to starting the test, the phone’s battery was fully

charged and the phone was powered on.
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The following steps were performed to extract logical
data:

1. Powered on UFED device and select Extract
Phone Data from the UFED main menu and
pressed OK.

2. Selected Apple from the Source Vendor menu and
pressed OK.

3. Selected iPhone 4/4S GSM from the Source Model
menu and pressed OK.

4. Checked off Phone from the Source Memory menu
and hit Next. The SIM card was not extracted in
this test.

5. Selected PC as the Target.

6. Checked off all options, including Call Logs,
Phonebook, SMS, MMS, Ringtones, Videos and
Audio/Music from the Content Types menu and hit
the right arrow to continue.

7. Connected the phone to the UFED with cable 110
as instructed by the UFED and pressed the right
arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Result of Logical Extraction

The UFED found 107 phonebook contacts, 2,717 SMS
messages and 100 entries in the call log, including 60
outgoing, 26 incoming and 14 missed calls. In addi-
tion, 41 ringtones, 242 pictures and 16 videos were
extracted. The results match the data found when
manually examining the phone, with the exception of
audio file extraction causing an error. There were 41
songs listed in the phone according to manual exami-
nation.

File System

The following steps were performed to extract the file
system:
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1. Selected File System Extraction from the UFED
main menu and pressed OK.

2. Selected Apple from the Source Vendor menu and
pressed OK.

3. Selected iPhone 4S from the Source Model menu
and pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 110
as instructed by the UFED and pressed the right
arrow to start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results

The file system extraction was successful and can be
examined within Physical Analyzer.

Test 7: Apple iPhone 3GS

This test was performed to determine how well the
UFED acquires data from an iPhone 3GS. Prior to
starting the test, the phone’s battery was fully charged
and the phone was powered on.

The following steps were performed to extract logical
data:

1. Powered on UFED device and selected Extract
Phone Data from the UFED main menu and
pressed OK.

2. Selected Apple from the Source Vendor menu and
pressed OK.

3. Selected iPhone 4/4S GSM from the Source Model
menu and pressed OK.

4. Checked off Phone from the Source Memory
menu and hit Next. SIM card was not extracted in
this test.

5. Selected PC as the Target.
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6. Checked off all options including Call Logs,
Phonebook, SMS, MMS, Ringtones, Videos and
Audio/ Music from the Content Types menu and hit
the right arrow to continue.

7. Connected the phone to the UFED with cable 110
as instructed by the UFED and pressed the right
arrow to Start.

8. When the extraction was completed, the UFED
Report Manager application was opened and the
Read UFED button was clicked to download the
report to the computer.

Result of Logical Extraction

The UFED found 85 phonebook contacts, 1,606 SMS
messages and 107 entries in the call log, including 32
outgoing, 53 incoming and 22 missed calls. In addi-
tion, 775 pictures and three videos were extracted and
four voicemails. There were 2,259 songs listed in the
phone, according to manual examination.

The results match the data found when manually
examining the phone.

File System Extraction

The following steps were performed to extract the file
system:

1. Selected File System Extraction from the UFED
main menu and pressed OK.

2. Selected Apple from the Source Vendor menu and
pressed OK.

3. Selected iPhone 4S from the Source Model menu
and pressed OK.

4. Selected PC as the Target.

5. Connected the phone to the UFED with cable 110
as instructed by the UFED and pressed the right
arrow to start.

6. Opened the Physical Analyzer application, clicked
the Read Data from UFED button, selected the
download path, and pressed start to begin the file
system extraction.

Results of File System Extraction

The file system extraction was successful and the
resultant data was examined within Physical Analyzer.
The results were the same as the logical extraction.
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Conclusion

ellebrite’s UFED performed consistently well
during the testing. Connectivity issues be-

tween the UFED and phones tested were rare.

In these tests, the UFED only had difficulty connect-
ing to certain GSM phones that did not contain a SIM
card, and these issues most likely could be remedied
by creating a cloned SIM card.

The UFED’s physical interface is simple to use and it
is easy to select certain information to extract from a
phone. The user interface of the software is presented
well, allowing quick discovery of desired information.
Searching is implemented well in both software tools,
providing the ability to search for information relevant
to an investigation. Cellebrite’s Report Manager
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customizes the search dialog box for the appropri-
ate fields based within the current view. However, the
Report Manager does not provide the capability to
search the entire extraction for a particular string. The
Physical Analyzer provides additional search capabili-
ties not found in the Report Manager.

The physical device and the two software applications
do an excellent job of extracting and interpreting the
data. In order to maintain maximum operational capa-
bility, users will have to keep both software packages
and the UFED up to date. The combination of a physi-
cal device and software applications have proven to
work together to successfully complete investigations.
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	in support of the NIJ Research, Development, Testing 
	and Evaluation (RDT&E) process. 
	The National Institute of Justice RDT&E process helps ensure that NIJ’s research portfolios are aligned to best address the technology needs of the criminal justice community. The rigorous process has five phases: 
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	n Phase I: Determine technology needs principally in partnership with the law Enforcement and Corrections Technology advisory Council (lECTaC) and the appropriate Technology Working group (TWg). NIJ identifies criminal justice practitioners’ functional requirements for new tools and technologies. (For more information on LECTAC and the TWGs, visit .) 
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	process. After grants are awarded, the grantee and the NIJ program manager then work collaboratively to develop the solutions. 
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	n Phase v: Build capacity and conduct outreach to ensure that the new tool or technology benefits practitioners. NIJ publishes guides and standards and provides technology assistance to second adopters.
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	The High Priority Criminal Justice Technology Needs are organized into five functional areas: 
	n Protecting the Public. 
	n Ensuring Officer Safety. 
	n Confirming the Guilty and Protecting the Innocent. 
	n Improving the Efficiency of Justice. 
	n Enabling Informed Decision-Making. 
	The NIJ ECTCoE tool, technology and training evaluation and testing reports support the NIJ RDT&E process, which addresses high priority needs for criminal justice technology. 
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	National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009 NCJ 225375. 
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	ith the world becoming more mobile every day, law enforcement encounters more cellphones and mobile devices in their investigations. Many tools exist on the market to process these mobile devices, but every tool does not support every device. 
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	-
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	Cellebrite’s Universal Forensics Extraction Device (UFED) is a hardware-based platform that supports extraction of data from more than 4,000 phones and devices. The hardware is available in both standard and ruggedized versions. The ruggedized version is designed for field use by military, law enforcement and government agencies, and the standard version for office and lab use. Along with the standard hardware, Cellebrite offers an upgrade package called Physical Pro, which is designed to perform physical m
	Product Information 
	Product Information 
	The following information is from Cellebrite’s website: 
	The Cellebrite UFED forensics system is the ultimate standalone mobile forensic device, ready for use out in the field or in the lab. 
	The Cellebrite UFED forensics system is the ultimate standalone mobile forensic device, ready for use out in the field or in the lab. 
	The UFED system extracts vital information from 95 percent of all cellular phones on the market today, including smartphones and PDA devices (Palm OS, Microsoft, Blackberry, Symbian, iPhone and Google Android). Simple to use even in the field, with no PC required, the UFED can easily store hundreds of phonebooks and content items onto an SD card or USB flash drive. 
	Cellebrite UFED supports all known cellular device interfaces, including serial, USB, infrared and Bluetooth. Extractions can then be brought back to 
	Cellebrite UFED supports all known cellular device interfaces, including serial, USB, infrared and Bluetooth. Extractions can then be brought back to 
	-

	the forensic lab for review and verification using the reporting/analysis tool. Cellebrite works exclusively with most major carriers worldwide, including Verizon Wireless, AT&T, Sprint/Nextel, T-Mobile, Rogers Wireless-Canada, Orange France and Telstra Australia, as well as 140 others. This ensures that future devices are supported prior to retail launch. 
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	Product Description 
	Product Description 
	The following information is from the UFED manual: 
	The Cellebrite UFED forensics system empowers law enforcement, antiterror and security organizations to capture critical forensic evidence from mobile phones, smartphones and PDAs. 
	The Cellebrite UFED forensics system empowers law enforcement, antiterror and security organizations to capture critical forensic evidence from mobile phones, smartphones and PDAs. 
	-

	UFED extracts vital data such as phonebook, camera pictures, videos, audio, text messages (SMS), call logs, ESN IMEI, ICCID and IMSI information from over 1,600 handset models, including Symbian, Microsoft Mobile, Blackberry and Palm OS devices. 
	-
	-

	Cellebrite UFED enables SIM ID cloning, allowing you to extract phone data while preventing the cellular device from connecting to the network. 
	-

	The UFED can extract data from a phone, or directly from the SIM card. When extracting from a phone, the UFED connects to the phone via cable, Blue-tooth or infrared, and the data is read logically from the phone. It also performs a physical extraction from SIM cards, allowing extraction of additional data such as deleted SMS, ICCID, IMSI, location information and more. 
	Data is copied to any standard USB flash drive or SD card and is then organized into clear and concise reports. 
	-

	Data can also be copied directly to a computer via the UFED Physical Analyzer interface, as is indicated in the Test Bed Configuration section on page 5. 
	Cellebrite’s industry expertise provides reliability and ease-of-use, and ensures the broadest support for handset varieties, including updates for newly released models even before they are available in the market. 
	Portable and easy to operate, the UFED can be used in the forensic lab as well as in the field. The UFED is a handheld device, without the need for a PC in the field. The ruggedized version comes with a hard-sided case and battery power for even greater mobility and flexibility, and is fully loaded with all needed accessories. 
	The UFED Report Manager software on your PC creates detailed reports of the extracted data that can be used as evidence. Reports include full extraction details, as well as MD5 hash information that proves that the data is original and untouched. 


	special Features 
	special Features 
	special Features 
	The following features are from Cellebrite’s website: 
	n The UFED allows you to extract a wide variety of data types, including: 
	o 
	o 
	o 
	Contacts. 

	o 
	o 
	SMS text messages. 


	o 
	o 
	o 
	Deleted text messages (SIM/USIM). 

	o 
	o 
	Call history (Received, Dialed, Missed). 

	o 
	o 
	Audio. 

	o 
	o 
	Video. 

	o 
	o 
	Pictures and images. 

	o 
	o 
	Ringtones. 

	o 
	o 
	Phone details (IMEI / ESN, phone number). 


	n The Cellebrite UFED system comes complete with a user-friendly PC reporting and analysis software application. Easy-to-analyze report logs can be generated in HTML, XLS, CSV and XML formats, providing organized printouts for use as a reference and in the courtroom. 

	Target Customers 
	Target Customers 
	The target customers for the UFED are state and local law enforcement organizations that have an interest in the forensic examination of cellphones. The UFED is a forensic acquisition tool that provides reports in an easy-to-read format. 

	law Enforcement applications 
	law Enforcement applications 
	Cellebrite’s UFED is designed to assist state and local law enforcement with the acquisition of, and reporting on, both logical and physical examinations of mobile devices such as cellphones, PDAs and GPS device. 
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	Test Bed Configuration 
	he UFED is a hardware device that can be used standalone (without a computer) to perform data extraction. However, in order to view any HTML reports, a target device (thumb drive, SD card, etc.) must be connected to a computer. Software applications developed by Cellebrite allow capturing the acquisition directly to a computer; this is the method used in this testing. 
	T
	-
	-

	The test machine is a Dell OptiPlex 760 with a clean Windows 7 x64 installation, 4GB of RAM, and a 
	2.66 GHz Intel Core 2 Duo processor. Installed on this machine were Cellebrite’s UFED Report Manager (v 1.8.3.171110) and UFED Physical Analyzer (v 2.2.0.8966). Report Manager is used to perform logical acquisitions and Physical Analyzer is used for physical acquisitions. 
	-

	Configuration of UFED 
	Configuration of UFED 
	The software installers were downloaded for UFED Report Manager and UFED Physical Analyzer from Cellebrite’s website. Once downloaded, the setup files were executed and the installer prompts were stepped through. 
	In order to connect the UFED to a workstation, the UFED Physical Analyzer software needs to register the device to the PC. The software supports two methods of activation: a hardware license key or an activation code provided by the UFED. The configuration of the UFED was performed using the following steps: 
	1. 
	1. 
	1. 
	Opened Physical Analyzer. Since this was the first time the software was run, an activation window loaded automatically. 

	2. 
	2. 
	Performed activation according to the user manual using the activation code provided by the UFED device. 




	Evaluation and Testing of Cellebrite UFED 
	Evaluation and Testing of Cellebrite UFED 
	he UFED interface is three separate parts; a hardware device and two software programs. The UFED hardware device initiates a connection to a mobile device to extract information. For each of the tests below, the following general steps were followed for data extraction: 
	T
	-

	1. 
	1. 
	1. 
	When starting the device, a screen is presented to select the type of extraction. 

	2. 
	2. 
	Once an extraction type is selected, a mobile device vendor and model selection screen is displayed. 
	-


	3. 
	3. 
	A memory source selection screen is displayed. 


	Sect
	Figure
	Figure
	4. 
	4. 
	4. 
	The UFED will ask for the connection method to be used for the extraction. 

	5. 
	5. 
	Next, the target for the extraction results will be selected. Extraction to the USB device or SD card will create a report in HTML and PDF formats on the target media. Extraction to the PC will export the results to either software, UFED Report Manager or Physical Analyzer. 
	-


	6. 
	6. 
	The next screen allows for the selection of content type to be extracted. 


	Figure
	Figure
	Figure
	Figure

	7. The UFED will provide instructions depending Report Manager’s user interface consists of three on the connection type selected. Instructions for panes. The left pane allows the user to select which in-connecting the UFED to a PC are shown in the formation will be displayed in the right pane. The final screenshot. pane of the interface is the top icon bar that provides 
	quick access to common features of the tool. 
	quick access to common features of the tool. 
	Figure
	8. 
	8. 
	8. 
	8. 
	At this point, if exporting to USB or SD devices, the UFED will request that the target drive is connected. If using a PC connection, the UFED will request that the read icon in the PC application is clicked. A progress window is displayed. 
	-



	9. 
	9. 
	Upon completion, the UFED displayed a confirmation screen. 


	Figure
	Figure
	If an SD card or USB drive was used to store the results of the acquisition, the reports can be viewed by connecting the external media to a PC. If the target of the acquisition was a PC, the acquisition can be further analyzed by using one of the two pieces of software. Analysis of logical extractions can be performed using UFED’s Report Manager. File system or physical memory extractions can be analyzed with UFED’s Physical Analyzer. 
	Figure
	Following the extraction of a device with a target destination of PC, the interface displays the Report tab to the user. The report can also be exported from Report Manager in several different formats. Useful information can be added to the report through the Report Details menu, which is accessed with the top icon bar or through the application’s menu items. 
	-
	-

	Figure

	Figure
	The application allows the user to search through contacts, SMS and calendar events. Name or phone number with a simple search dialog can search contacts. 
	The application allows the user to search through contacts, SMS and calendar events. Name or phone number with a simple search dialog can search contacts. 


	Figure
	SMS messages can be searched using phone number, text matching or a particular timeframe. 
	Images discovered on the device can be displayed and exported by selecting ‘Images’ from the left pane. 
	Figure
	The second piece of software supporting the UFED is the Physical Analyzer. Physical Analyzer takes the input from the UFED device of a physical or file system dump. The interface is the same for both types of extractions, but the amount of information will vary. During extraction, the interface displays a progress window with statistics on the files that are being transferred from the UFED to the PC. 
	-

	Figure
	When the extraction is complete, a summary of the Information can be highlighted, bookmarked or copied extraction is displayed. to the clipboard. 
	Sect
	Figure
	Figure
	Much like the Report Manager, Physical Analyzer has the capability to display data files such as images, videos, audio and text. These are also related to the file system where possible. 
	Much like the Report Manager, Physical Analyzer has the capability to display data files such as images, videos, audio and text. These are also related to the file system where possible. 


	Figure
	Physical Analyzer allows the user to traverse the file system and view with a familiar tree structure. 
	Physical Analyzer allows the user to traverse the file system and view with a familiar tree structure. 


	Figure
	Bookmarked data is highlighted in red by default. The bookmarks tab displays a list and provides the capability to organize the bookmarks. Bookmarks can be rearranged or deleted. Data cannot be browsed within the bookmarks tab. The search tool can be used to find particular information. 
	-

	Figure
	The results of the search are presented in a list and highlighted. 
	The results of the search are presented in a list and highlighted. 


	Figure
	Once all of the information has been processed and reviewed, a report can be generated in several formats. Reports can be customized using the application’s set-tings to edit field names or add new fields to the report. These reports can also be customized with formatted text header and a logo. 
	Once all of the information has been processed and reviewed, a report can be generated in several formats. Reports can be customized using the application’s set-tings to edit field names or add new fields to the report. These reports can also be customized with formatted text header and a logo. 



	Test 1: lg vX-9900 
	Test 1: lg vX-9900 
	This test was performed to determine how well the UFED acquires data from an LG VX-9900. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	logical Extraction 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	Powered on the UFED device and selected Extract Data from the menu. 

	2. 
	2. 
	Selected LG CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected VX-9900 enV from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked Phone (Phonebook) and Phone (Content) from the Source Memory menu and pressed the right arrow to continue. Memory Card (Content) was not checked because there was no memory card present. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked all options, including Call Logs, Phone-book, SMS, Pictures, Videos and Audio/Music from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 93/113 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	results of logical Extraction 
	The UFED found three phonebook contacts, 90 incoming calls, 90 outgoing calls, 90 missed calls, zero SMS messages, 43 images, eight videos and zero audio 
	The UFED found three phonebook contacts, 90 incoming calls, 90 outgoing calls, 90 missed calls, zero SMS messages, 43 images, eight videos and zero audio 
	-

	files. The results match the data found when manually examining the phone. 

	File system 
	The following steps were performed to dump the file system: 
	1. 
	1. 
	1. 
	1. 
	Selected File System Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected VX-9900 enV from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected Normal EFS as the mode and pressed OK. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Connected the phone to the UFED with cable 93/113 as instructed by the UFED and pressed the right arrow to Start. 

	7. 
	7. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 



	results of File system Dump 
	The file system dump was successful and can be examined within Physical Analyzer. 
	Physical Dump 
	The following steps were performed to obtain a physical dump: 
	1. 
	1. 
	1. 
	1. 
	Selected Physical Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected VX-9900 enV from the Source Model menu and pressed OK. 


	4. 
	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 93/113 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the physical dump. 


	results of Physical Dump 
	The physical dump was completed successfully and an image of the phone’s flash memory was created. 
	Extract Passwords 
	The following steps were performed to extract passwords: 
	-

	1. 
	1. 
	1. 
	Selected Extract Passwords from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected VX-9900 enV from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected Display Only as the target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 93/113 as instructed by the UFED and pressed the right arrow to Start. 


	results of Password Extraction 
	The user code, ESN/MEID, phone number and MIN were extracted successfully. 


	Test 2: Motorola v3M 
	Test 2: Motorola v3M 
	Test 2: Motorola v3M 
	This test was performed to determine how well the UFED acquires data from a Motorola V3M. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	logical Data 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	Powered on UFED device and selected Extract Phone Data from the main menu. 

	2. 
	2. 
	Selected Motorola CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected V3m RAZR from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked Phone (Phonebook) and Phone (Content) from the Source Memory menu and pressed the right arrow to continue. Note: Memory Card (Content) was not checked since a memory card was not present. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked off all options including Call Logs, Phonebook, SMS, Pictures and Video from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	results of logical Extraction 
	The UFED found one contact, one sent SMS, four outgoing calls, 31 images and one video. The results match the data found when manually examining the phone. 
	File system 
	The following steps were performed to dump the file system: 
	1. Selected File System Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	2. 
	Selected Motorola CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected V3m RAZR from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 


	results of File system Dump 
	The file system dump completed successfully, although Physical Analyzer could not decode the extracted data. 
	Extract Passwords 
	The following steps were performed to extract passwords: 
	1. 
	1. 
	1. 
	Selected Extract Passwords from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Motorola CDMA from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected V3m RAZR from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected Display Only as the target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 


	results of Password Extraction 
	The user code and the security code were extracted successfully. 

	Test 3: Nokia 2610 
	Test 3: Nokia 2610 
	This test was performed to determine how well the UFED acquires data from a Nokia 2610. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	logical Data 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	1. 
	Powered on UFED device and selected Extract Phone Data from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Nokia GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected 2610/2626 from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked Phone from the Source Memory menu and hit Next. SIM was not checked because the phone did not contain a SIM card. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked all options including Call Logs, Phone-book, SMS, Calendar, Ringtones and Audio/Music from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 53 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 



	results of logical Extraction 
	The UFED found one phonebook contact, 12 received SMS messages, one calendar event, one outgoing call, eight audio files and 11 ringtones. The results match the data found when manually examining the 
	The UFED found one phonebook contact, 12 received SMS messages, one calendar event, one outgoing call, eight audio files and 11 ringtones. The results match the data found when manually examining the 
	phone. The phonebook could not be verified because it could not be accessed without a SIM card in the phone. A cloned SIM card could alleviate some of these issues. 

	File system 
	File system 
	The following steps were performed to dump the file system: 
	1. 
	1. 
	1. 
	Selected File System Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Nokia GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected 2610 from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 53 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 


	results of File system Dump 
	The file system dump was successful and can be examined within Physical Analyzer. 


	Test 4: Motorola v3xx 
	Test 4: Motorola v3xx 
	Test 4: Motorola v3xx 
	This test was performed to determine how well the UFED acquires data from a Motorola V3xx. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	logical Data 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	Powered on UFED device and selected Extract Phone Data from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Motorola GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected V3xx from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked Phone (Phonebook), Phone (Content) and Memory Card (Content). Note: There was a 4 GB SanDisk micro SD card included with the phone. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked all options, including Call Logs, Phone-book, SMS, Calendar, Pictures, Videos, Ringtones and Audio/Music from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	Instructions for changing the phone’s connectivity settings appeared on the UFED, but the phone’s menu could not be accessed because there was no SIM card. 

	9. 
	9. 
	The phone book read failed. After retrying it several times without success, the F3 button was pressed to skip that step. 

	10. 
	10. 
	The calendar read failed. After retrying it several times without success, the F3 button was pressed to skip that step. 

	11. 
	11. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	results of logical Extraction 
	The UFED found zero SMS messages, 230 images, zero videos, zero ringtones, and two audio files. The results could not be verified because the phone menus 
	The UFED found zero SMS messages, 230 images, zero videos, zero ringtones, and two audio files. The results could not be verified because the phone menus 
	could not be accessed without a SIM card. The UFED failed to read the phonebook and calendar. This is likely because the phone did not have a SIM card. 


	File system 
	The following steps were performed to dump the file system: 
	1. 
	1. 
	1. 
	Selected File System Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Motorola GSM from the Source Vendor menu and pressed OK. 


	3 Selected V3xx from the Source Model menu and pressed OK. 
	4. 
	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 


	results of File system Dump 
	The file system dump was successful and can be examined within Physical Analyzer. 
	Physical Dump 
	The following steps were performed to obtain a physical dump: 
	-

	1. 
	1. 
	1. 
	Selected File System Dump from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Motorola GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected V3xx from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 


	5. 
	5. 
	5. 
	5. 
	Connected the phone to the UFED with cable 80 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Instructions for changing the phone’s connectivity settings appeared on the UFED, but the phone’s menu could not be accessed because there was no SIM card. 

	7. 
	7. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 

	8. 
	8. 
	Received error that said that a connection could not be made to the phone. Attempted to retry several times without success and eventually pressed the left arrow to abort the process. 
	-




	results of Physical Dump 
	A connection could not be established to perform a physical dump. It is likely the connection could not be made because the phone was lacking a SIM card. It is likely that these shortcomings could be alleviated with the use of a cloned ‘dummy’ SIM card. 

	Test 5: lg C729 Double Play 
	Test 5: lg C729 Double Play 
	This test was performed to determine how well the UFED acquires data from an LG C729. The device is running the Android Operating System, version 2.3.4. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	1. 
	Powered on UFED device and selected Extract Phone Data from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected C729 Double Play (Android) from the Source Model menu and pressed OK. 


	4. 
	4. 
	4. 
	Checked off Phone and Memory Card from the Source Memory menu and hit Next. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked off all options including Call Logs, Phonebook, SMS, Calendar, MMS, Pictures, Videos, Ringtones and Audio/Music from the Content Types menu and hit the right arrow to continue. 
	-


	7. 
	7. 
	Connected the phone to the UFED with cable 100 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	result of logical Extraction 
	The UFED found 87 phonebook contacts, 44 calendar events and 78 entries in the call log, including 26 outgoing, 36 incoming and 16 missed calls. In addition, one ringtone, 193 pictures and 20 audio files were extracted. The results match the data found when manually examining the phone, with the exception of SMS extraction causing an error. No SMS messages were able to be written to the PC after reading them from the device. 
	-
	-

	File system 
	The following steps were performed to extract the file system: 
	1. 
	1. 
	1. 
	Selected File System Extraction from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected C729 Double Play (Android) from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 100 as instructed by the UFED and pressed the right arrow to Start. 


	6. Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 
	result of File system Extraction 
	The file system extraction was successful and can be examined within Physical Analyzer. 
	Physical Memory 
	The following steps were performed to extract the physical memory: 
	1. 
	1. 
	1. 
	Selected Physical Extraction from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected LG GSM from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected C729 Double Play (Android) from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 100 as instructed by the UFED and pressed the right arrow to Start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the extraction. 


	result of the Physical Extraction 
	The physical extraction was successful and can be examined within Physical Analyzer. 


	Test 6: apple iPhone 4s 
	Test 6: apple iPhone 4s 
	Test 6: apple iPhone 4s 
	This test was performed to determine how well the UFED acquires data from an iPhone 4S. 
	Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 

	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	Powered on UFED device and select Extract Phone Data from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Apple from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected iPhone 4/4S GSM from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked off Phone from the Source Memory menu and hit Next. The SIM card was not extracted in this test. 

	5. 
	5. 
	Selected PC as the Target. 

	6. 
	6. 
	Checked off all options, including Call Logs, Phonebook, SMS, MMS, Ringtones, Videos and Audio/Music from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 110 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	result of logical Extraction 
	The UFED found 107 phonebook contacts, 2,717 SMS messages and 100 entries in the call log, including 60 outgoing, 26 incoming and 14 missed calls. In addition, 41 ringtones, 242 pictures and 16 videos were extracted. The results match the data found when manually examining the phone, with the exception of audio file extraction causing an error. There were 41 songs listed in the phone according to manual examination. 
	-
	-

	File system 
	The following steps were performed to extract the file system: 
	1. 
	1. 
	1. 
	1. 
	Selected File System Extraction from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Apple from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected iPhone 4S from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 110 as instructed by the UFED and pressed the right arrow to start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 



	results 
	The file system extraction was successful and can be examined within Physical Analyzer. 

	Test 7: apple iPhone 3gs 
	Test 7: apple iPhone 3gs 
	This test was performed to determine how well the UFED acquires data from an iPhone 3GS. Prior to starting the test, the phone’s battery was fully charged and the phone was powered on. 
	The following steps were performed to extract logical data: 
	1. 
	1. 
	1. 
	1. 
	Powered on UFED device and selected Extract Phone Data from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Apple from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected iPhone 4/4S GSM from the Source Model menu and pressed OK. 

	4. 
	4. 
	Checked off Phone from the Source Memory menu and hit Next. SIM card was not extracted in this test. 

	5. 
	5. 
	Selected PC as the Target. 


	6. 
	6. 
	6. 
	Checked off all options including Call Logs, Phonebook, SMS, MMS, Ringtones, Videos and Audio/ Music from the Content Types menu and hit the right arrow to continue. 

	7. 
	7. 
	Connected the phone to the UFED with cable 110 as instructed by the UFED and pressed the right arrow to Start. 

	8. 
	8. 
	When the extraction was completed, the UFED Report Manager application was opened and the Read UFED button was clicked to download the report to the computer. 


	result of logical Extraction 
	The UFED found 85 phonebook contacts, 1,606 SMS messages and 107 entries in the call log, including 32 outgoing, 53 incoming and 22 missed calls. In addition, 775 pictures and three videos were extracted and four voicemails. There were 2,259 songs listed in the phone, according to manual examination. 
	-

	The results match the data found when manually examining the phone. 
	File system Extraction 
	The following steps were performed to extract the file system: 
	1. 
	1. 
	1. 
	Selected File System Extraction from the UFED main menu and pressed OK. 

	2. 
	2. 
	Selected Apple from the Source Vendor menu and pressed OK. 

	3. 
	3. 
	Selected iPhone 4S from the Source Model menu and pressed OK. 

	4. 
	4. 
	Selected PC as the Target. 

	5. 
	5. 
	Connected the phone to the UFED with cable 110 as instructed by the UFED and pressed the right arrow to start. 

	6. 
	6. 
	Opened the Physical Analyzer application, clicked the Read Data from UFED button, selected the download path, and pressed start to begin the file system extraction. 


	results of File system Extraction 
	The file system extraction was successful and the resultant data was examined within Physical Analyzer. The results were the same as the logical extraction. 



	Conclusion 
	Conclusion 
	ellebrite’s UFED performed consistently well during the testing. Connectivity issues between the UFED and phones tested were rare. In these tests, the UFED only had difficulty connecting to certain GSM phones that did not contain a SIM card, and these issues most likely could be remedied by creating a cloned SIM card. 
	C
	-
	-

	The UFED’s physical interface is simple to use and it is easy to select certain information to extract from a phone. The user interface of the software is presented well, allowing quick discovery of desired information. Searching is implemented well in both software tools, providing the ability to search for information relevant to an investigation. Cellebrite’s Report Manager 
	The UFED’s physical interface is simple to use and it is easy to select certain information to extract from a phone. The user interface of the software is presented well, allowing quick discovery of desired information. Searching is implemented well in both software tools, providing the ability to search for information relevant to an investigation. Cellebrite’s Report Manager 
	customizes the search dialog box for the appropriate fields based within the current view. However, the Report Manager does not provide the capability to search the entire extraction for a particular string. The Physical Analyzer provides additional search capabilities not found in the Report Manager. 
	-
	-


	The physical device and the two software applications do an excellent job of extracting and interpreting the data. In order to maintain maximum operational capability, users will have to keep both software packages and the UFED up to date. The combination of a physical device and software applications have proven to work together to successfully complete investigations. 
	-
	-
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