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Introduction

he National Institute of Justice (NIJ) Electronic are awarded and the grantee and the NIJ program

Crime Technology Center of Excellence manager then work collaboratively to develop the

(ECTCOE) has been assigned the responsibility solutions.

of conducting electronic crime and digital evidence

. . . . H Ph IV: D trate, test, luat d adopt
tool, technology and training testing and evaluations in ase emonstrate, test, evaluate and adop

. tential solutions into practice. A potential solu-
support of the NIJ Research, Development, Testing & pofential solltiions Info practice. Ap I .

. tion is tested to determine how well it addresses the
Evaluation (RDT&E) process.

intended functional requirement. NIJ then works with

The NIJ RDT&E process helps ensure that NIJ’s

research portfolios are aligned to best address the

first-adopting agencies to facilitate the introduction of
the solution into practice. After adoption, the solu-

technology needs of the criminal justice community. tion’s impact on practice is evaluated. During the test-

The rigorous process has five phases: ing and evaluation process, performance standards

and guides are developed as appropriate to ensure

B Phase I: Determine technology needs princi- . . .
v i " hi ith the L Ent ¢ safety and effectiveness; not all new solutions will
ally in partners e Law Enforcemen . N .
pallyinp . P wi W_ . require the publication of new standards or guides.
and Corrections Technology Advisory Council

(LECTAC) and the appropiate Technology Work-
ing Group (TWG). NIJ identifies criminal justice

B Phase V: Build capacity and conduct outreach.
To ensure that the new tool or technology benefits

practitioners’ functional requirements for new tools practitioners, NIJ publishes guides and standards

and technologies. (For more information on LECTAC
and the TWGs, visit http://www,justnet.org).

B Phase II: Develop technology program plans to

address those needs. A multiyear research pro-
gram is created to address the needs identified
in Phase l. One of the first steps is to determine
whether products that meet those needs currently
exist or whether they must be developed. If a solu-
tion is already available, Phases Il and Il are not
necessary, and NIJ moves directly to demonstra-
tion, testing and evaluation in Phase IV. If solutions
do not currently exist, they are solicited through
annual, competitively awarded science and technol-
ogy solicitations and TWG members help review the
applications.

Phase llI: Develop solutions. Appropriate solicita-
tions are developed. Grantees are selected through
an open, competitive, peer-reviewed process. Grants

and provides technology assistance to second
adopters.!

The High-Priority Criminal Justice Technology Needs
are organized into five functional areas:

B Protecting the Public.

B Ensuring Officer Safety.

B Confirming the Guilty and Protecting the Innocent.
B Improving the Efficiency of Justice.

B Enabling Informed Decision-Making.

The NIJ ECTCoE tool, technology and training evalu-
ation and testing reports support the NIJ RDT&E pro-
cess. This process addresses the high-priority needs
for criminal justice technology to protect the public,
ensure officer safety, confirm the guilty and protect the
innocent, improve the efficiency of justice and enable
informed decision-making.

"National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009, NCJ 225375.
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Overview

pple Mac OS X is quickly becoming a popular

operating system. Historically, the majority of

digital forensic examinations performed on
computers by state and local law enforcement were
Windows based. With the increasing popularity of
Apple-branded desktops and laptops, law enforce-
ment is facing a new challenge of processing these
machines in search of digital evidence. Many of the
popular forensic examination suites can perform some
functions on an imaged OS X hard drive; however,
user-specific data to the Apple Mac OS X is often
difficult to interpret. Furthermore, performing a live
analysis on a Apple Mac OS X is limited in support.
Mac Marshal™, is designed by Cyber Security Tech-
nologies to address these needs. From the Cyber
Security Technologies website?:

“The increasing popularity of Apple Macintosh
hardware, particularly using Intel x86 compatible
processors, provides new challenges for forensic
investigators. The complexity of these investigations
is compounded by the ability of modern Macs to
run multiple operating systems, such as Windows
or Linux, utilizing dual-boot via Apple’s Boot Camp
software or in a virtual machine such as Parallels or
VMware Fusion. Mac Marshal automates the iden-
tification of the operating environment of the Mac
OS X-based system, and automates the extraction
of usage information left by the operating system
and Mac OS X applications. Mac Marshal’s unique
implementation of the capability to use the Spot-
light search functionality is invaluable in speeding
searches for files based upon sophisticated content
or metadata criteria.”

Zhttp://www.cyberstc.com/products_mac.asp
Shttp://www.macmarshal.com/index.php/support

Overview = 3 i

Product Information

Mac Marshal was developed by ATC-NY, as subsidiary
of Architecture Technology Corporation that special-
izes in research and product development in computer
security and digital forensics.

Mac Marshal has been designed as two separate
products, Mac Marshal Forensics Edition, and Mac
Marshal Field Edition. Mac Marshal forensic and field
editions are designed to be identical, with the excep-
tion of requiring an install for the Forensic Edition and
the portability of the Field Edition.

Forensic Edition is an installed program on an Apple
Mac OS X computer, and Field Edition is run from a
USB Stick. Forensic Edition is free to state and local
law enforcement. Mac Marshal Field Edition is $199
USD to U.S. law enforcement personnel. For com-
mercial uses of either product, they can be purchased
through Cyber Security Technologies.

Product Description

The following is the product description taken from the
two products’ datasheets?:

“Mac Marshal Forensic Edition automates the analy-
sis of Mac OS X disk images. It scans the image,
automatically detects Mac, Windows, and other
operating systems and virtual machine images, then
provides the investigator with analysis tools that ex-
tract Mac OS X-specific forensic evidence, including
data left by Apple’s Mail, Safari, and iChat applica-
tions and many more.”

Mac Marshal™ Version 2.0.3
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“Mac Marshal Field Edition automates the analy-
sis of live Macintosh systems and Mac OS X disk
images. It scans the file system and extracts Mac
OS X-specific forensic evidence, including data left
by Apple’s Mail, Safari, and iChat applications and
many more. When run live on the suspect machine,
Mac Marshal gathers valuable volatile informa-

tion that would normally be lost during the seizure
process. Mac Marshal Forensic Edition 2.0 is a
software tool that runs on a forensic investigator’s
Mac workstation to automatically analyze a Mac
disk image.”

“Mac Marshal follows forensic best practices and
maintains a detailed log file of all activities it per-
forms. It produces reports in RTF, PDF, and HTML
formats, and runs on Mac OS X-based analysis
machines.”

Special Features

The following is a list of features of Mac Marshal Fo-

rensic Edition taken from the product’s website:

B Analyzes Mac OS X and dual-boot disk and partition

images in multiple formats.

Analyzes configuration and log files from common
OS X applications, such as Mail, Safari, iChat and
Address Book.

Performs rapid searches using Spotlight file
metadata.

Gathers comprehensive machine usage information.

Lists detailed information about every iPod and
iPhone that has been connected to the machine.

Detects VMWare, VirtualBox & Parallels virtual
machines.

Detects and analyzes FileVault-encrypted user
directories.

B Supports dd, EnCase, FTK, AFF and Apple disk
images.

B Maintains an audit trail and generates detailed
reports, System Configuration and Swap File/Hiber-
nation File acquisition tools. (This lets the examiner
see things like past WiFi access points the com-
puter was associated with, whether there’s a Time
Machine backup drive, etc.).

B Image thumbnail browser for previewing large num-
bers of image files.

In addition, the following features are included in Mac
Marshal Field Edition:

B Physical Memory acquisition: Gathers a snapshot
of RAM before you shut the computer down.

B Live State acquisition tools: Allows you to exam-
ine the volatile state of a live machine, such as run-
ning processes, current screenshot and list of active
network connections, before seizing it.

Target Customers

Mac Marshal Forensics Edition is free (Field Edition is
$199) to U.S. law enforcement by arrangements with
NIJ. Mac Marshal is also available for purchase to the
private sector and law enforcement from outside of the
United States.

Mac Marshal is designed to allow a digital forensics
investigator to acquire evidence from any Mac OS X
platform. Any investigator that may be interested in ex-
amining Mac platforms may find this tool useful.

Law Enforcement Applications

Mac Marshal is designed to assist state and local law
enforcement with the analysis of Mac OS computers.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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Evaluation and Testing of Mac Marshal™

Test Bed Configuration

Mac PowerBook G4

This PowerBook is maintained at the Tulsa Digital
Forensics Center. Its operating system is Mac OS X
version 10.4.11. It contains a 1.5 GHz Power PC G4
processor and 1.25 GB DDR SDRAM for memory.

MacBook Air

The MacBook Air is personally owned by a member
of the review team. Its operating system is Mac OS X
version 10.6.7. It contains a 2.13 GHz Intel Core Duo
Processor, and 4GB of memory and a 256GB solid
state hard drive.

Download and Installation of
Mac Marshal

ATC-NY was contacted to evaluate Mac Marshal. After
some e-mail exchange, ATC-NY shipped Mac Marshal
Field Edition to the reviewer. ATC-NY also provided an
e-mail containing a link to download Mac Marshal Fo-
rensic Edition and a software key. During this process
it was discovered that Mac Marshal Forensic Edition
could only be installed on one machine per license.
The Field Edition would allow for review on multiple
platforms with only one license.

On receiving the Mac Marshal Field Edition USB Drive
from ATC-NY, staff plugged it into a Windows 7 work-
station to review the contents of the drive. Using the
right-click-> properties in Windows on the USB Drive
reported that the drive was ~500MB.

-

-~ MAC MARSHAL (F:) Properties [25]

General ‘ Tools I Hardware ISharing IReadyﬂonst I Customize}

> AC MARSHAL
—

Type: Removable Disk
File system: FAT

. Used space: 76,849,152 bytes 73.2MB
. Free space: 447,963,136 bytes 427 MB
Capacity: 524,812,288 bytes 500 MB

Drive F:

[ OK ]I Cancel ] Apply

The USB Drive (automatically mounted by Windows
as “F:” on this system) was selected and the folder
contents were displayed.

»

Name Date modified Type Size
fseventsd 3/1/2011 10:52 AM File folder
.Spotlight-V100 3/1/2011 10:52 AM File folder
Trashes 3/1/2011 10:52 AM File folder
Mac Marshal 2.0.3 2/22/2011 5:45 PM File folder
._Trashes 3/1/2011 10:52 AM TRASHES File 4KB

The “Mac Marshal 2.0.3” folder was selected and
the contents displayed. (The folders “.fseventsd,”
“.Spotlight-V100” and “.Trashes” are system folders
added by Mac OS X and were not reviewed.)

Name 2 Date modified Type Size

2/22/2011 5:45PM  File folder
11 5:45PM  File folder
11 5:45PM  File folder
11 5:45PM  File folder
11 5:45 PM File folder
11 5:45 PM ECLIPSEPRODUCT... 1KB
110:45 AM DAT 1KB
11 5:45 PM Adobe Acrobat D, 4134 KB

configuration
MacMarshal.app
plugins
SourceCode

Tools

|| eclipseproduct
7] lic.dat
"% Mac Marshal User Guide.pdf

Mac Marshal™ Version 2.0.3




f 6 = Evaluation and Testing

The “Mac Marshal folder” contained the “Mac Mar-
shal User Guide.pdf.” This guide was printed and
reviewed. The guide contains a well-written detailed
description of the use of Mac Marshal Forensic Edi-
tion and Mac Marshal Field Edition, including step-
by-step instructions and screenshots. The guide was
easy to read and follow.

Based on information from the guide, it is obvious that
Mac Marshal was designed to run in Mac OS X. The
tests were performed on those operating systems.

Test 1 - Running Mac Marshal
Field Edition on OS X 10.4

This test is designed to test Mac Marshal Field Edition
on a Powerbook running OS X 10.4. No additional
configuration was performed on this laptop. This test
is designed to be the equivalent of running Mac Mar-
shal Field Edition on an OS X machine with no prior
knowledge of the contents of the system.

The following steps were performed:

1. The Powerbook OS X 10.4 test machine was
plugged into a wall outlet.

2. The Powerbook was then powered on by pressing
the power button. The Macbook booted into the
operating system and displayed the desktop. The
test machine reported that it could not connect
to any of its known wireless networks and asked
if the user would like to join another wireless net-
work in range. “No” was selected.

3. The Mac Marshal Field Edition USB drive was
inserted in the USB port of the Powerbook. A
“MAC MARSHAL” icon appeared on the desktop.
Double-clicking this icon opened a file browser
with a folder labeled “Mac Marshal 2.0.3.”
Double-clicking this folder revealed another file
listing, including the Mac Marshal executable file.
Double-clicking this icon loaded Mac Marshal on
the Powerbook.

| B MAC MARSHAL = =

—_
| I:Iti ! | I:Ita.! l!ﬂ ] El] ]
800 __ MAC MARSHAL -
[« »|[58]= m|[ %~ Q
. 3 Network f
4 Untitled f

Mac Marshal 2.0.3

JE Desktop
'i‘ cistulsa ol
;1"-‘ Applications
Documents
Movies
Music
Pictures
1 item, 427 MEB available v
8006 [ Mac Marshal 2.0.3 -
[ IE=u]( a
) Network I — =
2} untitied | = ? 'V
__ MAC MARSHAL = | configuration lic.dat Mac Marshal User
| Guide.pdf
I Desktop | ) =
4 distulsa I g.u [ |
I - = =
/A Aoplications | MacMarshal pluging SourceCode
Documents :
Movies | =
|/ |
Music | ==
Pictures i Tools
7 items. 427 MB available %
od ATC-NY
‘ ARCHITECTUR
d ESHSeY
ESHghEn
oo Sty ocknkiges oo
806 Mac Marshal ="

laa]

Acquisition Name/ID:
Case #
zed:
< age:
«
—

Use File->New Acquisition or File->Open Existing Acquisition to gather or examine data.

4. Selected “File->New Acquisition.”

5. Completed the following form as detailed in the

screen shot below.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



ene New Acquisition
Acquisition Information ~
Spedify metadata for this acquisition 3

Acquisition Name/ID: testl

Comment: gy

Case # testl

Investigator: |ECTCoE

Location to store data:  /Users/cistulsastestL.mmacq (Browse... )
® <Back | (SNGwes) ( Cancel ) Finish

6. Mac Marshal then scanned for local drives and
displayed the screen below. “Examine a disk of
partition was selected” and “Disk 0” highlighted.

8ne New Acguisition
Lacation 1o be Analyzed 2l
Select the disk, partition, or image fo analyze Pt

(O Perform a live analysis on this system's oot drive
System drive: Disk 0 - 74.5 GB

@ Examine a disk or partition

Desice Type

Size Identifier  Mount Paint
» — Disk 0 Disk T4.5CB disk0
» = Disk 2 Disk 501 ME disk2

) Examine a disk image

Path: Browse...

This is the first file of a segmented disk image

— = —
( <Back ) @GWNete®) ( Cancel ) Finish

7. After clicking next, Mac Marshal gave this warning
screening indicating that the storage of the case
was on the same drive that was being examined.
“Pick Another Target or Acquisition Data Location”
was selected. Mac Marshal was closed.

Evaluation and Testing = 7 1

8. At this point, another external USB Hard Drive
(named “Elements”) was attached to the Power-
book. Once the operating system mounted the
external USB hard drive, an icon appeared on the
desktop.

9. Once the USB Hard Drive was mounted, Mac
Marshal was loaded again. This time on the “File
Acquisition” screen, the browse button was
“clicked” and a location on the External USB Hard
Drive was selected.

006 Location for Acquisition Data
Save As: testl.mmacq B
Where: | [lElements H—]
Format: = Default P%'i
=

¥
10. Once again, “Hard Drive 0” was selected and
“Next” was clicked.

Mac Marshal™ Version 2.0.3 IS
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11. The next screen allowed the user to select what
type of “Automated Analysis” was to be per-
formed on the system. Given the warning that Mac
Marshal may change file access times if using the
“Direct File system Operations on mounted disk,”
this was left unchecked. The rest of the items were
checked and “Finish” was clicked.

8086 New Acquisition

Acquisition Options

Configure additional options for this acquisition A-

[l Use direct file system operations on mounted disks, rather than having Mac Marshal interpret the file system
(faster, but may change file access times on volumes mounted without a write blocker)

Automated Analysis

The following potentially slow operations are normally performed on demand.
To perform them immediately, select the appropriate boxes

) (1 Swap Files (Copy the machine's swap files and sleep/hibernate image)

% Spotlight Images  (Search for all image files (PG, GIF, PNG, etc.) on the target using Spotlight)
# B Spotlight Videos  (Search for all video files (MPG, MOV, AVI, etc.) on the target using Spotlight)
(@ Mail (Acquire all e-mail messages stored by Apple Mail)

® ( <Back ) ( Next>

12. Mac Marshal then required the user to “Authenti-
cate” by typing the user’s password.

Authenticate

To perform privileged actions, Mac Marshal Prep
requires that you type your password.

..

Name: TODFC

Password: sesssssssse
P Details

@

13. Mac Marshal then brought up a status screen of
“Create New Acquisition” with a status bar to indi-
cate its progress. This process was started at 3:41
p.m. and completed at 3:47 p.m.. (~6 minutes).

Create New Acquisition

1 Performing disk triage

—_——

Reading file /System/Library/CoreServices/Se...ersion.plist [partition 2 at sector 262208]

(Cancel )

14. The next screen was displayed, and the “Mac OS

X [Live]” disk was selected, and “Disk Triage” was
clicked.

15. At this point, many categories of data could be
selected to be examined including:

B Triage Info.

B Swap Files.

B System Config.
B Recent ltems.
B Address Book.
H Preview.

H Mail.

B QuickTime Player.
B iPod/iPhone.

B iChat.

W Safari.

On clicking on “Safari,” several categories were
displayed, titled as follows:

B General.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence




B Bookmarks.
B Downloads.
W History.

m Cookies.

H Cache.

W Top Sites.

W |ocal Storage.

This screen was very wide and went off the screen.
To select all of the categories, the window had to be
dragged sideways.

16. Since no data was intentionally placed on this
computer for this review, many of these categories
did not display any information. However, some
information about the prior use of this laptop,
most notably Safari information including book-
marks, cache and cookies, was captured.

LY-Y:) e Mt =)

ot g gpl o

17. At this point the “Create Report” icon was clicked.
The following screen was displayed. No additional
information was entered and “Next” was clicked.

808 Generate Report
Report Information ﬂ
Specify report information /}.,/

Report Name: testl

Comment: [aqi1

Custom header (|

Organization header:

Browse...

Custom logo image:

® < Back

Evaluation and Testing = 9 1

18. The report generator then allowed the user to
select what to include in the report. “xcode_3.2.5_
and_ios_sdk_4.2_final.dmg” were unchecked.
(This is the iOS development platform and is a
known good file, and quite large, so it was not to
be included in the report). “Include audit log” was
checked and “Next was clicked.”

19. The report generator then asked what format to
use to create the report. “HTML (web page)” was
selected, and the location was selected to be on
the external USB hard drive. “Finish” was clicked.

8eNne Generate Report
Report Qutput /-—\
Select report output location and format /’- 5

Report Format

() Adobe PDF

@ HTML (web page)

() RTF (rich text format, Microsoft Word compatible)
C Text-only RTF (compatible with Mac TextEdit)

() CSV (tab-separated values for a spreadsheet)

( Browse... )

Report Location: fVolumes/Elements/test1.html|

B Open report when done

@ (" <Back ) Next > ( Cancel ) @
4

20. This process started another status bar that
indicated many of the report items were being
hashed.

8eNe Generate Report
Report Qutput ,—\
Select report output location and format /}--’
Report Format
") Adobe PDF
) HTML (web page)
) RTF (rich text format, Microsoft Word compatible)
: Text-only RTF (compatible with Mac TextEdit)
") CSV (tab-separated values for a spreadsheet)
Report Location: [Volumes/Elements/testl.html| Browse...

f Open report when done

Hashing the acquisition contents: os1/safari_9/cache_oldstyle-<user at _Users_TDFC> /050527

@ < Back Next > " Cancel ~ Finish

Mac Marshal™ Version 2.0.3
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21. After about 30 seconds, the report was opened in
Firefox automatically. It was determined this was
configured as the default browser for this ma-
chine.

22. This report contained several bookmarks repre-
senting the sections seen earlier with the tool.

871G cosa 1

-1

Report Generated On: Mar B, 2011 3:53.03 P

Generated By: Mac Marshal 2.0.3 refeasad an February 21.2011)

Field Ecisan

Repistered %: Mark Davis (Elecronic Crime Teehnclogy Canar of Excalience)
‘Serial Auenber: 0BA0-5082-1005-3785

Acquisition Name: tst1

Case Number: best1

Investigator: ECTCAE

Acquisiion Creabed On: Tus Mar 08 15:40.00 CST 2011
Comment:

testt

Asquisiion Audit Log Hashes:

Size: 191,484 byles

MDE Hash:
SHA- 18abaTe

te Acquisition Data Hashes:
Size: B0,424,459 bysas
MDE Hash: 7571541c0/cBb 10450b238433206816

This inchudes all fie data saved by Mac Marshal lor his acquisi§on. f does not includs the eriginal source data contents.

Quick Links to Sections

3 Sy Filees 2
i Sysieen Coalig a
i Aol Heens =

i Ackiress Reok s
¥

: Prawif e

BERREREREEEE

BEEEEEEREEER

Triage Report
Type: Disk
Partition 3
# Partitions: 1

283. Clicking one the sections brings up that particu-
lar part of the report, in the case illustrated here,
“Spotlight Videos.”

ann et ]

Bl 1 | AmiFUsed_ganitiond__Seatlight videos =Q- ooy )

Untitled (partition1): Spotlight Videos

Nama: Video Saarch
Description: Video Files Found on his Volume {Quary: kDitemContentTypaTree == public.mavie)
Search Executed At Mar B, 2011 3:41:41

Indax Status at Time of Search: The Spotiight index is anablad
8 KMOBamC: ypeTres —
Sranuts

Pabevanze ™ Madiieation Tira
e Comer Type:
Fath
Plesw Errpayes Sabip sew an 141 MB Faly 16, 2005 20020 A
CusckTise Mk ot g gt v ]
Tew Pay 158801 Tap saupno
| Faly 18, 2005 20000 4
cam appls quciime v
Tow Pay 15085
a.

Linking.mon o
CuickTirss Wends

Tt
Loge_soo i an ) 1, 2007 105111 P
Aihaawia oubeant

P
WO, intrn_1024 i an 254 MB ol 1, 2007 111048 P
Kb pubeant
rarn_1024 sk

i, 2007 111198 P

[T a8 ansME
P pubeant
oo

o_tiosd
Logo_toedani an BinE i1, 2007 11 2008 P
ot pubean

1084an

A o s ik

P Tagle of

24. The report was closed.
25. Mac Marshal was then closed.

Note: During this entire process, screenshots were
being captured to “/users/TDFC/ScreenShots/” for the
purposes of this report. Data contained in the report
may reflect these screenshots. These screenshots
were then copied to the external USB hard drive to be
transferred to the report writing computer.

In this test the tool performed as expected. While there
was not much data on this seldom used Powerbook
to create interesting results, the tool acquired the drive
and displayed some information. The report genera-
tion was simple and easy to read. The only difficulties
encountered performing this test were that the case
needed to be saved to a drive other than the one that
was being examined, and that the live preview screen
was quite wide and somewhat difficult to navigate.
Having to save a case to a separate drive is a safe-
guard against overwriting potential evidence. Other
than these extremely minor issues the tool performed
quickly and efficiently, and was easy to use.

Test 2 - Mac Marshal Forensic
Edition

This test was performed to determine any differences
between Mac Marshal Field Edition and Mac Mar-
shal Forensic Edition. According to the website and
documentation, Mac Marshal Field Edition is identical
to Mac Marshal Forensics Edition with the exception
of being portable, able to run on multiple machines
per license and able to capture the live information

of a running system. Prior to this test, an e-mail from
ATC-NY was obtained that contained a link to the Mac
Marshal Forensic Edition install and a key for Mac
Marshal Field Edition.

In the following test, the same steps as Test 1 were
performed. Screenshots were only to note any signifi-
cant differences between the two products. This test
was also performed on the Powerbook G4 running
OS X 10.4.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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The following steps were performed: )¢ ¥ahoo! Mall Gestrmacectcoe) —
@ @' hup:/ fus. maS.mail.yahoo.com,/ de/ launch OB Q- Coogle
" OO Apple vahoo! GoogleMaps YouTube Wikipsdia Newsw Popular —
- . FETOOLMAIL 1, Text » | @ Avalabie v | Sign Seboo! | Games [Q Sarch ———
1. The Powerbook G4 was plugged into a wall outlet Ya ] |
Chack Mail Ll Inbax 2 emais Moblie | Opfions » | Help =
2. The Powerbook G4 was then booted by pressing S Sea lal m m
= now: [T TR
the power button. T R 0 Fom Sibaat
B inbax 2 Mark Davis FW: Mac/PZP/Router Marshal Se...
%1 Drats m S Tahoo! Vieicome to Yaneo!
" @ Finder Flle Edit View Co Window Help 3 ) T wed210PM @ = gent
* spam Erpty &
T Trash Erpty |5
=
f - Attach Large Files
HE Automatic Grganizer -
) ,5, E:.'f.:f:ﬁg it skt vt E o ars b Ay g pac

Picture 3 152040
.. th(r
P &y My Cool Fors

v |+ |F= ToDAY: 315 Mo everis. Clck the plus 81N to a0 &1 avant

s

o

The e-mail was opened and the link to
MacMarshal_2.0.3.dmg was selected. This started
the download to the Powerbook G4. Once com-
pleted, this action created an icon on the desktop
and opened the following window.

@6 Downloads _%

3. The folder “/users/TDFC/Screenshots” was \. MacMarshal_2.0.3.dmg
opened. All files were selected and the “File-
>Move to Trash” option was selected. The Trash
Can item was then selected by holding the mouse

— 23.1of 52.7 MB (363 KB/sec) — 1 minute remaining

button and using the “Empty Trash” option. - e _‘ﬁ
Open 6. “Install Mac Marshal” was selected. This launched
the installer screen. “Continue” was selected.
Empty Trash

866 (%! Mac Marshal 2.0.3 =1
2 items, 13.9 MB available

4. The Powerbook G4 was then connected to a Eth-
ernet cable, and assigned a static IP address on
network interface “en0.” Safari was opened and
www.yahoo.com was browsed to. “Sign up” was
selected and test account named “TestMacEct-
coe” was created. The install e-mail containing
the links to the downloads and the keys was then ‘ ’,)!A
forwarded to this account. This screenshot is not
displayed in order to preserve the integrity of the
keys using for testing

Install Mac Marshal

Mac Marshal User Guide.pdf

7. This ran the Mac Marshal Installer. All default op-
tions were selected and the screens were clicked
through selecting “Next” at each stage. The install
screen then appeared with a status bar indicating
the installation progress. After about 10 seconds,
the “Finish Up” screen was displayed. “Close”
was selected.
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8066 '« Install Mac Marshal 2.0.3

The software was successfully installed

Mac Marshal has been successfully installed!
© Introduction
Silicanss When using the software for the first time, you will be
prompted to register it. You will need a serial number for the
© Select Destinati registration process; if you do not have one, e-mail
register@macmarshal.com.
& Installation Type R @
@ Install Registration can be performed on-line, if this machine is
. connected to the Internet, or can be done by e-mail; simply
© Finish Up follow the prompts when you first run Mac Marshal.
i
o a
o 1

4

8. From the menu “Go->Application” was selected.
After browsing to the bottom of this window the
Mac Marshal folder was displayed.

9. The folder was selected and the contents dis-
played. “Mac Marshal” was double clicked.

00 | A Applications =
JE=u) (%) @
=

cistulsa

[@E Desktop
i

Mac Marshal 2.0.3

w | Pirrirse b { B )+ 1»
55 items, 55.47 GB available =

10. After the initial splash screen, the “Mac Marshal
Registration” screen was displayed. The screen-
shot shows the values entered. The serial number
from the e-mail was used and was not captured
in the screenshot. “Register Online” was then
selected.

Mac Marshal Registration

Welcome ta Mac Marshal!

Before you can use Mac Marshal, you must register. You can
= Register automatically via the Internet, if this machine has network access
* Register manually by a-mail

] * Enter an existing registration cade from a previous installation on this machine or from manual registration

Name: ECTCoE

Company Affiliation: ECTCoE

550 Marhsall 51, Suite &
Phillipsisurg, N DBBES

Address:
E-mail Address: directar@ectcon.org
Phone: BOD-540-3352

Fax (optional)

Sarial number.

€ Cancel 3 € Help

) ( Enter Existing Code ) (_ Register Manually ) (- Register Dnline )

11. The “Registration Successful” screen was dis-
played. “Ok” was selected.

12. At this point, the same screens that appeared with
the field edition were displayed. A new case was
created identical to all of the steps in Test 1, using
“Test 2” for any entries of “Test 1.”

13. The same occurrence about not saving the case
to the drive to be analyzed occurred. The external
USB hard drive was then connected and selected
to save the case. All other steps performed were
identical to Test 1. The test took a comparable
amount of time to Test 1 to analyze the file
system.

14. After completion, the same disk triage was select-
ed, the “Safari” tabbed browsed to and “History”
was selected. This screen displayed the connec-
tions to yahoo.com used during the installation of
Mac Marshal Forensic Edition as expected. All of
the other screens appeared similar to the results
of Test 1.
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15. Screenshots that were viewed recently on this
Powerbook as a result of this testing were found
under the recent items tab.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence


https://yahoo.com

16. A report was created, this time selecting the

“Adobe PDF” format. This report was saved to the
external USB hard drive as “Test2.”

808
Report Output ,-—\

Generate Report

Select report output location and format

Report Format
=) Adobe PDF
) HTML (web page)
) RTF (rich text format, Microsoft Word compatible)
_) Text-only RTF (compatible with Mac TextEdit)
: CSV (tab-separated values for a spreadsheet)

Report Location: /Volumes/Elements/test2.pdf Browse...

1’ Open report when done

Hashing the acquisition contents: os1/safari_9/filecache/Safari_qi9m5u/1452603540_035345¢
Fr—————

@ < Back Next > Cancel Finish

“
8086 |# test2.pdf (256 pages) =
B L G ] R @EAGEs)

Drawer : Previous Next Page Back/Forward : Zoom In Zoom Out Tool Mode

test2.1
Report Generated On: Mar 16, 2011 3:34:19 PM

Generated By: Mac Marshal 20.3 (relezsed on February 21, 2011)
Farensic Edtion

Registered to: EGTGoE (ECTCoE)

Serial number: 8413-5026-3005-7541

Acquisition Name: tess2.1

Case Number: Tesi2.1

Investigator: Testz. 1

Acquisition Created On: Wed Mar 16 1522105 COT 2011

Acquisition Audit Log Hashes:
Size: 286,872 bytes

D Hash: cs3eqbeccstes1540365t34aa34ar360
SHA-1 Hash: 4370a00218961eb1dd 1036027 b040 78058105496

Complete Acquisition Data Hashes:
Size: 04,282,840 bytes

MDS Hash: 83200 7158564(26766620800a0162380

SHA-1 Hash: 2074072203000 04811 4a42595ccbBe1 d554D

This inclues all the dsta seved by Mac Marshal for this acquisition. It coes not include the arigingl
source data pontents.

Piport gers s oy Vo Marshl 20.3

4, ATC-NY

Evaluation and Testing = 13 i

17. The screenshots taken during this test were then
also copied to the external USB hard drive for
inclusion in this report.

18. Mac Marshal was closed and the Powerbook G4
shutdown.

19. The screen and operation of this test were identical
to the Mac Marshal Field Edition with the excep-
tion of the initial installation procedures.

It should be noted that this was not a proper forensics
examination of this computer. Mac Marshal Forensic
Edition should be installed on an OS X-based foren-
sics examination computer, and any evidence or drives
to be examined should be connected to the forensic
examination machine using the proper write blocking
precautions. This test was designed to simply test the
functionality of Mac Marshal Forensic Edition. Because
it is free to law enforcement, agencies that have ac-
cess to an OS X-based forensic examination machine
could benefit greatly from the use of this tool.

Test 3 - Performing Live Analysis
of OS X 10.6.7

This test is designed to test the live analysis portion of
Mac Marshal Field Edition on a Macbook Air running
OS X 10.6.7. This test also differs from the previous
test in that it is being performed on an OS X computer
housing an Intel-based processer. No additional con-
figuration was performed on this laptop. This test is
designed to be the equivalent of running Mac Marshal
Field Edition on an OS X machine will no prior knowl-
edge of the contents of the system. Screenshots will
only be included where steps or results differ from pre-
vious tests (splash screens, etc.) and to show results
on this Macbook Air.

For this test the following steps were performed:

1. The Macbook Air was powered on by pressing the
power button. The desktop was displayed. The
Macbook Air displayed a list of available wireless
networks. This window was closed without select-
ing a wireless network. The Airport (wireless card)
on this Macbook was then disabled.

Mac Marshal™ Version 2.0.3 IS




f 14 = Evaluation and Testing

The Mac Marshal USB stick was plugged into the
Macbook Air. The Mac Marshal Icon appeared

on the desktop. Double-clicking this icon opened
a window displaying the Mac Marshal folder.
Double-clicking this folder displayed the Mac

Marshal executable. This icon was double clicked.

The Mac Marshal splash screen was displayed.
“File->New acquisition” was selected. The “New
Acquisition” screen was displayed and completed

as shown in the screen shot. “Next” was selected.

On the next screen, “Perform a live analysis on
this system’s root drive” was selected by default.
“Next” was selected.

AN New Acquisition
Location to be Analyzed =
Select the disk, partition, or image to analyze A
@ Perform a live analysis on this system's root drive
System drive: Disk O |[APPLE 55D TS256C Media] - 2338 GB

() Examine a disk or partition

Deviee Troe Size Wentirer [ Mount Pt

— Disk 0 [APPLE SSD TSZlnternal Disk  232.8GB disk0

 Disk 1 [Generic Flash |Extemal Disk 501 MB diskl

= Disk 2 [WDC WD32 00 External Disk  208.1GB disk2
() Examine a disk image
Path: rowse,

This is the first file of a segmented disk image
) (<Badk ) ENext=) ( Cancel ) Finish

On the next screen all options minus the “Use
direct file system operations on mounted disks”
were selected and “Finish” was clicked. This
process started at 1:33 p.m. and completed at
1:47 p.m.

Create New

| Gathering Mac OS X user/group information

Jprivate/var/db/dslocal /nodes/Default/groups/wheel.plist

The results screen was displayed. The system
asked for the user password to perform privilege
actions. “Live State” was selected and several of
the screens including “Processes,” “DNS Cache,”
“Open Files,” “Logins” and “Hardware/Software”
were browsed through. All of these screens
displayed accurate information about the running
state of the Macbook Air.

Macarshal =

201112238 A
2011122004 oot

Macarshal =

“Macintosh HD” was then selected. A bad pass-
word was intentionally entered. This resulted in the
system asking for the password again. The correct
password was then entered.

The name or password you entered is
incorrect.

Try entering your information again.

o)

The spotloght search tab was selected. In the
search criteria “cnn.com” was entered and the
search was performed. The results were reviewed
and an entry of this machine browsing to cnn.com
was found as expected.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



Evaluation and Testing = 15 i

o Mac Marshal
e/ Volumes Elements/test3. ! 3
Aslas
Acauisition Name/1D: tes3 0
Live Device Analyzed: /dev/rdisk
Aeattion Strge: VotamesBmens s test3
0
_— Report Generated On: Apr 4, 2011 1:59:35 PM
£ T oot @ sporginsges B S vieeor Generated By: Mac Marshal 2.0.3 (released on February 21, 2011)
File System Type: S - Fleid Edition . N
9 )
o (209.735.680 ey Serial number: 0880-5092-1005-3785
Size: 233.4 GB 250,656.218,625 bytes)
Operating Systems Found: 1 Acquisition Name: test3
‘Volume Name: Macintosh HD. CasoNumboross
Investigator: ectcoe
Journa:yes Reautetton Crested ne Mon Apr04 133132 COT 2011
26,20 s sk 4. Number of Files: 561275 Comment:
o et st Number of Directories: 163715 testa
Nessus. s Creation Time: Dec 8, 2010 7:36:39 M (ndeterminate time zone)
2R o Modifcation Time: Apr 4, 2011 133.24 Acquisition Audit Log Hashes:
o Mo S e a0y Space: 2025 CB 217,427,755,008 bytes) Size: 352,249 by
8 el e e Tkad MDS Hash: 3796ee2bfda0eee5801db92e3a7b88e
1303922235
Complete Acquisition Data Hashes:
Size: 9,604,606,248 bytes
MDS Hash: 5bi2dca724378148efaad742eede90r2
SHA1 Hash: 704264001 c22Tds2edotsS0dege4dolOcebs
This includes all the data g
Quick Links to Sections
Triage Report>> &
ann bt = BT T
alas .
Live State: Processes g
Acquisition Name/1D: test3
Case #: sty Pocess e A
Exccutie SnTine  User
Live Device Analyzed: /dev/rdisk0 proces: CroPorve.
‘Acaisition Storage: /Volumes/Elements/test3 mmaca %y A g;m Tt BN
Time mory
Command and Argumarts
Aors, 2011
- whesino
ok Trge [ spotight| @) sootighimsges B _sotight videos remel-esd o a2t o
Type: Live Disk
Partition Map: GFT. Rebuld Index | The Spotlght index is enabled. Apra, 2011
A onaunchd T NS ot wnesino
Qe (Csearch..) os% 01975 14500 S60KB  waling
e stae bntaunend
O5 o] 050 e -.. T e
. # tacnash 0 (oo 8 et
L2255 G0 0% 112088 20145 2108 valing
cosx e Search Executed At Apr 4, 2011 156:18 M Index Status at Time of Search: enabled -
ors, 201t
L3 s SRS 20 resuls hsbinnoti W RSB e e
o e msum, (o ] T ———————— T B N S [ os0ss 12608 040 vatng
47113106bacdd2702a7074229%a0dccab 1385 Lyl 0.1 XMLdocument 43K Apr2, 201191211 PM  publicxml 0 nnetha e, 011
o | eraesatacameatrom o1 o e 151K Apr4, 2011 31833AM  publicml Hsisbindsiarivatons ' e 0 wneelno
| M 1.0 16407 | 067 1365cb8IA018801562690870be5db xmd 01 XML documert 425 Aor2, 2011 121048 AM _public oo ozzs 0z2s e et
. o cnn.com) 01 Safaribistoryitem 15KE  Apr4, 201131854 AM  comapplesafaribistory Mkt
e T TR T or 2011 114136 A el g Nobercontsd W RN e e
RO AU W - oon as0ss 47300 D oo
prree——
Selction Metadata 23 amriotes bor00s J— w o J A —
[} ssbinsysog a0 eeino
B 0% s20s a%91s 47246 waling
Content created Mon, Apr 04, 2011 03:18:54 AM COT Enhanced Error Results Page MSTEIEySiogd p——
Content modified Mo, Apr 04, 2011 03:18:54 AM COT Sy the webstewcon.com cannotbe ourd sisbinDirecionSenvice B s oot wneelno
ContentType com apple.safaitistory ' § o0% s108s 4402s 34M8  waling L
i blic data, public.item._|  The website you are looking for may no longer exist, been moved, or is NsosbinDirecorySenice q
Created Mon, Apr 04, 2011 0316154 AM COT £ emporariy unavaiabie ¥ === o— yaisiy
| WeSuggest tharyou:etyoe the URL, ek th back borton, orseaneof 3| (€ ‘
yais 7475 | i uaseeted lnks b i
800 tests

8. The generate report button was selected. The
following selection criteria was used.

AOO, Generate Report
Repart Data Selection —~\
Specilfy data to include in report f)—’ \

Triage Raesuits
B Live state

» Macintosh HD

» Mac 05 X [Live]

b xcode_3.2.6_and_ios_sdk_4.3.dmg
* Nessus-4.4,1.0mg

» Wireshark 1.5.0 Intel 64.dmg

ARRERRR

( Selectall ) [ Deselectall

[ Include audit log
M Compute acquisition hashes

@ ( <Back ) (CMew> ) ( Canced ) Finish

9. The report was then viewed for accuracy. A few
screenshots of the report are included below.

Live State: Open Files 0

Command: Isof
CoMiAD 23D USER D TYPE DEVICE SIZE/OFE KODE NAE
Loginuind 32 edisil cvd DIR 14,2 1122 2 /

Loginvind 32 redisil tat REG 14,2 1754160 103920

Loginuing 33 redl9il e REG 14,2 25140 4E9SER /0sbre/mealLs/Lonrary eyehaina) ogin.ioyensin
ioatnving 32 seaisii xR 1412 {1175z Tisnoe

Loinvind 53 1511 e R 14,2 91616 Tise31

Loginuing 32 red1Sil txt REG 14,2 13997952 714513 /uss/share) icu/icudtd0l .dat
Logiovind 32 reGISIL et RS 14,2 802460 15754

Tiatautng 52 seatsns sue w5 16,2 1310816 s
Loginving 32 rediSil txt REG 13,2 811436 7
Losimving 32 medioil it R0 142 S42s580 11799

Loginving 33 REAISII LKL REG 18,2 1757684 10731 /Syatan/Libsacy)Sonts/Luoidscranda. e

Loginuind 32 sodI9il 62 REG 14,2 163 43362 /privato/ore/security/audit contzol
Loglauind 32 sedloil Te REG 14,2 5425538 11799

e 05wl ot 08 14,2 1122 2 1
85 zalen 5 180 1412 adied Tucons Jobin/tasncna
aated.o.apiis

4

In this test, the tool performed as expected. The tool
was able to caputre information from a Mac OX X
10.6.7 system (at the time of this writing, the latest
Mac OS X available from Apple). The tool did require
a password to examine the hard drive. The tool was
easy to use and navigate, a live search was performed
easily and all of the live system information reviewed
was deemed accurate.

Mac Marshal™ Version 2.0.3 IS







Conclusion

In the three tests, Mac Marshal performed as ex-
pected. Several times it required the user to enter the
system password to access information. The informa-
tion the tool gathered was well displayed and easy to
read, which would enable a law enforcement agent

to quickly interpret the OS X-specific data on the

Conclusion = 1 7i

machine. Mac Marshal Forensic Edition would either
require a dedicated OS X-based forensics examination
machine, or a request for a new license to examine
each and every case. Mac Marshal Field Edition, at
$199 USD, is a very cost-efficient way to have a tool
that could examine multiple OS X-based machines.
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