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Introduction

he National Institute of Justice (NIJ) Electronic process. After grants are awarded, the grantee and
Crime Technology Center of Excellence
(ECTCOE) has been assigned the responsibil-

ity of conducting electronic crime and digital evidence

the NIJ program manager then work collaboratively
to develop the solutions.
[ ] :
tool, technology and training testing and evaluations Phase IV: Demonstrate, test, evaluate and adopt
in support of the NIJ Research, Development, Testing
and Evaluation (RDT&E) process.

potential solutions into practice. A potential solu-
tion is tested to determine how well it addresses
the intended functional requirement. NIJ then works
The NIJ RDT&E process helps ensure that NIJ’s
research portfolios are aligned to best address the

with first-adopting agencies to facilitate the intro-
duction of the solution into practice. After adoption,

technology needs of the criminal justice community. the solution’s impact on practice is evaluated. Dur-

The rigorous process has five phases: ing the testing and evaluation process, performance

standards and guides are developed (as appropri-

B Phase I: Determine technology needs princi- .
9y P ate) to ensure safety and effectiveness; not all new

pally in partnership with the Law Enforcement . . . -
solutions will require the publication of new stan-

and Corrections Technology Advisory Council

(LECTAC) and the appropriate Technology Work-

ing Group (TWG). NIJ identifies criminal justice

dards or guides.

B Phase V: Build capacity and conduct outreach to

practitioners’ functional requirements for new tools
and technologies. (For more information on LECTAC
and the TWGs, visit http://www.justnet.org.)

B Phase II: Develop technology program plans

to address those needs. NIJ creates a multiyear
research program to address the needs identified

in Phase I. One of the first steps is to determine
whether products that meet those needs currently
exist or whether they must be developed. If a solu-
tion is already available, Phases Il and Il are not
necessary, and NIJ moves directly to demonstra-
tion, testing and evaluation in Phase IV. If solutions
do not currently exist, they are solicited through
annual, competitively awarded science and technol-
ogy solicitations and TWG members help review the
applications.

Phase llI: Develop solutions. Appropriate solici-
tations are developed and grantees are selected
through an open, competitive, peer-reviewed

ensure that the new tool or technology benefits
practitioners. NIJ publishes guides and standards
and provides technology assistance to second
adopters.!

The High Priority Criminal Justice Technology Needs
are organized into five functional areas:

B Protecting the Public.

B Ensuring Officer Safety.

B Confirming the Guilty and Protecting the Innocent.
B Improving the Efficiency of Justice.

B Enabling Informed Decision-Making.

The NIJ ECTCoE tool, technology and training evalu-
ation and testing reports support the NIJ RDT&E pro-
cess, which addresses high priority needs for criminal
justice technology.

' National Institute of Justice High-Priority Criminal Justice Technology Needs, March 2009 NCJ 225375.
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Overview

Product Information

Internet Evidence Finder (IEF) from Magnet Foren-
sics is a forensics grade software application that is
designed for investigators to easily discover Internet
artifacts.

From the products brochure:

Internet Evidence Finder (IEF) is a digital forensics
solution that can search a hard drive, live RAM
captures or files for Internet-related evidence. IEF
was designed with digital forensics examiners/
investigators in mind. |EF is also used by IT security
professionals, litigation support personnel, incident
response teams, cyber security specialists and
corporate investigators.

IEF can recover evidence left behind within social
networking artifacts, instant messaging chat histo-
ries, popular webmail applications, Web-browsing
history and peer-to-peer file sharing applications.

Product Description

IEF comes in two different versions, a standard and a
triage version. From the product brochure:

|IEF Standard Edition:

|IEF software comes on a USB dongle and can be
installed on as many computers as necessary.
The dongle holds the license key. Simply plug the
USB dongle into the computer on which you’re
running |IEF and install the software. This dongle
approach allows the flexibility to use IEF on differ-
ent workstations, but it can only run on a single
computer at a time.

Overview = 3 i

IEF Triage Edition:

The Triage Edition offers all the functionality of the
Standard Edition. In addition, with Triage you get the
following:

B Automated check for disk encryption.

B Built-in live RAM capture.

B Built-in drive imaging.

B Mount and search volume shadow copies.

B Ability to save all results on the dongle.

Special Features

The following special features of IEF are taken from
the product’s website:

W |EF recovers more types of Internet-related data.
1 Social networking artifacts.
1 Instant messenger chat history.
1 Webmail.
0 Full Web-browser artifacts.
1 P2P file-sharing applications.
1 Cloud-based applications.
B |EF searches in more places.
1 Entire logical or physical drives: .E01/dd images.
1 Carves in unallocated space/deleted space.

1 Selected files (pagefile.sys/hiberfil.sys files, and
more).

Internet Evidence Finder Version 5.6.0 I
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0 Live RAM captures and network PCAP files.

1 Entire user-selected folders and subfolders.
B |EF finds more relevant and accurate data.

1 Patent-pending data recovery process.

1 Single search for more than 60 artifacts.

1 Customize your search by artifact(s) and loca-
tions to search.

1 Ability to search multiple drives, images, files
and folders in a single search.

B |EF offers rich and comprehensive reporting.

0 Import keyword lists to search, including preset
lists.

1 Search, filter, sort and export results.

1 Search and filter data with multiple keywords
simultaneously.

1 Search alert capabilities for keyword matches.

1 View search results in real-time, including esti-
mated time to completion.

0 All artifact locations map to a physical sector or
file offset.

IEF will recover artifacts generated by the following
sources:

® Cloud artifacts.
1 Dropbox.
1 SkyDrive.
1 Google Docs.
1 Google Drive.
0 Flickr.

B Social networking.
1 Facebook.

a Twitter.

1 Bebo.
0 Myspace.
0 Google Plus.
4 Linkedin.
B Instant messenger chats.
0 GoogleTalk.
1 Yahoo.
1 MSN/Windows Live Messenger.
1 Messenger Plus.
1 AOL Instant Messenger (AIM).
2 mIRC.
0 Skype.
a ICQ.
1 World of Warcraft.
0 Second Life.
a Trillian.
B Webmail applications.
1 Gmail.
1 Yahoo webmail.
1 Hotmail webmail.
W P2P file sharing applications.

a Limewire.

(]

FROSTWIRE.props files.

[

GigaTribe.

[

Ares P2P.

(]

Shareaza.

1 eMule.

[

Torrent.

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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B Web browsers.
1 Internet Explorer.
1 Firefox.
1 Google Chrome.
1 Apple Safari.
1 Opera.

The newest version of IEF will also reconstruct Web
pages from local cached images and process iOS
backup files for evidence.

Internet Evidence Finder Version 5.6.0 IS
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Evaluation and Testing of
Internet Evidence Finder

download link for the IEF setup file was pro-
vided by Magnet Forensics to the ECTCoE.
key file was emailed that was copied to
an external USB dongle. The setup executable was
executed on several examination machines with the
default settings.

In preparation for evaluating IEF, the user manual
included with the product download was reviewed.
The user manual is extremely detailed, providing gen-
eral usage tips and a comprehensive list of artifacts
that IEF can discover with a detailed explanation of
IEF’s recovery capabilities for each artifact. IEF was
not tested against every artifact, but a sampling is
included in this report.

IEF was tested on several different systems and drives.
Regardless of the target, IEF was always successful in
finding artifacts. To demonstrate the standard operation
of IEF, it was installed in a Windows 7 VMware session.
This VMware session has been used minimally for test-
ing software and capturing screenshots. The following
steps are a walkthrough of usage of IEF:

1. Google Chrome was used to download the latest

version of IEF. It was installed with default settings.

The USB token containing the license key was
inserted in a USB slot of the host computer and
told to connect to the VMware session. The IEF
icon that was placed on the desktop was double-
clicked to launch IEF.

~
20

Internet
Evidence...

2. The splash screen for IEF was displayed. The
window was left-clicked.

PATENT PENDING

~
=

INTERNET EVIDENCE FINDER

Click anywhere to continue.

By using this software you are agreeing to the End User License Agreement.

3. The following screen was displayed. This screen
allows the user to direct IEF to search a drive, cer-
tain files, folders or forensics Images. EO1 (Encase
Format) and dd (raw bitstream images) are both
supported.

FOLDERS

Search Types

Internet Evidence Finder Version 5.6.0 I
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4. For this demonstration, “Drives” was selected
and the following screen was displayed. The “C:”
drive was selected, and “Logical Drive” was left
selected. If the investigation would require search-
ing lost partitions or full drives for deleted or other
information, “Physical” should be selected.

@ Logical Drives (7 Physical Drives

[ C: {40.00GE)
[ E:-NEFV4] (0.93GB)

o

5. Once OK was pressed, the following screen was
displayed asking what type of search should be
performed on the drive.

FULL SEARCH These areas will be searched

QUICK SEARCH
UNALLOCATED
SECTOR LEVEL
CUSTOM

[ ox J cwen |

From the IEF User Guide:

After choosing a drive/folder/file/image to search,
you are shown a list of areas to search and “pre-
sets” are available. You can either customize which
areas (or files/folders) you’d like to search, or use a
preset to select predefined areas.

For a comprehensive search, the Full Search is
recommended as it will search all relevant areas of
a drive for artifacts, and process fragmented files
more effectively. To search non-NTFS/FAT drives
(i.e. Mac and Linux), use the Sector Level search.

The following screenshots show the remaining preset
options available for searching. For this demonstration
“Quick Search” was selected.

FULL SEARCH These areas will be searched

QUICK SEARCH
UNALLOCATED
SECTOR LEVEL
CUSTOM

FULL SEARCH These areas will be searched
QUICK SEARCH 7

UNALLOCATED

SECTOR LEVEL

CUSTOM

FULL SEARCH the(se areas:uill be searched
QUICK SEARCH GJ. -
UNALLOCATED

SECTOR LEVEL

CUSTOM

FULL SEARCH These areas will be searched
QUICK SEARCH -
UNALLOCATED

SECTOR LEVEL

CUSTOM

[ oc J coen |

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



6. Once “Ok” was pressed the main screen was

displayed again with the selected drive.

FOLDERS IMAGES

# Location Search Types

1 @l = c@oce Commen Areas/Folder Locations, pagefie sys, SMFT, SLogfie

. Once next was clicked, the following screen was
displayed. Note: This screen is in multiple screen-
shots since it required scrolling to see all of the
options. From this screen, the artifacts to search
for can be selected. All of the options were left
checked, and next was clicked.

'y IEF v5.6.0 - Licensed to: NI Electronic Crime Technology Center of Exc |
File Tools Licensing Help

Select the artifacts to search for

4 Chat (13 of 13 items) r

-
»'BoY

@ % @

]

AlME Google Talk® cae Mail ru Chat Messenger mIRC® 00Voo® Second Life®
Plus!®
_
T o 2l -
8 % & 0 <
Skype® Tiilian® Windows Live Yahoo!

‘World of
Messenger / Warcraft® Messenger®
MSN_
4 Cloud (5 of 5 items)

N
v & & &8

Dropbox Fickr Google Docs ~ Google Dive  SkyDrve

4 E-Mail (3 0f 3 items)

— = = -

578 TEF 4560 - Licensed to: NIJ Electronic|

File  Tools nsing  Help

Select the artifacts to search for

Gmail® Hotmi® Yahoo!®
Webmai Webmai

4 Mobile Backups (1 of 1 items)
Be
e

JD

05 Backup

i

4 Peerto-Peer (6 of 6 items)

torert Fle  Aves Search Emie®  Gigatbe®v2  Limewie®/  Shareaza
Atfacts Keywords andv3 Frostuire® Search
Keywords

4 CoiolNeoo i e o e iy

G| e

Evaluation and Testing of Internet Evidence Finder = 9 1

e IEF v5.6.0 - Licensed Electronic Crime Technology Center of Exce o |
File Tools Licensing Help

Select the artifacts to search for

4 Peer-to-Peer (6 of 6 items)

0O & L @ D
torent e Ares Search Emue®  Gigalibe®v2  Lmewie®/  Sharsaza

Atfacts Keye rostwie® Search
Keywords

“ Social Networking (6 of 6 items)

@ mo

Bebo® Facsbok®  Google+® Likedn®  MySpace® Twiter

4 Web History (6 of 6 items)

@ e 0@

Rebuid Chrome® Frefox® Intemet Opera Safan®
Webpages Exlorer® B
Check Al il Uncheck Al lil About the artfacts. Help Previous Next

. The following screen about Yahoo Messenger

decryption was displayed. In order to properly
display Yahoo Messenger chat logs, the Yahoo
username is required. “Yes” was selected to con-
tinue without entering usernames.

¥ Yahoo! Usernames ﬂ

You have selected Yahoo! Messenger chat logs as one of the

search items. The Yahoo! Messenger user name(s) are required
to decrypt the chat logs that have been deleted or are no longer
in existing chat log files. (Existing chat logs can be automatically

To enter usernames, click the "Options" button next to Yahoo!
Messenger in the Yahoo dropdown, or click the "Enter
Usernames" button below.

| Would you like to continue without entering usernames? (If you
select "Yes", only existing, non-deleted Yahoo! Messenger chat
i logs will be recovered.)

["] Dan't show this warning again

(= I w

. The following screen was displayed to enter

information about the case. There is also an op-
tion to enter “Search Alerts,” which can email the
investigator if IEF encounters those items during
processing. It was completed as follows.

4 [EF v5.6.0 - Lice: NU Electronic Crime Technalogy Center of £
File Tools Help

Configure your output destination

|cUsersimarkiDeskiop H Fetnre ‘

|
Case Info
Case Number:
Evidence Number:

w1

Examiner's Name:

il be sized to 150150 pixels)

|

Notes:

Search Options
["] Enable Search Alerts &

Internet Evidence Finder Version 5.6.0 I
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10. A status window was displayed indicating the

items being processed and the approximate time
remaining.

¥ Search Status e

Current Search Location: C: (40.00GE)

pagefile sys (V]
$Logfile -
SMFT

Common Areas/Folder Locations

Current Search Progress- Time Remaining: About 1 minute

- - A

Total Search Progress:

| ERRn | |
|

C\SLoghle Cancel Search

11. Once the processing was completed, the progress

window could be closed.

¥ Search Status |

Current Search Location: C: (40.00GB)

pagefile sys V]

SLogfile V]

SMFT 9

Common Areas/Folder Locations V]
| Current Search Progress: Search Complete
e
| Total Search Progress: Total Elapsed Time: 00 00:07:39

12.

13.

14.

Once closed, the IEF report viewer window was
displayed. This window included a summary of all
of the artifacts found on the left side.

i

File Edit Took GoTo Hep Default Encoding v Search Q
Recovered Atifacts tems =]

4 IEF Refined Results

4 Internet Browser

@ (Chrome Cached Records =

@ (Chrome Carved Web Htory %

@ Chrome Cookies % 7| [ Previos Showingresus 0-0cf 0 Nat
@ Chrome Downloads 4

@ Crvome Favicons 2

© Chrome Histoy iniex 2 Your search has completed.

@ (Chrome Keyword Search Tems 5

@ Chome Top Stes 3

@ (Chrome Web History 0

@ I InPrivate/Recovery URLs &

@ itemet Bplore Cached Records 67

@ ntemet Explorer History %8

[ Zlaerts ] [ Bookmarks | [T Fiter | [ & search

Selecting an artifact name in the left pane popu-
lates the two right panes: the top one with a sum-
mary of the data found, and the bottom pane with
details of the line items. All panes are adjustable if
additional viewing space is required. In the screen-
shot, “Chrome Top Sites” was selected.

b =~

Fie Edt Took GoTo Hep Detau Encoding - Seach

Fecoversd fntacts =

% 5 v Tee Lot Updatod -UTC Trrnrat 5ol

4 IEF Refined Results

T /A googeco.  Wekcome o Geogle Chrame
2 s itromegoogle. Cerome Vieb Sore

2120708192515
2120708192515

© O Cachd ot @ o

@ Crome Caved Web Hetoy = | [ Froves Showng et 13013 e
@ Chrome Cookies ®

@ Chome Downioads. 4

@ Grvome Favicons 2 oRL

@ Chrome Hisory Index 2 Title Chrome Web Store

@ Chrome Keyword Search Tems Last Updated - UTC (yyyy-mm-dd) 201 08 19:25:15.

@ Chrome Top Stes 3 ‘Thumbnail |

@ Crrame Wieb Hetay » Source CUsorsimarkAppDtalocaGoogChvomaUser DaiDSfUKTop Stos
@ IE nPrvate/Recovery URLs 7 B |

@ irteme! Explorer Cached Records 97

@ irtemet Explorer History El

) (S==)

The following screenshot shows the “Chrome
Carved Web History” selected. The date visited,
URL and other information are readily available.
ltems can be selected and added to bookmarks.

#r # DateVsted-UTCH_  URL Title Visit Count Typed Co *
25 2012082200653 hitp://www googleco_  show exact bytesof m_ 1 [}
27 0120814003254 hitp://www google.co_  Google 5 0
28 2012090821:2217  hiip://www googleco_  Google 5 0
29 0120908212223 hitpr//magnetiorensic—  Download IEF | Magn_ 1 1 E
30 0120908212223 hitr//www magnetfor.  Download IEF | Magn_ 1 0 ‘?
] i ] v

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence



15. The report viewer has several other options in the

menu bar. The file menu includes report generation
and artifact exporting capabilities. ltems can be
exported in a number of different formats including
CSV, PDF, HTML, Excel Formatted and Tab-
Separated.

File | Edit Tools GoTo Help

. OpenCase Ctrl+0O

. FRecent Cases 3

Export Yahoo! Diagnostic Logs To...  »
Export All Artifacts To... 3

Create Report

Evaluation and Testing of Internet Evidence Finder = 1 1 1

¥4 Search u‘

Search all fields in this case for:

Enter search keyword here...

[T] GREP [] Case Sensitive

GREP Case Sensitive  Keyword

Clear List

.
Save List

[ View Last Search Results I [ Search

17. A report can be generated from the File menu.

“Click Report” was selected. A file dialog for where
to save the report was displayed, and once infor-
mation was entered, a status bar was displayed

to indicate the progress of the report being

i
E Create Portable Case

generated.
Exit . -
Browse For Folder u
s e e G B Selectan Ot Folder
File | Edit Tools GoTo Help
.. Open Case Ctrl+ 0 -
. Recent Cases y B W H - Desld:up :
| Export Parsed Search Queries To... 3 sy b wd Libraries
Export Al Artifacts To... v [[] Tab-Separated b & mark =
:| Create Report & HTML [ ;-;J Cu:rmputer "
B Create Portable Case Excel I ‘hﬂ Metwork
Bxit - Ec | Panel
! [ ontrol Pane
- [ S— - _
2| Recycle Bin .
16. The Tools menu has several options, including the [ -— ] ’ w——
search option, which can be used to access the
search dialog, where keywords can be entered.
-Exporting [
Tools GoTo Help Exporting rows to HTML...
Search Ctrl+F | SRS |
. Cancel
Filter Results

Compact Case Database
Rebuild All Webpages

68 [ = S

Internet Evidence Finder Version 5.6.0 I
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18. The report was opened with Google Chrome and
viewed. The report is laid out similar to the report
viewer, with artifact lists on the left side and details
on the right.

¥4 Download IEF | Magnet For = ) Loading... /' [ indechtml

C' [0 filey///C:/Users/mark/Desktop/HTML%20Export%202012-09-08_05-40-44/index.htm

Case Info
Date Created: Sep 08,2012 17:22:43
Case Number: Example-VM
AG T Evidence Number VM
FORENSICS
Examiner: Mark
Recavered Artifacts Notes: Not Entered
Chrome Cached Records
Chrome Canved Web History Please use the links on the left to view the search results.
Chrome Cookies
Chrome Downloads L
€ = C [ filey//Cyu 1D -09-08 IR
Print This Page
1 2012-09-08 21:22:23 //magnetfor
MAGNET

Recovered Artifacts
Chrome Cached Records
Chrome Carved Web History

2 2012.08-12 20.06:53

EE 2012.08-12 20:06:43

Chrome Keyword Search Terms 4 Not Found-

Chrome Top Sites
Chrome Web History

E InPrivate/Recovery URLs
Intemet Explorer Cached Records 6

5 2012.09.08 21:22.23

http:/magnetiorensics.com/downloadief

2012:09.08 21:2223 ttp:/wow magnetforensics. com/ownioadiel/

& C | [ filey///C/V: K/D 2-09-08_ w A

[@Rebuilt Webpages

Print This Page

404 Not Found  hitp://hcidesign.com/favicon.ico

MAGNET g

Download IEF !
| Magnet http:/iwvew magnetforensics com/downloadiel E
Forensics i

19 doubleciick 1 |

Chrome Downloads

Ghrome Favlcons
hrome History Index

Ghrome Keyword Search Terms
Ghroma Top Sites.

Chrome Web History 2

Results

IEF is extremely simple to use. This VMware session
was going to be used primarily to capture screenshots
of a quick walkthrough of IEF’s functionally. How-

ever, |EF surprisingly turned up a number of artifacts,
including the Internet history of downloading and
installing IEF. Software installation was simple. Execut-
ing the program and navigating the results of the test
were both easy and intuitive. Report generation was
quick and simple and the layout of the report was easy
to read.

Test - Live Case Data

This test was performed on a 160 GB drive image of
an actual investigative case. This drive was failing and
experienced many read errors. This drive was imaged
with the program “dcfldd” from a Backtrack 5 Live CD.
Once imaged, IEF was configured to perform a sector
level search. The case involved online chat and it was
determined this would be a good test for IEF. Note that
many of the fields displayed on the following screen-
shots have been shortened or obfuscated to protect
individuals involved in the case; however, it is easy to
see what |IEF found.

Once IEF processed the case, the entire IEF folder was
copied to another machine for review. IEF was started
and the case opened. Immediately, it was noticed

that IEF discovered a number of chat-based artifacts,
including Skype and Facebook chat messages, along
with extensive Web history from both IE and Google
Chrome.

File Edit Tools GoTo Help

Recovered Arifacts ftems |~
4 Chat

) Skype Carved Messages 6361

@ Yzhoo! Diagnostic Logs 6381

4 Email

M Gmail Fragments 1

M Gmail Webmail 3 =

4 [Internet Browser

@ Chrome Carved Web History 130995

@ Fircfox SessionStore Atifacts 1

% E InPrivate/Recovery URLs 1007

@ Intemet Explorer Downloads 5

€% Intemet Explorer History 6654 |
@ Safari History 57

4 Peer to Peer

@ Ares Search Keywords 1 -
O Frostwire props Files 1
&) Toment File Fragments 743

4 Social Networking

B Facebook Chat 254

[x}

Ei Facebook Email Snippets
B Facebook Pages 17
B Facebook Status Updates/Wall Po_ 243 b

B NLECTC Criminal Justice Electronic Crime Technology Center of Excellence
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Examining the details of these chat messages revealed 2. Using a Backtrack 5 ISO file as the VMware CD
the sender, the recipients(s), the message, the date drive, the VMware session was rebooted, imaged
and time in UTC format, and the physcial sector where to an external hard drive using the program

the information was found. Again, note that some “dcfldd” and disconnected.

fields have been shortened to not display the full infor-
. . 3. The drive was then plugged into a Windows 7
mation of the case for this report.
computer with IEF installed. This computer was

Dete/Tme UTCfyy. € § Re. R Message  Coouinsies  SenderOffine  Source Lucatedmlj not connected to the Internet. The image file was
2010-04-13 04:13:08 1. R 1794 A  Ddyuh_  n/a n/a dellinspiro_  Physical Ser mounted us'ng FTK Imager_

2010-04-27 03:23:26 1. R 1447 B So.doyo. n/a n/a dellinspiro_  Physical Ses

2010-04-1217:54:56 1. M. 1063 R hahshaha_ n/a n/a dellinspiro_  Physical Ser )

oo EE 1w 08 R ) = = deinpro_ Frysial Se 4. |EF was executed, and told to perform a quick
'ZDTDMHNBDM] 1. R 1794 A  Wow Imp_  n/a " n/a dellinspiro_ ‘thsmals'a 7 SearCh On mounted Image flles

Previous Showing results 1 - 254 of 294 Next

5. Once completed, the results were viewed using
IEF’s report viewer.

Cm— | el R iy Results
Cyeer—— o e it Do o iy
- ‘ | monemrn |u]x| o ||| ez U IEF rebuilt six Web pages, including the four that were
e = i = browsed to during the test setup. The rebuilt Web
pages can be seen in the screenshots below. Upon
oo s e e b o - close examination, it was determined that these Web
P N M P —— pages exactly matched the browsed Web pages.
G | WIUHROH74 | r-| R-| Ada- |t || Fosicd Sectr 20054 Since the examination computer was not connected

6. 2010-01-02 09:47:43 - R. Yes . t Physical Sector 20054

to the Internet, these Web pages could only have been

6. 2010-01-02 09:4743 t. K. THAT_ .  Physical Sector 20054 s
K . .
S | WOR094743 || K| kwes - | A || Prysea Sector 20054 o rebuilt from the local cache file.
Previous Showing results 1- 6361 of 6361 Next
£ = T =
Results e T
= ot =
4 Intemet Browser
. . @ Chrome Cached Recors Py —" Seport LI
IEF was able to locate the relevant chat information @ Gomcemtiotn % iz (3
to the case, despite the drive containing errors. With 7
a sector level search, IEF recovered over 12,000 indi- € omanenen
vidual chat messages from the drive image. P
SR GET MORE
& | EVIDENCE,
I FASTER
Test - Rebuilding Web Pages . .
One of the newest features of IEF is the ability to use e —
cached items such as pictures in conjunction with the o e o eswirr e e
Internet history to rebuild Web pages. This option is S = =
selected during the artifact acquisition. To test this fea- | o[ e o = BE
B Teowes Carved We Hatory ®
ture, the following steps were performed: @ oo Free Tools s
= ensic Procedures g6}
1. A clean VMware was loaded. Using both Internet i Free Training,g ales
renes EpherCaciea e 38 aw Enforcement RS
Explorer and Google Chrome, both magnetforen- iy 4 y 5y Copen
. * 5003 Networks  —
sics.com and ectcoe.net were loaded. Both Web et BN sticpse i ®e Decrs  Elgctronie Grime and Digital Evidance
wace A, ; Support for State and Local Law Enforcement
browsers were closed. B RR
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Test — Cloud Artifacts

This test was performed to determine IEF’s collection
capability of cloud artifacts. The following steps were
performed:

1. Using the same VMware session as in the rebuild-
ing Web pages test, the application installer for
Skydrive and Google Drive were downloaded and
installed.

2. The IEF manual PDF file was copied into each of
the locally configured shared drives, and the ap-
plications were allowed to fully sync.

4. The VMware session was shut down, imaged with
Backtrack 5 as before and mounted on an IEF
investigation machine using FTK imager.

5. IEF was configured to perform a full search,
selecting only the cloud-based artifacts. Once
completed, the results were examined.

Results

IEF’s report viewer reported results for Google Drive
and Skydrive. Google drive returned the best results
as can be seen in the screenshot below.

Fle Edt Tools GoTo Hep Default Encoding g o

Becovered Atects L] Fie Name. Modfied Date (Coud Modfied Date (Local.  Created Date by URL

s
4 Cloud 1 o

& Googe Dnve Deskion op. 3 2 bouTheAtiactshim
S soDie 3 FR=Ter——

Previous Showing esuts 1-30f 3 Next

File Name AboutTheArttacts him
Modified Date (Cloud) (yyyy-mm-
dd-uTc) (notound)

Modtled Date (Loca) (YY1 20155711052

Created Date (yyyy-mm-dd -UTC) _(notfounc)

File Size 118425
Source CaUsersimark\AppDataiLocalGoogieDrivelsrapshotdb.

“Table: cloud_ontry(rowd: 2, Tabk: local_entry(inodo_number:
2251790813733224), Tabl: mapping(rowic: 2)

20120907 17:1352 itps://doq
2120907171352 itps:/doq

IEF reported Skydrive items results with less fleshed
out information.

File | Edit Toos GoTo Help Default Encoding « Seach

Recovered Atfacts tems.

& FieName Owner Name. Owner D e Sae URL
4 Cloud 1 e

& Gocgle Drve Deskiop Aop : 2 HoouThehiactshin
S SoDive 3 3 IERSEUserManualhim

Previous Showngresuts 133 Neat

File Name AboutTheArtiacts him F

Last Modified (yyyy-mm-dd -
sy 1983-12-14 192633

Last Modified Name (notfouna)
Last Modified ID (notfounc)
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During development of this report, it was also dis-
covered that Magnet Forensics is actively develop-

ing additional enhancements to other cloud artifact
recovery, including the popular application Dropbox.
Furthermore, during this test, |IEF said that a new ver-
sion of IEF (5.6.2) was available for download. This is a
strong indication that the vendor is actively working to
maintain and upgrade |IEF’s functionality.

Test - iPhone Backup

The test was performed to test one of IEF’s newest
features, the extraction of information from an iPhone
backup. To perform this test, the following steps were
performed.

1. The VMware image used in the previous tests was
used to backup an iPhone 3G.

2. The VMware session was shut down, imaged with
Backtrack 5, and the image mounted on an IEF
investigation machine using FTK imager.

3. |EF was instructed to perform a drive full search
with only the ‘iOS Backup’ artifact selected. Once
completed, the results were examined.

Results

IEF recovered several iOS artifacts as shown in the
screenshot below, including notes, address book, call
logs and calendar information. Each artifact includes
details about all of the items discovered. Details have
been purposely omitted from this report since they are
related to an ongoing investigation.

IEF not only discovered the iPhone backup on the im-
age, but parsed data that could aid an investigation.

Recovered Arifacts tems

4 Mobile Backups

| ;_:‘:_.__.._.__... -

| 132> 03 Address Eool-{ 564 |
i0S OSCaendar B
1S 105 Call Logs 200
1S DS Netes App 54
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Conclusion

In every instance that IEF was run, it was able to would enhance the efficiency of justice. There is no
discover Internet artifacts. IEF consistently found doubt IEF is a superior tool and should be a part of
information that was not expected to be found. IEF every investigator’s toolbox.

provides a very clear idea of how the computer under

o . . During the review, IEF’s staff was informed of any is-
examination has been used over a long period of time. ] )
. . . . sues and quickly addressed them. Magnet Forensics
IEF also discovers evidence that an investigator may

have not thought to initially look for. Manually per- is constantly updating IEF. This tool will only continue

forming the searches that IEF automatically performs to improve over time and provide a large return on

. . . investment to law enforcement investigating digital
would take an investigator a great deal of time, effort gating dig

evidence.
and knowledge. |IEF clearly demonstrates a tool that
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