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TechBeat is the bimonthly newsmagazine
of the National Law Enforcement and
Corrections Technology Center System.
Our goal is to keep you up to date on
technologies for the public safety
community and research efforts in
government and private industry.

Subscriptions:

TechBeat is free. To subscribe, go to
www.justnet.org and click on subscribe.
If you have questions, call (800) 248-
2742, fax (301) 240-6730 or email
asknlectc@justnet.org.
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TELL US ABOUT YOUR TECHNOLOGY NEEDS
=1

The National Law Enforcement and Corrections Technology Center wants ta'k.rm.our technology
needs and requirements as a law enforcement or corrections professional. Use the form at
https://www.justnet.org/tech_need_form.html to describe tools that would enhance the safety and
effectiveness of your job. This information from practitioners is used to inform the National Institute
of Justice (NIJ) research, development, testing and evaluation process and to make recommendations
on prioritizing N1J’s investments across its various technology portfolios.

The NLECTC System

The National Law Enforcement and Corrections Technology Center (NLECTC) System is critical to the National
Institute of Justice’s mission to help state, local, tribal and federal law enforcement, corrections and other
criminal justice agencies address technology needs and challenges.

The NLECTC System is an integrated network of centers and Centers of Excellence that offer free criminal justice
technology outreach, demonstration, testing and evaluation assistance to law enforcement, corrections, courts,
crime laboratories and other criminal justice agencies.

For information, visit www.justnet.org or contact (800) 248-2742.

( NCJRS NCJRS is a federally funded resource offering justice and substance abuse

information to support research, policy and program development worldwide.

National Criminal Justice
Reference Service

For information, visit www.ncjrs.gov.

ANDROID AND IPHONE APPS AVAILABLE

Android and iPhone apps are now available to access TechBeat. me
TECH Keep current with research and development efforts for public ttp:fwwivjustnet.org/iphoneapp/
safety technology and enjoy interactive features including video, Android:

audio and embedded images. http://www.justnet.org/androidapp/
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By Becky Lewis

When a research team first sees the published results of its labors, moments of doubt
follow, moments of thinking, “Was it worth the effort?” and “Will it reach anyone?”

"echBeat July/August 2014 3
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branch chief, who was considering the use of biometrics
for intelligence, telling them the report provided exactly
the information he needed and that it “provided some
great insight” and would help his agency decide whether
to implement the technology.

Mobile ID Fingerprint Devices provides a “landscape”
or overall view of issues related to the devices’ use
and a survey of commercially available products. The
34-page report also includes case studies of success-
ful adoption. Agencies profiled were selected based on
their use of mobile ID devices and other digital finger-
print capture technology for identification of deceased
persons, as well as for broader law enforcement uses
such as routine patrol and suspect identification.

The National Institute of Justice (NIJ) Forensics
Technology Working Group had placed practitioners’
need for information on this technology on its
high-priority list for a number of years, leading to the
FTCoE’s decision to produce the report. When the
research team members realized that the large num-
ber of commercially available options served to further
complicate practitioners’ decision making as to whether
to adopt this technology, they decided to perform the
more encompassing landscape study instead of an in-
the-field evaluation that would showcase only a small
number of technologies.

“This technology has been around for a while, and NIJ
wanted to find out about the potential barriers that may
be keeping its use from becoming more prevalent, and
about ways in which they could help spur its adoption,”
says Jonas Hall, one of the technical contacts on the

TechBeat July/August 2014



research team. “Thus we found case studies that showed, at a high
level, the benefits that have followed its implementation.”

FTCoE Director Dr. Jeri Ropero-Miller, who provided oversight to the
project, adds that all landscape studies share a goal of saving time
for practitioners who are potential adopters.

“One of our goals is to prevent them from purchasing something that
doesn’t meet their needs,” Ropero-Miller says. “They can scan the
report to see what is available, and they can get first-hand stories
from actual users in addition to information like instrument specifica-
tions from commercial sources.”

Some of the jurisdictions providing first-hand accounts reported that
as knowledge of the technology’s use spread in the community, the
number of false identities given to their officers dropped, and over-
all, use of mobile devices enabled officers to identify suspects much
more quickly. Other benefits included a reduction in the time
needed to identify deceased persons, which sped investi-
gations and increased the likelihood of solving cases.
This led to a reduction in the need to use DNA for
_ identification, which helped decrease DNA testing

“‘)acklogs.

b | As with any other technology, the benefits
3 come with drawbacks. Ropero-Miller says that
early in the investigative process, it became
clear that device and database interoperability
posed a major challenge, and for an agency
considering implementation, learning about
the technology’s use in neighboring agen-
cies is key for enabling users to develop
communication strategies throughout

Photo courtesy of Todd Bennett/The Augusta Chronicle
http://chronicle.augusta.com/
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their jurisdictions. She adds that as with implementing any
other new technology, funding is always an issue. In addition to
the cost of the devices themselves, adoption of the technolog

; &
includes various IT expenses related to developing and main j r.' 0 C e S S 1 n g S

taining databases, and managing servers to store informatio

Another issue that often arises with all types of technology
development is the need for training and skills development.

With mobile ID fingerprint devices, the ability to capture a good
quality image can make a difference in how well the tech-
nology works. Some devices include a scan quality indicator i
that tells operators if they've successfully captured an image or

)
PR

if they need to scan again. (Regardless of the quality of imagé '
obtained in the field, jurisdictions should be aware that legal Y
issues will ultimately require verification by expert analysts in
the lab.) :

Moline Prak Pandiyan, another member of the research team,
says it is important for agencies to field test the technology and
to be aware of FBI and National Institute of Standardsand =~
Technology device standards before making a purchase decisi'b'n.

“Real-world testing will help potential users understand if this tét:h- N . ) / (’3
nology is a viable solution for their departments,” Pandiyan says. : _ f \‘
Landscape Study of Mobile ID Fingerprint Devices can be

downloaded from https.//rti.connectsolutions.com/p 6jrhaqgh C ‘\_

For more information on the study, contact FTCoE Director
Jeri Ropero-Miller at jerimiller@rti.org, Moline Prak Pandiyalfl
at moline@rti.org or Jonas Hall at jonashall@rti.org. For more

information on NIJ’s forensics technology portfolio, contact v -y b §7 . . «
Gerald LaPorte, acting director, Office of Investigative and e, I I ( a

Forensic Sciences, at Gerald.LaPorte@usdoj.gov.
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By Becky Lewis

Superman’s X-Ray vision remains the
stuff of comic books, but the past few
years have seen advances in through-
the-wall sensor (TTWS) technology,
improving law enforcement’s capability to
detect the presence of individuals inside
a building from a distance.

The Sensor, Surveillance and Biometric
Technologies Center of Excellence
(SSBT CoE) recently concluded the
second and third segments of a three-
part research effort on the technology on
behalf of the National Institute of Justice
(NIJ). The CoE has produced two com-
panion pieces to Through-the-Wall
Sensors for Law Enforcement: Market [
Survey (October 2012, https://www.justnet.
org/pdf/00-WallSensorReport-508.pdf).

Through-the-Wall Sensors for Law
Enforcement: Best Practices, posted

TechBeat July/August 2014 7
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on JUSTNET in April 2014 (https:/. : et.org/pdf/Throug
SensorBestPractices-508.pdf), targets the end user, while Through the
Wall Sensors for Law Enforcement: Test and Evaluation, available
through the National Criminal Justice Reference Service (https://www.
ncjrs.gov/pdffiles1/nij/grants/245944 .pdf), includes information that is
more technical in nature. (TTWS uses radar to detect even slight
motions through building walls, thus providing public safety profes-
sionals with increased situational awareness in tactical and rescue
situations.)

oE Director Lars Ericson says NIJ's Sensors and Surveillance

: ; go that tactical =
t chnology to inform their

: approach to the challenges and threats they face in the execution of

" their duties. 1'—W
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“This research has been a valuable effort
that will provide important information
to the law enforcement community
and further enhance the tools
at their disposal.”

— Lars Ericson, SSBT CoE Director

“This research has been a valuable
effort that will provide important
information to the law enforcement
community and further enhance the
tools at their disposal,” Ericson says.

Best Practices collects lessons
learned and advice from practitioners
around the country who are using
TTWS technology in the field, and
leverages information on technical,
tactical and functional considerations
from a parallel evaluation effort
conducted by the U.S. Depart-
ment of Homeland Security
SAVER program. The U.S.
Marshals Service and the Gwinnett
County (Ga.) Sheriff’s Office also
contributed to the effort.

“Combined with the market survey,
this document helps provide a
complete picture for practitioners who
are considering implementing the
technology,” Ericson says.

TechBeat July/August 2014 9




Be#t P_raétiéeé h_akés four key points, which Ericson says
_“may._s_eem_ like t;ommo_n sense, but sometimes it’s important
_to reemphasize this type of information in context.”

In contrast to the other two reports, Test and Evaluation focuses on the capabilities of

an NIJ-funded prototype device, AKELA’'s ASTIR, testing and evaluating it against
commercially available devices. This process took place in a controlled, real-world
environment, not in a laboratory, and was the first of its kind for this type of technology in
Practice with the device and learn how to use it. TTWS contain criminal justice applications. Overall, every device tested generally performed well, with
miniaturized high-technology radar systems, and it’s important each having different strengths and weaknesses, Ericson says; all of them could prove
to understand the technical nuances in order to create useful in different circumstances.

_They are as follows:

confidence in the information gathered and incorporated
into tactics. “It all depends on an agency’s needs, and of course on budget constraints,” Ericson
says, noting that the ASTIR, which is not yet commercially available, performed well

overall and functioned at the farthest distance from a wall of any device (70 meters).

Test and Evaluation is not geared toward field officers or SWAT members, but rather

£ Think of TTWS as a tool, but not as a substitute for tactical ) e .
toward engineers, vendors and criminal justice technologists.

/ training. Because of their complexity, TTWS provide good

information that should not be considered foolproof. . . . .
P For more information, contact Lars Ericson at Lars.Ericson@ManTech.com. For more

information on NIJ’s Sensors and Surveillance Program, contact NIJ Program Manager
Mark Greene at (202) 307-3384 or by email at Mark.Greene2@usdoj.gov.

Use the information to inform operations, but not to dictate
a course of action.

7D Take multiple measurements at different places along a
given wall. The composition of a wall is not uniform.

Studs, water pipes and other structural variances can all
contribute to skewed results.

-
/

Solid metal can block radar signatures; structures such as

;/ "I rebar or chicken wire can interfere with results. Users need

£ to be aware that although TTWS functions through a wide
range of building materials, there are some places where it
Just cannot be used.

TechBeat July/August 2014 10
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ORDLESS PHONES

The Indiana Department of Correction is
allowing inmates to use cordless phones
in their cells in an effort to stem recidivism

and contraband cellphones and encourage
better behavior while incarcerated.

‘I think it improves access to family and
friends and thereby can improve reentry into
the community. So far the inmates are pretty
happy with it,” says Deputy Commissioner
James Basinger.

The department has been using cordless
phones in prison recreation areas for about
two years. From a phone bank, corrections

officers pull phones off the charger and
hand them to inmates who have signed out
to use them.

Basinger says this spring the department decided to extend
the cordless phones to one 250-bed general population
maximum security housing unit in the 3,000-bed New Castle
Correctional Facility as an experiment. The program has gone
well and will be expanded to another 250-bed unit in the facility,
as well as to the Indiana State Prison in Michigan City, Ind.

Security is essentially the same as a stationary wall phone
with monitoring and recording by the prison. The phones are
connected to the provider network just like the stationary wall
phones so the security protocol is the same.

“You can't call anyone other than who you are authorized to
call,” Basinger says. “You have to enter a pin number to be
able to use it, just like the phone on the wall, which pulls up

TechBeat July/August 2014
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people on your approved calling list. There is no change in the system other
phone. It's hooked up like a phone on the wall and goes through the same system.
it is not an outside line.”

e allowed to walk around with the phones and take them to their cells to have a phone conversation
garing from other inmates, which Basinger says could lessen inmates’ desire for cellphones. Although
, use contraband cellphones for criminal activity, not all inmates want them for that purpose.

Rt ink it's a way to combat the contraband cellphone problem,” Basinger says. “In my opinion part of the
" interest in cellphones is you can talk to family and friends in a private setting and are not standing up at the

TechBeat July/August 2014




wall with other inmates. We want to encourage cor
Inmates with more contact with family and friends 1
behave better.”

Basinger says the prison system detects about 100 contrabar
cellphones each month. The system uses an in-depth search
plan, managed access, CellSense detection technology, K-9
cellphone detection dogs and walk-through and handheld '
detection equipment.

Basinger says the cordless phones augment the prison system’s
two-year-old kiosk service, through which inmates can have video

visitation and videograms and send and receive e-messages, all
of which are monitored. The department completed agency-wide
deployment of the kiosks earlier this year.

“It's all about improving communication,” Basinger says. “It seems
like a good way to improve their reintegration. If they keep connected
to the family it might make them stay out of prison when they get
out. We are trying to get them out and to be productive.”

~ For more information, contact
. James Basinger at jbasinger@

idoc.IN.gov. For information

on National Institute of Justice
corrections programs, contact
Jack Harne, corrections technology
program manager, at jack.harne@
usdoj.gov.
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By Becky Lewis

Another big one out on the Interstate. Couple of tractor-trailers, a half-dozen cars. Every hour the road is
closed to survey the scene costs the local economy thousands of dollars.

But today, the loss won’t be as great. Today, the highway will reopen in just about an hour. Today, investigators

won’t have to take an excessive amount of time out of concern that they have missed a key photograph or

measurements, because their “eye in the sky” is documenting the scene quickly, thoroughly and in far less
ould on the ground. X
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“In Colorado, it costs the economy $35,000 an hour to close I-70.
If an agency spends $25,000 to $30,000 for an sUAS, and it cuts
the time the highway is closed from three hours to one,
it’s paid for itself during the first mission.”

— Ben Miller, Mesa County Sheriff’s Office

When the sheriff’s office in Mesa County, Colo., became one of the first law enforcement
agencies in the country to receive a Federal Aviation Administration (FAA) Certif-
icate of Authorization (COA) to implement wide-area use of small unmanned aircraft
(sUAS), UAS Program Director Ben Miller says he thought the aircraft would become
primarily a search-and-rescue tool. (Mesa County is the fourth largest county in
Colorado geographically, and has a population of 147,083.) Instead, it seems to be
turning out that the “bread and butter” use for the technology is crime scene and
accident scene reconstruction.

“We had the idea that we would be doing everything you see police helicopters do

in the movies,” Miller says. “We quickly realized there are limitations because of size
and weight, and we began to realize that the real key mission is not finding lost
hikers and chasing bad guys, it's day-to-day aerial survey capability.

“In Colorado, it costs the economy $35,000 an hour to close I-70. If an agency
spends $25,000 to $30,000 for an sUAS, and it cuts the time the highway is closed
from three hours to one, it's paid for itself during the first mission,” he says.

Mesa County flies two sUAS, a two-pound Draganflyer X4-ES unmanned helicopter
and a larger fixed-wing craft called the Falcon UAV. The sheriff’s office received
its first experimental COA and began a pilot program with the Draganflyer in 2008,



-~ the crime scene remains always open. Thi’s\nﬂévides another level of

then received the expanded COA to fly almost anywhere in the county in 2009. “The time savings compared to doing it manually are tremendous,” Miller

The agency added use of the Falcon in 2012; both craft were donated by says. “Also, we’re not using modeling software that uses a template of,
their respective manufacturers to the pilot project, although Mesa County pays for example, a Ford truck, then extrapolates from there. You have a photo-
for parts and service. Miller describes their aerial survey capability as similar to graph that shows the actual vehicle involved in the incident, and everything
the process used by Google Earth or other public-sector products, but with in the surrounding area is there, every tree, every rock. The distances are

a significantly greater accuracy. The sUAS fly at a specified height above the accurate and everything is in its precise position. The increase in available
ground and take a series of extensively overlapping photographs, presently data is significant.”

programmed manually, but with the potential for robotic control in the near future.
Modeling software identifies “like” points from the pixels in the photos, and the
overlap allows a triangulation algorithm to produce detailed 3D models proven
to be accurate within 3 centimeters.

Miller makes that statement based on six years of experience with using

sUAS, during which Mesa County has used the aircraft in various search-

and-rescue and tactical missions, in addition to using them for crime scene
reconstruction.

Mesa County received a donation of software that would normally cost $3,500
to obtain that accuracy, although Miller expects that in the future, sUAS
manufacturers will bundle it in with their devices.

“We initially were thinking more about the ‘fun’ stuff,” he says. “Most
agencies want to talk about using sUAS for tactical missions, but

our opinion now is that what we originally thought was the most
“It's easy to believe in hardware, but although software provides a product,
you don'’t see the process it uses to create that product,” Miller says. “We
were very skeptical at first about its accuracy, because typically software
has bugs. With this, we haven'’t seen any bugs. We feed it photos and it produces
a model, and we feel comfortable taking its accuracy to the witness stand.”

obvious use is really the least frequent mission. Aerlal mapping is
really going to turn out to be number one.” :

4%9

can® . 0 9 8/ e
For more information on Mesa County’s use of SUAS, contact Ben Miller

at (970) 244-3955, or by email at benjamin.miller@mesacounty.us.
~ For information on the National Institute o w Enforcement
Aviation Technology Program, which and evaluates the use of
safe and lower cost aviation‘assets by : r, predominately rural, law
- Eroresme agencies across the . act Program Manager
‘reassurance that it's okay to release the actusl physical scene. - \  Mike O'Shea at (2@7,:' 05-7954 or hea@usdoj.gov.
~ ‘ T N i I; ! ’ s

B —

And because the photographs remain on file,rﬁan investigator wants to
“revisit” the scene and take a different measu

ment later in the process,
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TECHshorts is a sampling of the technology projects, programs and initiatives being
conducted by the Office of Justice Programs’ National Institute of Justice (NIJ) and the
National Law Enforcement and Corrections Technology Center (NLECTC) System, as well
as other agencies. If you would like additional information concerning any of the following
TECHSshorts, please refer to the specific point-of-contact information that is included at the

end of each entry.

In addition to TECHshorts, JUSTNET News, an online, weekly technology news summary
containing articles relating to technology developments in public safety that have appeared
in newspapers, newsmagazines and trade and professional journals, is available through
the NLECTC System’s website, www.justnet.org. Subscribers to JUSTNET News receive

the news summary directly via email.
To subscribe to JUSTNET News, go to
https://www.justnet.org/subscribe.html,

email your request to asknlectc@justnet.

org or call (800) 248-2742.

Note: The mentioning of specific manufacturers or
products in TECHshorts does not constitute the en-
dorsement of the U.S. Department of Justice, NIJ or
the NLECTC System.

Updated First Responder
Biodetection Technology
Guide Available

Pacific Northwest National Laboratory

Biodetection Technologies for First
Responders: 2014 provides a compre-
hensive compilation of commercially
available detection devices and products
to help first responders when purchasing
equipment and supplies needed to rap-
idly assess biological threats. The guide

shOrts

Technology News Summary

updates a previous publication and includes technology summaries that provide
Web links, equipment specifications, pricing and annotated references from
peer-reviewed publications for about 30 detection technologies and 25 sampling
products from nearly two dozen companies.

Factors for first responders to consider before purchasing biological sampling

»ﬂ‘” TECTION «

1.1.'1

126ANOLOGIES

and detection technologies include type of information obtained and usefulness
and accuracy of results (performance); ease-of-use in the field; total cost of
ownership (e.g., hardware and training needs) understanding that reagent cost,
shelf life, instrument maintenance and upgrades are significant contributors;

total time from sample to answer; and
weight and size.

The guide is not meant to be an exhaustive
list nor an endorsement of the technologies
it describes. It is meant to provide useful
information about available technologies to
help end-users make informed decisions
about biodetection technology procurement
and use.

The guide was funded by the U.S. Depart-
ment of Homeland Security Science and
Technology Directorate and prepared by
the U.S. Department of Energy’s Pacific
Northwest National Laboratory.

To access the report, go to http://
biodetectionresource.pnnl.gov/ and
click on “download First Responder
Biodetection Technology Report.”

TechBeat July/August 2014
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Investigating the Use of Portable Raman Spectrometers Expected report highlights include:

Forensic Technology Center of Excellence

The Forensic Technology Center of
Excellence is investigating the use
of portable Raman spectrometers to
identify unknown substances in the
field. Portable Raman spectrometers 2l _ . capabilities.
enable law enforcement to verify the Dot A

identity of unknown substances seized
in the field and can provide rapid,
sensitive, nondestructive analysis of a
variety of drug types.

* Key technology providers.

* Available products and device

* Future product offerings.

* Applications and current use cases.

A growing number of criminal justice
and law enforcement agencies rec-
ognize the benefits of adopting this
technology. These organizations can
benefit from an examination of how
evidence collected using portable
Raman spectrometers is used, how
the technology impacts policing and
investigational outcomes, and how its

implementation affects department ) j YR N . 4
procedures. b ,f ‘ L A '!‘ r
r V a . 2 S~

:
AV RlipS
The goals of the report are to provide r . H H r |

insight on the portable Raman spectrom-

eter landscape, including various attributes such as market penetration, technology For information, contact Shane Hamstra at shamstra@rti.org. For more
providers, current use cases, device cost and drug identification databases. information on the National Institute of Justice’s forensics technology
portfolio, contact Gerald LaPorte, acting director, Office of Investigative
and Forensic Sciences, at Gerald.LaPorte@usdoj.gov.

* Procurement and implementation

considerations.

* Summary of challenges or

technology gaps.

L
l

5

Once published, the report information will be published at https://forensiccoe.org/
reports.aspx.

shOrts
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PUBLIC SAFETY TEGEINOGLOGY
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Following are abstracts on public safety-related articles that have appeared in newspapers, magazines and websites.

Oklahoma Law Enforcement Agencies Have a New Crime-Fighting Tool
NewsOn6.com, (06/10/2014), Lacie Lowry

The Oklahoma City Police Department has signed on to Leads Online, a national database that can help police solve property crimes, homicides
and missing person cases. Leads Online is a database of pawnshop transactions. It allows pawnshop owners to share information on transactions
electronically with police, rather than submit paper reports that police would then enter into their own records. Pawnshop records can help find
suspects in criminal cases who have been hard to find and missing persons who may have pawned an item.

A Drop in the Bucket: Law Enforcement Agencies Train to Fight Forest Fires
The Saratogian, (06/04/2014), Paul Post

In some areas of New York state, law enforcement agency personnel are being trained in fighting forest fires in case additional personnel are needed
during the summer fire season. At a practice session, state police and New York Army National Guard helicopters teamed up with state forest
rangers to practice dropping huge buckets of water on targets. Lt. John Solan, who supervises rangers in Saratoga and Washington counties,
noted that lightning and campfires are the most common causes of forest fires.

Fremont Spending $300,000 on Surveillance Cameras, License Plate Readers
Insidebayarea.com, (06/18/2014), Chris De Benedetti

The Fremont City Council has approved $300,000 for surveillance cameras and license plate reader technology. Noting that most of Fremont’s
burglaries are committed by people living in other communities, police Chief Richard Lucero said cameras will be placed at 12 intersections near
city limits to capture information on vehicles entering and leaving town. Of the 46 people convicted of burglaries in Fremont during a six-month
period between late 2012 and early 2013, about 85 percent lived outside Fremont.

http://www.insidebayarea.com/breaking-news/ci_25984817/fremont-spending-300-000-surveillance-cameras-license-plate
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